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Thank you for choosing our product. Please read the instructions carefully
before operation. Follow these instructions to ensure that the product is
functioning properly. The images shown in this manual are for illustrative
purposes only.

For further details, please visit our Company’s website
www.zkteco.com.



http://www.zkteco.com

Without the prior written consent of ZKTeco, no portion of this manual can be copied or forwarded in
any way or form. All parts of this manual belong to ZKTeco and its subsidiaries (hereinafter the
"Company" or "ZKTeco").

ZK is a registered trademark of ZKTeco. Other trademarks involved in this manual are owned
by their respective owners.

First of all, thank you for choosing our company's products. To better utilize all the functions in the
software, please read the manual of this product carefully before use.Without the written consent of
our company, no unit or individual may excerpt, copy any part or all of the content of this manual, nor
may it be disseminated in any form.

The products described in this manual may include software copyrighted by the Company and its
potential licensors. Without the permission of the relevant rights holder, no one may, in any form, copy,
distribute, modify, excerpt, decompile, disassemble, decrypt, reverse engineer, lease, transfer,
sublicense or engage in any other act that infringes upon the copyright of the aforementioned
software, except where such restrictions are prohibited by applicable law.

Due to the continuous updates of our products, our company does not guarantee that the actual
products will be consistent with this data. We also do not assume any disputes arising from the
inconsistency between the actual technical parameters and this data. Any changes will not be notified
in advance.

ZKTeco Industrial Park, No. 32, Industrial Road,
Tangxia Town, Dongguan, China.
+86 769 - 82109991
+86 755 - 89602394
For business related queries, please write to us at: sales@zkteco.com.

To know more about our global branches, visit www.zkteco.com.
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ZKTeco is one of the world’s largest manufacturer of RFID and Biometric (Fingerprint, Facial, Finger-vein)
readers. Product offerings include Access Control readers and panels, Near & Far-range Facial
Recognition Cameras, Elevator/floor access controllers, Turnstiles, License Plate Recognition (LPR) gate
controllers and Consumer products including battery-operated fingerprint and face template-reader
Door Locks. Our security solutions are multi-lingual and localized in over 18 different languages. At the
ZKTeco state-of-the-art 700,000 square foot 1SO9001-certified manufacturing facility, we control
manufacturing, product design, component assembly, and logistics/shipping, all under one roof.

The founders of ZKTeco have been determined for independent research and development of
biometric verification procedures and the productization of biometric verification SDK, which was
initially widely applied in PC security and identity authentication fields. With the continuous
enhancement of the development and plenty of market applications, the team has gradually
constructed an identity authentication ecosystem and smart security ecosystem, which are based on
biometric verification techniques. With years of experience in the industrialization of biometric
verifications, ZKTeco was officially established in 2007 and now has been one of the globally leading
enterprises in the biometric verification industry owning various patents and being selected as the
National High-tech Enterprise for 6 consecutive years. Its products are protected by intellectual
property rights.
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Document Conventions

Conventions used in this manual are listed below:

GUI Conventions

Convention Description
Bold font Used to identify software interface template names e.g. OK, Confirm, Cancel.
S gl(l)lfcljtie-rlevel menus are separated by these brackets. For example, File > Create >

For Device
Convention Description

<> Button or key names for devices. For example, press <OK>.

[ Window names, menu items, data table, and field names are inside square
brackets. For example, pop up the [New User] window.

/ Multi-level menus are separated by forwarding slashes. For example,
File/Create/Folder.

Symbols

Convention

-

‘ M

Description

This represents a note that needs to pay more attention to.

[ B¢

The general information which helps in performing the operations faster.

The information which is significant.

Care taken to avoid danger or mistakes.

The statement or event that warns of something or that serves as a cautionary
example.
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1.1. Personnel / Person: Optimize the biometric enrolilment entry icon for more
prominent and intuitive access.

Navigate to "Personnel / Personnel / Person", click New to register staff information. The icon for
biometric enrollment entry has been revised to make the function entry more intuitive.

ZKBioCVAccess # ©& @ wum
Personnel i Personnel / Personnel / Person

Person Depariment Name | e %

[\ — | Personnel ID* [z Department” Deparment Name  + |

e First Name Last Name

[5) Department Name(9) Gender — = Wobile Phone ate Time Operations
B .(10) Certiicate Type e - Certicate Number | -
— | o 2
B 61601(0) Birthday Email 6-07-13 182250 2
B @) Hire Date Postion Name B | e
Device Verficaton Password - Card Number & |
Employment Type — B ((Brometrics Tpe =0 ) 6-06-16 135136 2 W
Employmen Start Date Employment End Date @ | e
Enable APP Push Notifations: |
16-06-16 13:51:36 2 W
¥ Access Control Time Attendance Video Intercom Setting Personnel Detail »
Levels Settings — o - Eﬁroﬁrm 172323 2 W
General
Device Operation Role | Ordinary User |
Extend Passage
Access Disabled Eﬁroﬁrm 172323 2 W
Set Valid Time
6-06-1617:23:23 2 W
iL,,o.s,m 2323 2 W
6-06-1617:23:23 2 W
Add Select All Unselect All lﬁ
-06-16 17:2322 £ W
|
6-06-1617:23:22 £ W
|
16-06-16 172322 £ W
Cancel |
6-06-1617:23:22 2 W

1.2. Personnel / Parameters - Self-service Registration: New configuration parameter
"Enable Employee ID + Name Verification Mode".

® Remark: Applicable to scenarios where customers have high security requirements for employee
information registration.

Navigate to "Personnel / Personnel / Parameters", where the new parameter "Enable Employee ID +
Name Verification Mode" is available for configuration.

(JZKBioCVAccess # 3t Q8 6 umn-

Person Snabie RioaUdE Personnel ID Setting
Department Yes No Card Setting

Pending Personnel Settings
Position

Self-service Registration
Dismissed Personnel

Pending Review Facial Backend Comparison Server
Enable Self Registration:

Facial Template Exiraction Server

" Employee Validity Period Expiry A
Custom Attributes Yes No mployee Validity Period Expiry

Authorized Deletion Personnel

Personal Information and Security
Yes No

Enable Employee ID + Name Verification Mode: l

QR Code URL:

753MainStrestitokenAdreg

Download QR code image.

Facial Template Extraction Server

Enable Facial Template Extraction:
Yes No

A When enabling facialtempate sxiracton a device orsfacial tempate exraction need v

Page |5 Copyright©2026 ZKTECO CO., LTD. All Rights Reserved.



- When enabled: Users must enter both employee ID and full name on the H5 page and click "Verify".
Face template and mobile phone number registration is only allowed after successful verification (the
ID exists and matches the corresponding name).

- When disabled: Users can complete registration directly without verification.

Self-service registration will be blocked if the employee ID and name do not match.

1.3. Personnel / Parameters - Authorized Deletion Personnel: Add new configuration
parameter "Administrator password is required when deleting personnel or
departments" .

Navigate to "Personnel / Personnel / Parameters" to configure the newly added parameter
"Administrator password is required when deleting personnel or departments". This parameter is
Default: Off. Once enabled, administrator password verification is mandatory before any deletion in the
personnel module, including single personnel deletion, single department deletion and batch
deletions.

ZKBioCVAccess i © & O awnn -

Perconnel / Personnel / Parameters

Enable facial backend comparison: Personnel ID Setting

Qs @ N Card Setting

Pending Personnel Settings

Employee Validity Period Expiry Alert

Employee Expiry Alert, days before expiry
o1 pay

Remind Message
Email

fest@attoromutual.com

A Enter mutiple mailboxes, separated by commas(,) or semicolons(:).

Authorized Deletion Personnel

Administrator password is required when deleting personnel or departments:
D Yes @ No

Personal Infermation and Security Statement

Default

.
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2.1. Device/Event Type: Support custom event severity levels.

Navigate to "Access Control / Device / Event Type". Select a target event in the event list and click Edit

to modify its event severity levels.
ZK

CVAccess % Q8 0 wm -

Control / Device / Event Type

Event Description | Event Number | Event Level | v Moer Q B <€
O Refresh &b Set Audio

| Event Name Event Number Event Level Device Name Serial Number Operations

|| Normal Verification Open 0 Normal 192.168.137.244 7273212700002

|| Verify During Passage Mode T 1

| eat x
Normal| . ‘

192.168.137.244

|| Eist-Person Unlack 2 Normal
Normal Verfication Open
| (Event Lever ‘Normal
|| Emergency Password Uniock 4 Normal
Event Sound Normal
o Excepiion
|| OpenDuring Passage Mode Ti 5 Normal | copy to an devices
| Aarm
[ | Linkage Event Triggered 5 Normal
|| cancel Alarm 7 Norma4 ‘
[ Remote Uniock 2 Normal
| Remote Ciose 3 Nnrmaq ‘
Cancel
|| Disable Same-Day Passage M 10 Normal

2.2, Device / Real-Time Monitoring & Access Control Reports: Operator Attribution for
Remote Access Control Actions.

® Access Control / Device / Real-Time Monitoring

Under Access Control > Device > Real-Time Monitoring and Access Control Reports, remote
actions such as door opening and alarm cancellation now display the operator's identity
alongside the event.

Each remote action generates two linked records — one reported by the device (confirming

execution) and one reported by the software (capturing who initiated the command) —

providing a complete, attributable audit trail for every remote intervention.

(JZKBioCVAccess i = Q& O wun-
% Device BB :ccoss Control / Device / Real-Time Monitoring
Device Area - Status. - De Nam More <
/0 Board
Door Auiliary Input Auxiliary Output

Door Setting

O3 Remote Unlock O Remote Close D" Cancel Alarm (g Activate Lockdown @ Deactivate Lockdown More
Reader
Auwsdliary Input i

152166
Auxiliary Output 128
Event Type
Daylight Saving Time
Alarm Monitoring
E-Map
Current Quantity:1 Online:1 Disable:0 @ Offiine:0 Unknown:0 Door Name
Real-Time Events v

Time Area Device Event Point Event Description Card Number  Person Reader Name Verification Mode

20260715 10956 Area Name 192168137 244727321270 192 166437 2441 Cancel Alarm Otner otner

20260715 10156 AreaName 192168137 244727321270 192 166137 2441 Cancel Alarm otner otner

Audio Reminder  Show Photos|
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® Access Control / Reports / All Transactions

B ] Q8 0 wunm-
B Device Access Control / Reports / All Transactions
T0 necees contrl Time From | 2026-07-08 00:00:00 | To 2026-07-15 23:59:59 Personnel ID Device Name, Moer Q B <
[ Reports G Refresh 2 Export 2 Export Photos
_ Time, Area Name  Device Name Event Point Event Descript... Event Level Media File Personnel ID  Name Card Number Department... Reader Name Verification Mode
2026-07-15 10:11:56  Area Name  192.168.137.244( 192.168.137.244-1  Cancel Alarm other other
Today's Access Records
. 2026-07-15 10:11:56  Area Name  192.168.137.244( 192.168.137.244-1  Cancel Alarm m other other
All Exception Events
el eet oy oo 2026-07-14 18:52:17  AreaName  192.168.137.244( 192.168.137.244-1  Normal Verificatio 1115557 192.168.137.244-1-In  Face Recognition
Alarm Log 2026-07-14 18:51:41  AreaName  192.168.137.244( 192.168.137.244-1  Normal Verificatio \orr 1115557 192.168.137.244-1-In  Face Recognition
Access Rights By Personnel 2026-07-14 18:50:53  Area Name  192.168.137.244( 192.168.137.244-1  Normal Verificatio 1115557 192.168.137 244-1-In  Face Recognition
AR Emcessog ooy < 2026-07-1300:15:49 AreaName  192.168.137.244( 192.168.137.244-1  Normal Verificatio Nor 1115557 192.168.137.244-1-In  Face Recognition
FirstIn And Last Out
2026-07-1308:56:20 AreaName  192.168.137.244( 192.168.137.244-1  Normal Verificatio Norr 1115557 192.168.137.244-1-In  Face Recognition

2.3. Device / Real-Time Monitoring: Optimize the remote operation interface to display
icons with corresponding text labels.

® Access Control / Device / Real-Time Monitoring
()ZKBio CVAccess i %

. Device Access Control / Device / Real-Time Monitoring
Device Area - Status | -——— - Device Name | More- &
110 Board
4 Door Awuxiliary Input Auxiliary Output
Door Setting
O Remote Unlock [ Remote Close B Cancel Alarm  [g Activate Lockdown  [g Deactivate Lockdown - More
Reader
Auxiliary Input Status
182,16 -
: 7244 Device: 192.168.137.244

Auxiliary Output Serial Number: 7273212700002

Number: 1

Door Sensor: Mo Door Sensor
BRI Relay: Close

Alarm None
Daylight Saving Time O Remote Unlock

[0 Remote Close

& Activate Lockdown
Alarm Monitoring (g Deactivate Lockdown

" Cancel Alarm
E-Map & Remote Normally Open

@ Enable Intraday Passage Mod e g

Curres 7—‘0’“;”3‘3 @ Iniraday Fassage Mode TiMe  Yieapieg @ Offfine:0 @ Unknown:0 Door Name
Zor
i
® Disable Intraday Passage Mode Time
Real-Tif Zone
[Z Get latest door events
Tim ] Event Point Event Description Card Number Person

2.4. Access Control / Parameters: Allow users to customize notification template,
includes subject and message body.

Message Receiving Address Configuration: Navigate to Personnel > Person, then click New
or select an existing employee record to enter the editing page. Select the preferred
notification channel (Email). Tick your preferred push methods and enter valid receiving
addresses accordingly.
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ZK

CVAccess

Personnel v

8

Personnel / Personnel / Person

O 2 @ adin -

Person Department Name | Edt *
Department | Personnel ID* l Department* DepartmentName  ~ |
Gty First Name s.coups Last Name
[5) Department Name(3) Gender = Mobile Phone {ate Time. Operations
B 10 Certifcate Type: e . Certficate Number =
-07- Z
B 61601(0) Bithday ((man 1815422976@qa.com ) 0713182250 2 W
I B azmite) Hire Date Postion Name o P'm' GEEE 2 T
Device Verification Password £ Card Number
Parameters Employment Type e - Biometrics Type 6-06-16 135136 2 W
Employment Star Date Employment End Date e }HMG w2 &
Enable APP Push Notfications
16-06-16 13:51:36 £ W
< Access Control Time Attendance Video Intercom Seting Personnel Detai ,
<
Levels Settings Sipsie No = }nromq 172323 2 W
General
Device Operation Role | Ordinary User | P—
Extend Passage
Access Disabled }nromq 172323 2 W
Set Valid Time
16-06-16 17:23:23 £ W
}nrmmﬂza 23 2 W
16-06-16 17:23:23 £ W
Add Select Al Unselect All
}nromq 7322 2 W
6-06-1617:23:22 £ W
}nromq 7322 2 W
Cancel
16-06-16 172322 £ W

Navigate to "Access Control / Access Control / Parameters" - Notification Template
Settings, enable the custom notification template, and you may enter custom text in the body

template area, where field information can be inserted freely.
® Example:
Dear Parent of {{personName}},

Greetings! Home and school work together for your child’s safety. Your child, {{personName}},
safely arrived at school at {{eventTime}}land has started today’s campus life. Wish you a
pleasant day!

[ZKTeco Primary School]

(JZKBio CVAccess i % © & @ wnn -

[& Device POl Access Gontrol / Access Gontrol / Parameters

A Access Control v Real Time Monitoring Type of Getting Transactions

Transactions Auto-Export
Time Zones
The Real Time Monitoring Page Pop-up Photo Size Max Height
Holidays Alarm Monitoring Recipient's Mail
140 o
Notification template settings

Access Level =
\ccess Levels A\ Refresh the realtime monitoring page after set

SetAccess By Levels
Set Access By Person Alarm Monitoring Recipient's Mailbox

Set Access By Department
Exampie: 123@xox com

Interlock

Linkage
A Evtor i

Notification template settings

Enable custom notification template

Anti Passback

First-Person Unlock

Multi-Person Group

Multi-Person Unlock

5 Yes No
Door Open Duration

Insertable fields

Content template

/Alam notification: {{personName}} riggered an alarm at {{eventPointi} on
{eventTime}}. Event description: {{eventName]
Associated device: {{deviceAlias}, Event level: {levelAndEventPrioriy}}.
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3.1. Attendance Custom Report: Support splitting report fields to display only the fields
selected by users.

Navigate to "Attendance / Attendance Custom Report / Attendance Custom Report", click New,
enter the report name, select the report type, and tick the fields to be displayed.

CVAccess i = OB O awmn -
Attendance / Attendance Custom Report / Attendance Custom Report
Custom Report Report Details
Name. ‘ QR ¢
Scheduling Management > — i x

G Refresh T New @ Delete

F® Exception > Name* Report Type* summary by Depart... ~
[ Name Operations
Attendance Detail Report >
Optional Fields
Daily At Department Number Department Name ‘space_transaction_should Actual Valid
SontDh i dance 1 Late Duration Late Counts Early Leave Duration Early Counts Normal OT Rest Day OT
Attendance Summary ... | Holiday OT Total Overtime om or2 om3 Absent Leave Details
Selected Fields
No Dat

Cancel

After creation, the custom report will only present the selected fields.

(JZKBioCVAccess = ® Q& © amn -

¥ A miomce Mansceme > endance Custom Report / Attendance Custom Report

Report Details

B Actendance Setting >
Name. QB ¢ Time From |2026-07-01 To |2026-07-15 Department Name || 1 a B
€8 Scheduling Management >
" S = C e

B® Exception : Refresn T New [ Delete Refresn 2 Export

Name Operations Department N...  Late Counts
[ Attendance Detail Report > _

report AN | az 0
[ Daily Attendance Report > Department Name 0

[ Monthly Attendance R... > o

@ Attend: .. >

(5 Attendance CustomR... v

3.2, Attendance Setting / Holiday: Support annual cycle recurrence, with permission
control for template download, import and export functions.

® Annual cycle recurrence supported in both list and import template

Navigate to "Attendance / Attendance Setting / Holiday". A new parameter "Recurring" is added.
Users may configure this option as needed when creating new holidays. The holiday list will display a
new column "Recurring" after creation.
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ZKBioCVAccess i % © 8 0 amn v
& Attendance Management >
Attendance Setting & Name | QB o
Attendance Rules G Refresh  =F New @ Delete T Export ¥ Impert =
Holiday | Name Start Time. End Time Number of Days Recurring Remarks Operations
L e m 2026-06-17 2026-06-17 1 Yes 2w
Automatic Report
Name* 13
Number of Days™ 1
o Recurring Yes -
€8 Scheduling Management > Cancel
F® Exception >
. . . " s g
The import template is also updated with the "Recurring" field.
A B G D E
Holiday
Name Start Time Number of Days Recurring Remarks

® Permission control for template download, import and export, consistent with the access control

module

Navigate to "System / Authority Management / Role". When assigning permissions to roles,

administrators can tick corresponding permissions to restrict template download, import and export of

holiday data under the attendance module.

Note: Template download and data import are governed together by the "Import" permission

checkbox.

ZK

CVAccess

€2 Basic Management >

Authority Management v

User

Role

@ Communication Mana... >

*®

G Refresh =

| Role Code

administra

System / Authority Management / Role

Role Name |

Role Code”
Role Name®
Assign Permissions™

< Personel Access Control
» || [ Attendance Management
4 B Attendance Setting
» [/ Attendance Rules
[ Refresh
B New
[ Delete
2 Edt
& Export
& Import
» Leave Type
» || Automatic Report

Select All " 2°

O & O aumn v

Edit x
kara
kara

Attendance Video Intercom Smart Video Surveiance: ARP System Senvice Center 3

Cancel
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4.1. Extension Management / Extension Number: Max concurrent registration limit
updated to 5 when creating new extensions.

Navigate to "Video Intercom / Extension Management / Extension Number" and click Add. The
concurrent registration quantity limit for extension numbers ranges from 1 to 5.

ZKBioCVAccess #  # O & 0 wm

B e Menaycmet POl video Intercom / Extension Management / Extension Number

B DeviceManagement > S = e | st Account QR e
Extension Management - CRefresh T New @ Delete T Export import ~ (@ Synchronize Create SIP Account
. [ Name Extension Numbar  Onarations.
Extension Number &
New x

Name* Extension Type® sip -

Contact List Extension Number" Extension Password” g

Voice Interaction Voice Mail Voice Mailbox Passward I
Registered Terminal Count" (6 Enable Undisturbed Mode
Incoming Call Number [ [Please enter a value between 1 and 5. | 1,

Direct Dialing Address For example: 10.8,

Cancel
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5.1. Intelligence - Behavior Analysis: Support binding of ZKIVA Edge X1 face
recognition and behavior analysis.

When a behavior analysis alarm is triggered, the system automatically links facial authentication to
verify personnel identity, and displays monitoring data in real time on Live Alarm and Event Center.

® Matching firmware requirement: ZKIVA Edge X1 firmware version 3.4.0-RL.ZK.1.NE or higher
® Prerequisite: Face data must be distributed to the device to activate this function

Operation Steps

Step 1: Navigate to "Smart Video Surveillance / Device Management / Device", click More — Target

List Library

(JZKBioCVAccess i 3 O @ O ann -~

E T T B smart Video Surveillance / Device Management / Device

_ Name staus -la® e Device Name 1P Adaress wore- Q B €
Group Management
GRefresh  TFNew @ Delete QSearch S Sync Camera & Batch Sync Library GRefresh  TFNew [ Delete  [= Adjustment Area @ Video Storage More
Name Address Protocol Type  Device Type  Status s iSuailion Device Name Channel Code  Status CameraType  Type IP Address
© Unsubscribe
10851151 10.8.51.151 ZKTeco iPc ¢ " - P e

. O Sync Time
X1-235 10.8.16.235 ZKIVA-Edge X1 AiBox < 182 i Fi3od Camars 10.8.51.182

B Maintenance Management

116 10.8.16.116 ZKTECO NVR offline [: 5 Fixed Camera 10.8.51.182

234 10851234 ZKTECO NVR i
3¢ Reboot 96 s Fixed Camera 10.8.66.155

1618 7 Offline  Fixed Camera 10.8.16.18
o s Fixed Camera 10.8.66.158

Click Select Watchlist Library to tick the target libraries for configuration.

ZKBioCVAccess # & QB8 O aumn -~

[TV R VERSRAPSYRIVIN  Smart Video Surveillance / Device Management / Device

Device Name. | status | —— -] EB o Device Name | IPAddress | moer Q B €

Group Management

ORefresh ¥ New @ Delete Q Search & Sync Camera S Batch Sync Library  ~ More ~ O Refresh  TFNew @ Delete (o Adjustment Area @ Video Storage -~ More =
ee——— " “pe  Type 1P Address
Add ListLibrary x
Device st fore~ Bl ) 12 era 10.2.66.157
era 10.8.51.182
_ Name @l (= [
 Refresn @ select personnel |
era 10.8.51.182
List bbransName CstlE [, o st stion Operations
era 10.8.66.155
List Library .. List Library List Library...  List Library
era 10.8.16.18
Pass List Allow List Forbidden List Block List
era 10.8.66.158
Qd Video View
G2 Decoding On The Wall
= -1 50 rows per page
v/ 1 ——
{3 Intelligence Cancel »
0 S . _ — _ 10Page  Total of O records

Personnel can be added to each watchlist library separately.

Page |13 Copyright©2026 ZKTECO CO., LTD. All Rights Reserved.



| Target List Library *

Device X1240 List Library Name Q B @ Personnel ID Name. More Q B €
O Refresh B select personnel list More O Refresh @ Delete Personnel 8 Resynchronize
“ List Library Name  List Library Type  Personnel Number  Operations » LastName Status  Description Operations
Allow List 64 Succeed P &
I Visitor Pass List  Visitor Access List 1 & Succeed A
Forbidden List Block List 0 & Succeed A
Succeed A l
Succeed &
Succeed R
Succeed &
Failed I ~
« 3
13 50 rows per page Jump To 1 1 Page 150 > 51 50 rows per page JumpTo 1 J2 Page  Total of 64 records

After adding personnel to the library, click the icon in the operation column of personnel info to upload
face template photos.

Update Staff Pictures *

Personnel ID 3180035

First Name .

Cancel

Step 2: Log in to the backend of the X1 device and enter "Setting / Task Setting"

Intelligent Analysis System EN- & admin
[ Preview TaskSetting X Personnel
& Records Setting / Task Setting

sk Nome Devie Name  fese
+ New Task Batch Operation Refresh List

Time Plan

Thiane ion Task Name TaskType Device Name Task State On/off Operation

@ Offline Parsing i Single task ] Normal a Edit = Details Delete
B Resource - o
Personnel
Uniform Manag...
Device
Algorithm
Authorization
Container
File
False positive lib...
@ System
Logs
Settings
Data Integration

Total 1items < n > 10/Page v GoTo Peg
e

Oneration

Click New Task and complete basic and rule configurations. During algorithm configuration, select the
target algorithm, click the setting icon at the top right of the algorithm box, then enter Advanced
Configuration.
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B Preview

B Records Algorithm Configuration - [ Polygon1]
B Setting ~ " "
False Sample Filter @) Enable target bounding box overiay @ (@) Settings of Face Alarm &
Task Setting
Polygon1
Time Plan = —
= ren E; ) g
Linkage Plan & A asic Configuration Advanced Configuration | = ey A
face person structu B a gathering smoking
uerying
@ Offline Parsing Delayed alarm 0 M 0 o}
B Resource - S &) )
x S Alarm interval | 0 H s M 0 s O £ ® &
wn call wander stay alone sundry detect
Personnel

Uniform Manag... A
@ ) @ ® Q

Device

Algorithm

Authorization (&) a @ ’6" @ © & V) @ &

oil spill fire equipmen | insulatingglo oy oy chefhat chefrespirato rubber glove mice trashbin Rame without
Container t ve r human
- @ ® ® ® ®8 ® ® ©® © ® ©
False positive lib... dish stand raise hand write read rest head up head down patrol lecture W"‘i::':)‘a(k

@ System A
Logs @
back tostude

Settings o
Data Integration
Oneration

Enable Face Template Analysis the advanced configuration page; after activation, face template

analysis will be bound with behavior analysis.

Algorithm Configuration
| Basic Setting
Delayed alarm
Alarm interval
| Advanced Setting
Target size
chef cloth allowed colors

chef cloth threshold

°

o

°

0.600

Face analysis

Uniform Select

® ZKIVA Edge X1 Alarm Display Interfaces

Cancel WQ
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1 Alarm Info

Capture Time

TracklD

Aarm Type
Target Type
Alarm Area

Alarm Score

Name

Record details

Person Group

2026-05-28 11:44:25
5008345

CHEF_CLOTH

persan

Areal

0.964

Face Analysis Result  Score is lowers than threshold

Navigate to "Smart Video Surveillance / Intelligence / Live Alarm". Click any behavior analysis alarm

uploaded by ZKIVA Edge X1 to view alarm details, where face template comparison results will be

displayed.

ZKBio CVAccess

E? Device Management >

€& Video View >

2 Decoding On The Wall >

Intelligence v

Behavior Analysis

Crowd Situation

General Intalligence

Live Alarm

Global Linkage

Link Record

Time Zones
Aarm Source Code:
Aarm Type:
Aarm Type Category:
First Name:

List Library Name:

@ Sstatistics
2. Video Patrol

£ Map Management

Navigate to "Service Center / Event Center / Event Record". The identified personnel name will be

shown as the event object of corresponding behavior analysis records in the list.
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(JZKBio CVAccess % Q8 @ wnn -~

52 Device Center > Service Center / Event Center / Event Record

B Event Conter EventTime 2026-07-1500:00:00  To 2026-07-15 23:5050 Event Level ~ | Processing State > Mer Q B &
B G Refresh B Confirm 2 Export

T 8a8C92¢a014a 1945019 Safety Uniform Alarm 2026-07-15 11:26:04 AreaName  SmartVide [ [<[c) Unconfirme 2

PEemee stranger Target Recognition Ale Alarm 2026-07-15 11:25:12 oF AreaName  SmartVide [ (<o) Unconfirme

stranger Target Recognition Ale Alzrm 2026-07-15 11:25:11 8 = AreaName  SmartVide (o3 &e Unconfirme

stranger Target Recognition Ale Alarm 2026.07-15 11:25:11 8F AreaName  SmartVide [ (=0 Unconfirme

stranger Target Recognition Ale Alarm 2026-07-15 11:25:11 SFamm [ AreaName  SmartVide [ [~[C] Unconfirme

< stranger Target Recognition Ale Alarm 2026-07-15 11:25:10 aF AreaName  SmartVide [ (<o) Unconfirme

stranger Target Recognition Ale Alarm 2026-07-15 11:23:31 8 sme . AreaName  Smartvide @3 (<o) Unconfirme

stranger Target Recognition Ale Alarm 2026-07-15 11:23:30 oF < AreaName  SmartVide @3 (<o) Unconfirme

stranger Target Recognition Ale Alarm 2026-07-15 11:23:29 oF : AreaName  Smartvide (o [<[0) Unconfirme

stranger Target Recognition Ale Alarm 2026-07-15 11:23:29 sram = AreaName  SmartVide [ (<o) Unconfirme

Stranger Target Recognition Ale Alarm 2026-07-15 11:23:28 8F ! AreaName  SmartVide @3 =e Unconfirme

stranger Target Recognition Ale Alarm 2026-07-15 11:23:19 SFom m i AreaName  SmartVide (&3 (=0 Unconfirme

stranger Target Recognition Ale Alarm 2026-07-15 11:23:19 8F AreaName  SmartVide [ [~[0) Unconfirme

stranger Target Recognition Ale Alarm 2026-07-15 11:23:19 8F = - AreaName  SmartVide [ (<o) Unconfirme

stranger Target Recognition Ale Alarm 2026-07-15 11:23:18 &F AteaName  SmartVide [ (<o) Unconfirme

8a8C92cag14a 1945019 Safety Uniform Alarm 2026-07-15 11:22:37 AreaName  SmartVide [ (<o) Unconfirme

5.2. Intelligence - Global Linkage: Support linkage configuration for thermal alarm
types of backend NVR (Smoking Detection, Temperature Alarm, Fire Spot Detection,
Smoke & Fire Detection).

Navigate to "Smart Video Surveillance / Intelligence / Global Linkage" to add new linkage trigger
conditions. Available options include Smoking Detection, Temperature Alarm, Fire Detection Alarm and
Fireworks Detection.

ZKBio CVAccess £ © & © aumn -

Device Management [ Smart Video Surveillance / Intelligence / Global Linkage ]
Global Linkage < Browse Personnel >
Video View A
— New x
Linkage Name | | | [@ B <
coding O — | 5
Decoding On The Wall i p—
Intelligence O Refresh  TFNew [ Delete | ActiveTimeZone  24-HourAccessible ~ Active Time T
| ge Trigg . &
1| Linkage Nams unkal Linkage Trigger Condtions* ~ Add Input Point”  Add l
- Smoking

Temperature Alarm

Fire Detection Alam
Fireworks Defection

Global Linkage

LikR i < Video Linkage Access Linkage E-mail Linked Display on Screen »
Video Video length 0 5(10-180
Capture In the monitoring page immediately pop up o
Display time 5 1
NoData
@ statistics
Cancel

2. video Patrol —
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6.1. Compliance Requirements - Optimization of custom privacy agreement function.

® Personnel Module: New privacy policy configuration entry under Personnel Management
Parameters

Navigate to "Personnel / Personnel / Parameters" — Personal Information and Security Statement.

()ZKBioCVAccess # % O & 0 un

Personnel / Personnel / Parameters )

Enable facial backend comparison: Personnel ID Setting

Yes No Gard Setting

Pending Personnel Settings
Self-service Registration
Employee Validity Period Expiry Alert
Pyl ty Py’ Facial Template Extraction Server

Pending Review Facial Backend Comparison Server
Employee Expiry Alert, days before expiry

Custom Attributes.

o Dy Authorized Deletion Personnel
— Remind Message Personal Information and Security
Email

test@altoromutual.com
A\ Enter muliple mailboxes, separated by comm:

Authorized Deletion Personnel

Administrator password is required when deleting personnel or departments:

Yes No
[ Personal ion and Security Sf ]
Default -

Default
User Defined

Select the Custom mode to import a TXT file containing self-defined privacy agreement content.

Personal Information and Security Statement

User Defined -

A\ Please import a txt file

6.2. Login Password Input Optimization: Eye icon added to all password input boxes
(Toggle Show/Hide Password).

An eye-shaped toggle icon is added to all password input fields across the whole platform, enabling
users to display or hide password characters during entry.
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ZKBio CVAccess

User Login User Login

Forget Password?

6.3. Authority Management / Security Parameters: Introduced a configurable session
timeout menu (custom time limit ; in minutes).

Navigate to "System / Authority Management / Security Parameters". A new session timeout
parameter is provided for users to customize the idle timeout duration. Once the set time expires, the

browser will automatically log out the current account.

(JZKBio CVAccess i = Q8 0 wm-

@8 Basic Management M system / Authority Management / Security Parameters

© Authority Management v }
Security Parameters

User

B Login Verification Setting

Prompt after entering an error

Default Password Strength
None () Weak Medum & (@) Sirong

Failed Login

5 ~ | Time(s)

Account Will Lock

10 ~ | minutes

Password Valid Days(Day)

90

Password Modification

Forced to modify the password in login

[ security Password Verification

Secure Password Authentication Interval

None

Session Timeout

30 minutes

@ Communication Mana... >
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7. ZKBio Zexus Mobile Application Change Notice

® Note:

The following content and screenshot serve as the highlights of the new functions introduced to ZKBio
Zexus mobile application. It gives you a quick overview of what's new and available for use.

For step-by-step instructions on how to use these features, please consult the “ZKBio Zexus Mobile
App_User Manual”.

7.1. Admin - Personnel Registration: Support uploading personnel avatars via mobile
terminals.

1:36 Rl @ Nl @

< Personnel Registration CameraRoll v Cancel

Department” Department Name.

Personnel ID* 990
First Name* in

Last Name

Email

Mobile Phone
License Plate

Verification Code®  12345¢]
Card Number

Access Level
Enable APP Login

7.2. Admin - Personnel Registration: Support license plate entry. Personnel - Me -
Personal Information: Support license plate display.

® Admin:

1:36 Nl € 1:36 Nl € Rl al @

< Personnel Registration < License Plate E’

Last Name

Email

Mobile Phone

License Plate

Verification Code* 123456

Card Number

Access Level

Validity Period

Start Time Add license plate number

End Time

3215689

Enable APP Login

“

® Personnel:

Page |20 Copyright©2026 ZKTECO CO., LTD. All Rights Reserved.



11:34

Rl

< Personal Information

Photo

First Name

Personnel ID

Gender

Mobile Phone

Email

Card Number

Department

Position

License Plate

Logout

7.3. Admin - Personnel Registration: Remove mandatory input restriction for the email

field.

1:36

R @

< Personnel Registration

Department Dey

990

Personnel ID*

First Name" ih

Last Name

Email

Mobile Phone

License Plate

Verification Code® 123456

Card Number

Access Level
Enable AP Login

7.4. Admin - Video Monitoring: Add door opening button on the video preview page.

® Note: Before using this function, you need to go to the web portal > Access Control / Device

Management / Reader to bind the camera to the corresponding door first.

ZKBioCVAccess = %
. T
Reader Name | | Door Name
G Refresh

Reader Name Door Name
Reader
192.168.137.244-1-In  192.168.137.244-1 1

Auwiliary Input

192 168 137 244-1-0y wzses,uv?

Channel Name ||

R " Altemative

Channel Name
Alarm Monitoring «

cH13
E-Map

cH12
cHit

CH10

Number  Communication Type ~ Gommunic.

Owned Device

| @& [e

Entryl.

Bound Camera

operations

(®)

Expansion B

Binding/unbinding the camera x

Serial Number

Serial Num
a
3508c1c3d2234
809a448a45c8
609788900286
so0p473637480 '
0c81507801d4¢

OcddaBacactn ¥
50 rows per page

Q (R (o
Selected(0)

Channel Name  Owned Device  Serial Number

NoData

Cancel

O & O amn -~
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RSl B Rl Sl

Alarm Message Alarm Message

Please select the door to operate

@ Motion Detection Alarm  2026-06-18 11:39:36 @ Motion Detection Alarm  2026-06-18 11:39:36

10.8.55124-2
@ Motion Detection Alarm  2026-06-18 11:39:36 |I| Area Name

@ Human Shape Alarm For... 2026-06-18 11:39:19 @ Hus
Cancel Confirm

@ Motion Detection Alarm  2026-06-18 11:39:36

7.5. Admin - Dashboard: Supports selecting to view device status of different modules
via drop-down options.

® Optional options: All, Smart Video Surveillance, Access Control, Attendance.

Cancel Select Module Confirm

Smart Video Surveillance
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