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Without the prior written consent of ZKTeco, no portion of this manual can be copied or forwarded
in any way or form. All parts of this manual belong to ZKTeco and its subsidiaries (hereinafter the
"Company" or "ZKTeco").

ZK T=c0 is a registered trademark of ZKTeco. Other trademarks involved in this manual are
owned by their respective owners.

This manual contains information on the operation and maintenance of the ZKTeco equipment. The
copyright in all the documents, drawings, etc. in relation to the ZKTeco supplied equipment vests in
and is the property of ZKTeco. The contents hereof should not be used or shared by the receiver with
any third party without express written permission of ZKTeco.

The contents of this manual must be read as a whole before starting the operation and maintenance
of the supplied equipment. If any of the content(s) of the manual seems unclear or incomplete,
please contact ZKTeco before starting the operation and maintenance of the said equipment.

It is an essential pre-requisite for the satisfactory operation and maintenance that the operating and
maintenance personnel are fully familiar with the design and that the said personnel have received
thorough training in operating and maintaining the machine/unit/equipment. It is further essential
for the safe operation of the machine/unit/equipment that personnel has read, understood and
followed the safety instructions contained in the manual.

In case of any conflict between terms and conditions of this manual and the contract specifications,
drawings, instruction sheets or any other contract-related documents, the contract
conditions/documents shall prevail. The contract specific conditions/documents shall apply in
priority.

ZKTeco offers no warranty, guarantee or representation regarding the completeness of any
information contained in this manual or any of the amendments made thereto. ZKTeco does not
extend the warranty of any kind, including, without limitation, any warranty of design,
merchantability or fitness for a particular purpose.

ZKTeco does not assume responsibility for any errors or omissions in the information or documents
which are referenced by or linked to this manual. The entire risk as to the results and performance
obtained from using the information is assumed by the user.

ZKTeco in no event shall be liable to the user or any third party for any incidental, consequential,
indirect, special, or exemplary damages, including, without limitation, loss of business, loss of profits,
business interruption, loss of business information or any pecuniary loss, arising out of, in connection
with, or relating to the use of the information contained in or referenced by this manual, even if
ZKTeco has been advised of the possibility of such damages.
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This manual and the information contained therein may include technical, other inaccuracies or
typographical errors. ZKTeco periodically changes the information herein which will be incorporated
into new additions/amendments to the manual. ZKTeco reserves the right to add, delete, amend or
modify the information contained in the manual from time to time in the form of circulars, letters,
notes, etc. for better operation and safety of the machine/unit/equipment. The said additions or
amendments are meant for improvement /better operations of the machine/unit/equipment and
such amendments shall not give any right to claim any compensation or damages under any
circumstances.

ZKTeco shall in no way be responsible (i) in case the machine/unit/equipment malfunctions due to
any non-compliance of the instructions contained in this manual (ii) in case of operation of the
machine/unit/equipment beyond the rate limits (iii) in case of operation of the machine and
equipment in conditions different from the prescribed conditions of the manual.

The product will be updated from time to time without prior notice. The latest operation procedures
and relevant documents are available on http.//www zkteco.com.

If there is any issue related to the product, please contact us.

ZKTeco Industrial Park, No. 32, Industrial Road,
Tangxia Town, Dongguan, China.

+86 769 - 82109991

+86 755 - 89602394

For business related queries, please write to us at: sales@zkteco.com.

To know more about our global branches, visit www.zkteco.com.
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ZKTeco is one of the world’s largest manufacturer of RFID and Biometric (Fingerprint, Facial,
Finger-vein) readers. Product offerings include Access Control readers and panels, Near & Far-range
Facial Recognition Cameras, Elevator/floor access controllers, Turnstiles, License Plate Recognition
(LPR) gate controllers and Consumer products including battery-operated fingerprint and
face-reader Door Locks. Our security solutions are multi-lingual and localized in over 18 different
languages. At the ZKTeco state-of-the-art 700,000 square foot ISO9001-certified manufacturing
facility, we control manufacturing, product design, component assembly, and logistics/shipping, all
under one roof.

The founders of ZKTeco have been determined for independent research and development of
biometric verification procedures and the productization of biometric verification SDK, which was
initially widely applied in PC security and identity authentication fields. With the continuous
enhancement of the development and plenty of market applications, the team has gradually
constructed an identity authentication ecosystem and smart security ecosystem, which are based on
biometric verification techniques.  With years of experience in the industrialization of biometric
verification, ZKTeco was officially established in 2007 and now has been one of the globally leading
enterprises in the biometric verification industry owning various patents and being selected as the
National High-tech Enterprise for 6 consecutive years. Its products are protected by intellectual
property rights.

This manual introduces the operations of ZKBio CVAccess software.

All figures displayed are for illustration purposes only. Figures in this manual may not be exactly
consistent with the actual products.

Features and parameters with % are not available in all devices.

Page |3 Copyright©2025 ZKTECO CO,, LTD. All rights reserved.



ZKBio CVAccess User Manual

Document Conventions

Conventions used in this manual are listed below:

GUI Conventions

For Software

Convention Description

Bold font Used to identify software interface names e.g. OK, Confirm, Cancel.

Multi-level menus are separated by these brackets. For example, File > Create >

>
Folder.
Convention Description
<> Button or key names for devices. For example, press <OK>.

Window names, menu items, data table, and field names are inside square
brackets. For example, pop up the New User window.

Multi-level menus are separated by forwarding slashes. For example,

/
File/Create/Folder.
Symbols
Convention Description
b This represents a note that needs to pay more attention to.
v The general information which helps in performing the operations faster.
‘3\% The information which is significant.
@ Care taken to avoid danger or mistakes.
c The statement or event that warns of something or that serves as a
cautionary example.
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Introduction

Today, the modern companies' concern for security has rapidly increased. To achieve this, ZKTECO
brings you ZKBio CVAccess that helps the customers to integrate the operations of access control
and attendance on one platform. The system is divided into four modules, namely: Personnel, Access,
Attendance and System Management.

Features:
* |t can manage about 2000 personnel data.
* It has a powerful data processing capacity.
*  Users’ data are more secured with multi-level management role-based level management.

e |t can track events and operations in real-time to ensure proper feedbacks of data to the
management.

Configuration Requirements:
¢ Dual-core processor with a speed of 2.4GHz or above.
e System Memory of 4GB or above.

* Available space of 10GB or above. We recommend using NTFS hard disk partition as the
software installation directory.

¢ Monitor Resolution of 1024 x 768px or above.
Operating System:

*  Supported Operating Systems: Windows 7 / Windows 8 / Windows 8.1 / Windows 10 /
Window 11 /Windows Server 2008/2013(32/64).

e Supported Database: PostgreSQL.

*  Recommended Browser version: IE 11+/Firefox 27+/Chrome 33+/Edge.

Personnel Module

The Personnel module is used to set the person details and their department. It primarily consists of
two parts: Department Management settings, which is used to set the Company’s organizational
chart; Personnel Management settings, which is used to add the personal information, assign
departments, maintain and manage personnel details.

Access Control Module

The Access Control module is a web-based management system that enables the normal access
control functions, management of interconnected access control panel via computer, and unified
personnel access management. The access control system sets door opening time and levels for the
registered users.
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Time & Attendance Module

The Attendance Module consists of timetable, shift and schedule management, cross-regional
attendance Management. You can also manage other exceptions such as leave, late, overtime etc. At
the same time, access control can be configured along with attendance management to generate
attendance records.

Video Intercom Module

The Video Intercom Module can be used in conjunction with door stations, indoor stations, and mobile
terminals, as a professional visual communication and access control platform. It can achieve functions
such as real-time two-way audio and video calls, remote door unlocking, access permission
management, and other security communication features.

Smart Video Surveillance Module

The Smart Video Surveillance Module can be used in conjunction with NVR, IPC device, as a
professional video management platform, it can achieve functions such as preview, playback, video
wall display, map configuration, intelligent configuration, video patrol, visual intercom, alarm
statistics and reporting, and other management features.

System Management Module

The System Management is primarily used to assign system users and configure the roles of
corresponding modules, manage databases such as backup, initialization, and recovery, and set
system parameters and manage the system operation logs.

Service Center Module

This module integrates the device and event logging of the system module. Users can import a map
to the map center to view the distribution of monitoring points and alarm sources. When an alarm
occurs, users can view the location and surrounding conditions of the alarm source, select a suitable
monitoring point, and view video live, playback, and human movement functions.
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2 System Operations

2.7Login

User Login

After installing the software, double-click the ZKBio CVAccess icon @ to open the software. You

may also open the recommended browser and enter the IP address and server port in the address
bar. The IP address is http://127.0.0.1:8098 by default.

If the software is not installed in your server, you may input the IP address and server port in the
address bar.

#sNote: The username of the super user is [admin], and the password is [admin], then click [Login].
After logging-in for the first time, you need to reset your password.

2.2Activate the System

Please refer the corresponding license activation document.

2.3Modify Password

You can modify the login password in [Personal Information]. Click on the profile picture in the top

right corner.
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Personal Information x
Username” admin -
Usemame should be compeosed between 1-30 characters
and in lefters numbers, or symbols (@7 1+ ]
Reset Password
Password”
Confirm Password®
Multiple Login
Maximum Mumber
Limit multiple fogin for the same account
Superuser State
Fole
Auth Department
I7 you dont select department you will nof have full
departmental permission
Autharize Area
[T you don’t setect zone you will not fiizve full Zone
permission
Email
First Mame admin
Last Mame
Fingerprint 2 Download Mew Driver 0 i
Cancel

Select the [Reset Password] check box to modify the password.

& Note: Both the Superuser and the new user are created by the super user (the default password for
the new users is 111111). The username is not case-insensitive, but the password is case-sensitive.

2.4About

) About
Click the [About] button O

software version and license information.

on the top right corner of the interface to check all the

2.5Help

(?) He
Click the [Help] button on the top right corner of the interface to view user manual.
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2.6Language

Click the [Language] button @ Language on the upper right corner of the interface to switch

the language.

Language ®
Current Language: English
Mew Language
Deutsch PycCkmi italiano Portugués (Brasil)
Francais i = Espafiol Bahasa Indonesia
" Tiéng Viét HT(EEE) vy
=20 yKpaiHCera SRS
polski roména Tiirkce

2.7Exit the System

&) Legout

Click the [Logout] button on the upper right corner of the interface to exit the

system.
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Personnel

You can configure the Personnel Management and Card Management in this module.

! L= i S
Card Numher Persnanel i1 Firat Mame Lost Mame Artian Operatar Time Ghange Time
Patametess
Mo data
[ S0 rews parpoge ump Ta 1 i Page  Total of § recands

= Card Managemsnt

Personnel Management

The personnel management includes these modules: Personnel, Department, Position, Dismissed
Personnel, Pending Review, Custom Attributes, and Parameters.

Barsnnel / Farsapnet ) Persan

Dagarmiam Huma Famannal [0} Hamé Mus- Q &
P} CRakash T Hew B Pamenmal Adjusimants ® Daista T Expen & impart More
[ Deparment Mame(0) Farsnnsl 10 Firsl Nams Last Hams Deparimant Nams Gt Niembssr Vardication Mods  Ensbls Bpg logim mnabl . Crasis Time Ops
Custom Minbates
Passrmetess
P data
por pag plo 1 Fa Total of & ¢

B card Management
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Personnel

By using this management, the user shall register the personnel in the system, or import the
personnel information from other software or file into this system. For details, see Common

Operations.

The main functions of Personnel Management include Add, Edit, Delete, Export and Import

personnel, and Adjust Department.
Add Personnel

1. Click [Personnel Management] > [Personnel] > [New].

New X
Personnel ID” 2842 Depariment” Department Name hd -
First Name i Last Name
Gender S ¥ Mobile Phone
Certificate Type B - Certificate Number
Birthday Email
Hire Date Position Name »
Device Verification Password Card Number &

Biometrics Type 20

Enable app login

1 Access Control Time Attendance Personnel Detail »
Levels Settings Superuser No ¥
i General Device Operation Role Ordinary User -

7 Extend Passage
71 Access Disabled

Set Valid Time

Add Select All Unselect All

Cancel

Fields are as follows:

e Personnel ID: An ID may consist of up to 9 characters, within the range of 1 to 79999999. It
can be configured based on your requirements. The Personnel ID contains only numbers by
default but may also include letters.

zNotes:

(1) When configuring a personnel number, check whether the current device supports the
maximum length and whether letters can be used in Personnel ID.

(2) To edit the settings of the maximum number of characters of each personnel number and
whether letters can also be used, click Personnel > Parameters.

* Department: Select from the drop-down menu and click [OK]. If the department was not
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set previously, only one department named [Company Name] will appear.
*  First Name/Last Name: The maximum number of characters is 50.

* Gender: Set the gender of personnel.

*  Mobile Phone: Enter the phone number of the user.

* Certificate Type: There are four types of certificates: ID, Passport, Driver's License and
Others.

*  Certificate Number: Enter the ID number.
e Birthday: Input employee’s actual birthday.
*  Email: Input employee’s Email ID. The max length is 30.

* Device Verification Password: Set password for verifying on the device using personnel
accounts. It can only contain up to 6-digits. It cannot be the same with other user’'s password
and the duress password.

* Card number: The max length is 10, and it should not be repeated.

* Personal Photo: The picture preview function is provided, supporting common picture
formats, such as jpg, jpeg, bmp, png, gif, etc. The best size is 120x140 pixels.

*  Browse: Click [Browse] to select a photo on your local drive to upload.
e Capture: Taking photo by camera is allowed when the server is connected with a camera.

* Register Fingerprint / Finger Vein /Palm /Face: Enroll the Personnel Fingerprint, Finger
Vein, Palm, or Face. To trigger the alarm and send the signal to the system, scan the Duress
Fingerprint.
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Register x

14 Fingerprint Finger Vein Paim registration FaceRe ¥

(#) Fingerprint Scanner (_) Remote Registration

Duress Fingerprint

Register Fingerprint:

Biometrics Type F0O

1) Move the cursor to the fingerprint icon position, a registration pop-up or driver download dialog

box will appear, click [Register].

2) Select a fingerprint, press the finger on the sensor three times, then “Fingerprint registered
Successfully” will be prompted.

3) Click [OK] to complete registration.

Duress Fingerprint
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Fingerprint

Durass Fingerprint

#Notes:

(1) Click a fingerprint to delete.

(2) Ifyou need to register a duress fingerprint, select the “Duress Fingerprint” check box.

(3) Iffingerprints are duplicated, “Don’t repeat the fingerprint entry” will be prompted.

(4) If the fingerprint sensor driver is not installed, click [Install driver] and the system will prompt to
download and install the driver.

(5) After installing the fingerprint sensor driver, if the fingerprint register button is grey in IE

browser while it is normal in other browsers (such as Firefox, Google), you can change the
settings of IE browser, as per the following:

a. InInternet Explorer, click [Tools] > [Internet Options] > [Security] > [Credible Sites], add
http://localhost to the credible sites, then restart the Internet Explorer.

b. InInternet Explorer, click [Tools] > [Internet Options] > [Advanced] > [Reset] to pop up a
dialog of Reset Internet Explorer Settings, click [Reset] to confirm; then restart the Internet
Explorer (you may try when Point 1 does not help).

c. Ifall the above settings do not work, please execute following operations (take IE11 browser
as an example): click [Tools] > [Internet Options] > [Advanced] > [Security], check the
option of “Allow software to run or install even if the signature is ...”, and remove the
select “Check for server certificate revocation”, then restart IE.

d. Ifthe browser is below IE8, the fingerprint registration page will be different:
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@@6

Fingarprint

The finger information:
Right Hand
Forefinger

E |:|Z|:||J:I

I =

e. The system supports access from the Live20R fingerprint device and the fake fingerprint

prevention function.

The Anger information;
Right Hand
Middie Finger

B _‘_ L_EIEI

I =

2. Set the Access Control parameters for the personnel. Click [Access Rule].
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A Access Control Time Attendance Personnel Detail 3
Levels Settings 7) Superuser No -
= (‘3enera|A Device Operation Role COrdinary User -
| . 7) Extend Passage
7} Access Disabled
Set Valid Time
Start Time™ 2023-10-17 00:00:00
End Time™ 2023-10-17 23:59:59
A 7 d B &
Add Select All Unselect All

Cancel

Fields are as follows:

* Level Settings: Click [Add], then set passage rules of special positions in different time

zone.
Add to Levels *® |
Level Name | | TmeZone Q ¢
| Aterative Selected(0)
Level Name Time Zone Level Name Time Zone
E =3 24-Heur Accessible
{2 24-Hour Accessible ==
I =
| A a1 24-Hour Accessible
-
55
No data
1-3 50 rows per page
Cancel

* Superuser: In access controller operation, a super user is not restricted by the regulations
on time zones and has extremely high door-opening priority.

* Device Operation Role: It will define the authority level in the device of the user.
* Disabled: Temporarily disable the personnel’s access level.

* Set Valid Time: Doors can be set to open only within certain time periods. If the check box
is not selected, the door is always active.

& Note: The system will automatically search for the relevant numbers in the departure library
during verification.

The Personnel Information List, by default, is displayed as a table. If Graphic Display is selected,
photos and numbers will be shown. Put the cursor on a photo to view details about the
personnel.
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& Notes:

1) Not all devices support the “Disabled” function. When a user adds a device, the system will
notify the user whether the current device supports this function or not. Please upgrade the
device to use this function.

2) Not all the devices support the “Set Valid Time” function. Some devices only allow users to set
the year, month, and day of the local time. When a user adds a device, the system will notify the
user whether the current device supports this function or not. Please upgrade the device to use
this function.

3. Click [Personnel Detail] to access the details and editing interface and enter information.

1 Access Control Time Attendance Personnel Detail r
Employee Type 25 - Hire Type HE -
Job Title Street
Birthplace Country
Home Phone Home Address
Office Phone Office Address

4. After entering the information, click [OK] to save and exit, the personal details will be displayed
in the added list.

Edit Personnel
Click [Personnel] > [Person], then select a person, and click [Edit].
Delete Personnel

Click [Personnel] > [Person], then select a person, and click [Delete] > [OK] to delete.

& Note: All relevant information about the person will be deleted.
Adjust Department

1. Click [Personnel] > [Person], then select a person, and click [Adjust Department].

E
Persannel { Personnel ! Paraon
Department Mams Personnel ID Nams Mare Q ¢
Department
At O Rafrash  ZF MNaw ‘ nnmal mants - B oEEEE T Expon 4 Import - Mare
Puosition — o
ol B Department Mame(1) [+ Personnel 1D t8 Adjust Dapartment Iy 5me Department Name Card Mumber Verification Mode
Dismissed Personnel
Change Pasilion
a1t I fhang ; Department Name

Pending Review

2¥ Dismiszal

Custom Atinbutes

Parameters
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2. Select from the drop-down list of “New Department”.

3. Click [OK] to save and exit.
3.1.1.5 Statistics

Click [Personnel] > [Person] > [Statistics]. View the number of personnel, the number of
fingerprints, face templates, finger vein enrolled, card numbers, gender and other statistical
information.

Deparment

Statistical Type Current Tatal
Male
Female
Unknown
Person

Fingarprint
Near Infrared Facs

Finger Vein
Palm Vein
Visible Facs
Card

Face Picture

Cluse

3.1.1.6 Export

Click [Personnel]> [Person]> [Export] to export personnel information, personnel biometric
templates and personnel photo.

Persannel | Personnel / Person

Department Name Personnel ID Mame | More- Q €
i ;k D Refresh  # New s Personnel Adjustments - T Delste ' + lmport ~ - More -~

=) Department Name(1 %]  Personnel 1D First Name Last Nama Departmar & o et fob ol Verification Made
pa ¢ L P g

T Export Biometric Template

81 Departmar
T Expart Personnel Photo
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1. Select the type of file and Export mode as required.

Export Persornel

Basic Inf Op | First Name || Last Nama | Department ...
|| Department ... Gender Birthday Mobile Phene
Card Number Email Certificate Type [ Certificate M. -
Paosition Num. . Position Name Hire Date Verification ..
|| Custom Attrbutas || Offica Phone Employee T... | | Office Address | Hire Type

| Job Titls Street || Birthplace | Country

| Homa Phone Home Addrass
User Password® | |

File encryption ® Yes(O No

File encryption | | Pyt
password®
File Format ExcEL v
Dala to Export (8) All (max 100000 records)
) Selected (max 100000 racords)
Start Position |:l |

Total Records 100 |

Fomal D ¥ | Law Namy vl | I iR NG AR
432 [ Z Markeiin |t|eErlnml
443 g m e 4 Finanels Depart el
I i L3 s Waghyiimg Pepur| men! GaTaET
2 i;l xvzl 3 Tigul! mani m-nnt ARSTREET
i Jatf 1 Depariment Nome

2. Export the Biometric Template.

Export Biometic Template

User Password”

File encrypiion
File encryption
password”

File Format

Data to Export (o) All (max 100000 records)

e

Page |26 Copyright©2025 ZKTECO CO.,, LTD. All rights reserved.



ZKBio CVAccess User Manual

-: Pargnd [ Firsd Mg LT MR Bareine Blwpatii -Baweii: Eumine Badwwetng

3. Export Personnel Photo.

Export Personnel Photo

User Password”

File encryption

File encryption

password”

File Format

3.1.1.7 Import

Click [Personnel] > [Person] > [Import] to import personnel information and personnel biometric
templates. It only supports personnel information templates for importing.

Parsonnel / Parzannel / Parsen:

Depariment Name | | Personnsl ID Nams | Moe- @ &
] < Refresh ¥ MNew  Eg Personnel Adjustments - Delete = T Export = “ More =
B Department Name(1) Parsonnel 1D First Name Last Name Department Name ¢ k& Import Parsonnel Enabl
s1r Departient Naris 4 |mport Biometric Temgplats ®

s Import Personnel Photo
< Import Diamissiona

& Download P I Impart Temy

& Download Dismission Import

1. Import Personnel: Select “Yes” for [Update the existed Personnel ID in the system], the
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original data will be overwritten when the personnel ID is repeated; select “No”, the opposite.

Import Personnel

File Format (@) Excel

‘SelectFile m Mot Uploaded

Bﬁld:h Esisting ) Yes(s) Ne

The first line of the data format is table name, the second line is haader, the third
linz is the import data, please chack the file and then import.

2. Import Biometric Template.

Import Biometric Template

File Format {®) Esxcel
Select File Not Uploaded

The first line of the data fermat is table name, the second line is header, the thid
fine is the import data. please check the file and then impor

3. Import Personnel Photo: The personnel photo needs to be named by personnel ID, supporting
common picture formats, such as jpg, jpeg, png, gif, etc.

Impart Personne! Photo

Import mode (=) Phota () Compressed package

Personal photes Face Picturs
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3.1.1.8 More

Statistics

£ Reset Self Login Password

View Face Picture

" Enable App Login

&) Disable App Login

., Extracting Facial Templates

Click Personnel > Person > More, then select Statistics.

Statistical Type
Male

Female

Person

Fingerprint

Near Infrared Face
Finger Vein

Palm Vein

Visible Face

Card

Face Picture

Statistics x

Current Total
4
1
22
0
0
0

V12,0 1

V5812 1

View the number of Person, Male, Female, and the number of Fingerprints, Near Infrared Face, Finger

Vein, Palm Vein, Visible Face, Card, and Face Picture.

Reset Self Login Password

Click Personnel > Person > More, then select Reset Self Login Password.

Page |29

Prompt

Are you want to perform the Reset Self Login

Password operation?

Cancel
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Figure 2- 35 Statistics
View Face Picture (V6.0.0 or above supported)

Click Personnel > Person > More, then select View Face Picture.

Wi Faoa Fictlne ®

108008 1105001 1105004 111304 Hianz

Enable APP Login

Click Personnel > Person > More, then select Enable app login. Selected persons will be enabled
ZKBio CVSecurity Mobile APP login.When enabling the APP function, an email will be sent to the
selected personnel. The email content includes: personnel information, instructions on how to
download the ZKBio Zexus APP and how to log in, along with a QR code containing enterprise
information for quick scanning and login.

Person ID 1 has been successfully registered
Device Verification Password:

Card Number:

You can download the ZKBio Zexus APP from the app store, log in as Personnel, then click on Me to upload your personal face photo (please make sure to upload a photo with
a clear face so that it can be synchronized to the device for face recognition entry and exit). The operation steps are shown in the figure below

Me
[\
| \g\v 327

=
I o novncsen @)

€ Changs Pessword

@ Privacy Palicy

> @ About

Step 1: Step 2: Step 3:
Please select Personnel to log in Scan the enterprise codeand log in ME - Click on the avatar to
with your Personnel ID and password upload a facial photo
(initial password: 123456)
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Disable APP Login

Click Personnel > Person > More, then select Disable app login. Selected persons will be disabled
ZKBio CVSecurity Mobile APP login.

T Refresh  ZF New B8 Perzonnel Adjustments W Delete ~ T Export < Import = -+ More ~
Personnel ID First Name Last Name Department Name Gard Number Verification Mode Enable App login|e
B67 JK Department Name = [~
B66 Ngaliman Ng Department Name = v
1147 wusagi yaha Department Name 2451368181 B8
1146 WLF 123456 Department Name 2461500509 8= Ly
22 uu Department Name 1367759229 Bd= v
Department

Before managing company personnel, it is required to set a departmental organization chart of the
company. Upon the first use of the system, by default it has a primary department named [General]
and numbered [1]. This department can be modified but can't be deleted.

Main functions of Department Management include Add, Edit, Delete, Export and Import
Department.

T ZKBioCVAccess : % S @ amn v

= T
&5 Personnel e QN

Positicn
[¥ Department Namea

Dismessed Persanned

Pamutes

11 50 taws par page Juemp To MPage  Total of 1 records

Add a Department

1. Click [Personnel] > [Personnel Management] > [Department] > [New].
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ZKBio CVAccess i
Personnel v Farzonnel { Parsonnal | Department

[ Department Name: | DeparrrnemNumbu! | GEERl e

R 3 Refresh W Delete T Export & Imporl -

4 B5 Depanment Name M " #rent Depariment Creation Date
* [ testt

2023-10-20 16

epartment Name 2023-10-24 10

Department Name

Sot* 555999

Parznt Department d

Cancel

Fields are as followed:

* Department Number: Letters and numbers are available. It cannot be identical to the
number of other departments. The number shall not exceed 30 digits.

* Department Name: Combination of characters up to 100.In case of different levels, the
department names can be repeated.

e Sort: It is used to set the priority (level) of a department within a parent department. The
smaller the number of department sort is, the higher ranks such department has. You can set
any number from 1 to 999999.

¢ Parent department: Select a parent department from the drop-down list. The parent
Department is an important parameter to determine the company’s organizational chart. On the
left of the interface, the company’s organizational chart will be shown in the form of a
department tree.

2. After filling the details, you can click [OK] to complete adding; or click [Cancel] to cancel it or
click [Save and new] to save and continue adding a new department.

To add a department, you can also choose [Import] to import department information from other
software or other documents into this system. For details, see Common Operations.

Edit a Department

Click [Personnel] > [Personnel] > [Department], select a department and click £
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Persannel ! Personnel | Department
Departmant Mame | ] Department Numher: Q Q
ol HZ 3 Refrash  Z# New W Delete 2 Export i Import -
« B Department Name ) Dapartment.. Dapartmant Nama Parent Department ... Parent Department ... Creation Date Operations
v [ testl
i Dopartment Name 2023-10-20 16:40:14 .é
A0 teatl 1 Department Name 2023-10-24 10:26:52 2 |w

3.1.2.3 Delete a Department

1. Click [Personnel] > [Personnel] > [Department], select a department and click E.

Prompt

Are you sure you want to perform the delets
operation?

2. Click [OK] to delete.

zNote: If the department has sub-departments or personnel, the department cannot be deleted.
3.1.2.4 Export

1. Click [Personnel] > [Department] > [Export], the import interface is as follows.
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User Password™

File encryption (@ Yes C| Mo
Flle ancryption
password”
File Format ExcEL | v
Diata ta Export mq
! Selected (max 100000 records)

Start Position |_1 |
Total Racords | 100 1

- Con

2. It can be exported in EXCEL, PDF, and CSV file format.

Department
TP Created Date
LR Teco 1 2018-12-21 14:10:08
Marketing 1) epart ment 2 1 2R Teco 2018-12-21 14:10:08
Development Department 4 1 2R Teco 2018-12-21 14:10:08
Financial Department 4 1 EKTeco 2018-12-21 14:10:08

3.1.2.5 Import

1. Click [Personnel] > [Department] > [Import], the import interface is as follows:

File Format (w) Excel

Salact File [T Not Uploaded

The first fine of the data format is table name. the second Ine is header, the third
line is fhe import datz please check the file and then impart

2. Import department information: can import EXCEL, CSV format files.

3. After importing the file, the system will match the imported report field and the data segment
field automatically.

Page |34 Copyright©2025 ZKTECO CO.,, LTD. All rights reserved.



ZKBio CVAccess User Manual

3.1.3 Position

Introduces the configuration Steps of manually adding a job in ZKBio CVAccess, and adding a job is
used to define the job information of a person.

Faation Humbas | Pasiice Kams a o

P CRafesh T New B Dsiste L Export & Import

Fasition Number  Position Nems  Parent Position Numbsr Pasent Pasition  Oparatioos

P data

L] I S0 taws por pagn +  Jump To 1 M Page  Total of @ recerds

3.1.3.1 Add Position

1. Click [Personnel] > [Personnel Management] > [Position] > [New].

2. On the new job interface, fill in the corresponding parameters according to the adding
requirements.

Pasition Numbar®

Fosition Mama*

Son”

Parent Position

Fields are as followed:
e Job number: Customize the job number for easy memory.

* Job Title: Customize job title.
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e Sort: Sort job listings, only numbers are supported.

*  Parent position: Select the corresponding parent position from the drop-down radio box.
If you need to cancel, click Selected again.

3.1.3.2 Edit

Click [Personnel] > [Personnel Management] > [Position], select a position and click &

Personnel / Personnel / P.f:'&'i!ipn
Position Number| Position Name _ | a O
o T Refresh F New T Delete T Export & Import -
B u [ Pasition Number Position Name Parent Position Number Parent Position  Operations
1 1 ]

3.1.3.3 Delete

1. Click [Personnel Management] > [Personnel] > [Position], select a position and click W,

Prompt

Are you sure you want to perform the delete
operation?

2. Click [OK] to delete.
3.1.3.4 Export

1. Click [Personnel Management] > [Department] > [Position], the import interface is as follows.
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User Password” |

File ancryption ®) Yes({ ) Nao
File encryption |
password™
Fila Format |E_XCEL7'
Data lo Export o) Al (max 100000 records)
) Selected (max 100000 records)
StatPostton |1 |

Total Records 100 |

2. It can be exported in EXCEL, PDF, and CSV file format.

3.1.3.5 Import

1. Click [Personnel Management] > [Department] > [Import], the import interface is as follows:

Import.

File Format @ Excel
Select File Mot Uploaded

The first line of the data format is table name, the second line is header, the third
line is the impori data. please chack the fie and then import

2. Import department information: can import EXCEL, CSV format files.

3. After importing the file, the system will match the imported report field and the data segment
field automatically.

3.1.4 Dismissed Personnel

This parameter will display the personnel who are not working in company anymore. Once the
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person is dismissed, it will be listed.

Click [Personnel] > [Personnel Management] > [Dismissed Personnel].

Delete

1. Click [Personnel] > [Personnel Management] > [Dismissed Personnel], select a personnel
and click 1,
2. Click [OK] to delete.
Export

Click [Personnel] > [Personnel Management] > [Dismissed Personnel], it can be exported in
EXCEL, PDF, and CSV file format.

Pending Review

Click [Personnel] > [Personnel Management] > [Pending Review].
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Famonnl 1 s a e
D Refrash B Delet
Persannal 10 Fheat Nlame Last Nama Mobile fhese Statuy Creata Time Operatiana
) Adbutes
Paatnuies
o datn
50 rems parpage ump To 1 i Page  Total of § recards

B card Management

Delete

1. Click [Personnel] > [Personnel Management] > [Pending Review], select a review and click

]
2. (Click [OK] to delete.
Custom Attributes

Some personal attributes can be customized or deleted to meet different customers' requirements.
When the system is used for the first time, the system will initialize some personal attributes by
default. Customized personal attributes can be set for different projects according to requirements.

(JZKBioCVAccess i % 2 0w
& Pacsoanal W ©crsonnel ( Persanazt / Custom Atiributes
Disglay Nama || Amibune Valus Q @
O Refrash I8 Naw B Dalars
Dispiey Snmas Attribute Valus Inpt Type Row Column  Display n Person st Gperations
Eoplayes Type  Official SiaffPrabiatlar Pull-down List 3 1 s &: 1
Hira Typs Canlract Warkes Nen © Pull-dawn List 3 2 He £ o
Job Titla Tast 4 1 e £ 0
Streat Tax 4 z He £ 0
Bhthglacs Tan 5 1 Nz £ H
Country Ten 5 2 N £ u
Home Phang Tes ] 1 s £ 0
Home Addreas Taxt @ 2 " A
Office Phane Text i 1 Hs £
Offics Addrass Tart 7 z He £ 1
110 G0 rows per pans Jump Ta 1 ‘1 PeEge  Tolal of 19 recards

B care Management

New a Custom Attribute
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Click [Personnel] > [Personnel Management] > [Custom Attributes] > [New], then edit the
parameters and click [OK] to save and exit.

Display Name”
Input Type™
Attribute Value *

Usinga ', ' defimiter.

Row™
Column®

Display in Person List

Fields are as follows:
* Display Name: Must be filled and should not be repeated. Max length is 30.

* Input Type: Select the display type from “Pull-down List”, “"Multiple Choice”, “Single Choice”
and “Text".

*  Attribute Value: Suitable for lists displaying as “Pull-down List”, "Multiple Choice” and
“Single Choice” lists. Use a “;” to distinguish the multiple values. If the input type is “Text”, the
attribute value is not suitable.

*  Row/Column: The column and row of a field are used together to control the display
position of the field. Numerals are supported. The column number can be either 1 or 2, and the
row number can only be 3 to 20. The combination of the column and row must not be
duplicated. As shown in the following figure, Employee Type, is in the first column and first row,
and Hire Type is in the first column and second row.

1 Accass Control Tims Attendance Personnel Detail ’
Employee Type o - Hire Type = v
Job Title [ | Straat | |
Bithplace I Cauntry | N
Home Fhone .= ] Home Address | =!
Offics Phone T Office Addrass | |

3.1.6.2 Editing a Custom Attribute

Click £ to modify the corresponding attributes.
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Personnel [ Personnel [ Custom Attributes

Display Name Attribute Value Q. &

O Refresh T New T Delete

Display Nams Attribute Value Input Type Row Column  Display in Person List  Operations
Employee Type Official Staff;Probation Pull-down List 3 1 No 2 |
Hira Type Contract Worker;Non ¢ Pull-down List 3 2 No Z|u
Job Title Text 4 1 No 2 |

Deleting a Custom Attribute

Click [Delete] to delete an unused attribute. If the attribute is in use, the system will pop up
confirmation before confirming to delete.

&Note: The custom attribute will not be recovered once deleted.

Parameters

1. Click [Personnel] > [Personnel Management] > [Parameters].

[JZKBio CVAccess = % 2 0O s -

& Peisoarsl Ol ©:rionnel Perzanasl / Parsmeters
Pesson

Porsonnel ID Setting

Dapartment

The Maximum Length:

Demesed Personned 9

1 pra
Suppern Lemers:

Yz CO
Personned 1D Aute-increment;

= e o

Card Setting

Card Farmat Display:

%) Ducma Husadicingl
Card Reading Mode:
= Ruad By Conailar

Pending personnel settings

Enable &uto-audit;

Yas Ha

Self-service Registration

B care maragement

2. You can set the maximum length for a Personnel ID and whether it will support letters or not. If
Personnel ID Auto increment is selected as Yes, then while adding personnel, the ID in the field
automatically updates to the next succeeding new number.

3. Set the maximum length (binary number) of the card number that the current system will
support.

4. Set the card format currently used in the system. The card format cannot be switched once it is
set up.
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5. Click [OK] to save the settings and exit.

Card Management

There are three modules in card management: Card, Wiegand Format and Issue Card Record.

Card

It shows the cards issued in the system with their status.

\sstied Card Ropard

Wiegand Format

Wiegand Format is the card format that can be identified by the Wiegand reader. The software is
embedded with 9 Wiegand formats. You may set the Wiegand card format as needed.

TZKBioCVAccess i % S @ aomn -
& Personnel 3 hars ord Managament | Wizgand Farmat
- R ard Farmate Testing
& Carg Management -
s g Sils Coda aa
e Wispand Formall Wods Cna 8 Yos Fd
m Yiisgand Formal26s Mods Gna ¢ Mo &
1
Wisgand Format3d Mands One 1 Yai £
Mo £
F-d

Ylsnand Fyrmal3

23
L8

Wirgand Formald? Mods One
‘Wirnand Formal3ts Moce

\isnand Enrmatn

& M

‘iiegand Formatth

This software supports two modes for adding Wiegand Format, if mode 1 does not meet your setting
requirement, you may switch it to mode 2. Take Wiegand Format 37 as an example:
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Name® |M"|agand Fomat?s |
Tatal Bit* |25

Sits Cace o
Auta =
=1 Maode One

First Parity Check{p) 1
Secand Parity Check{p) |28

Ddd Parity Checkie) Even Farity Check{g) CiDjc) Site Codads) Manufacturer Codeim)

Start Bit The Maximum Stant Bit The Mazimum Start BR The Maximum Start Bit The Maxmunt Start Bt TheLMaxlmum

Length Length Langth Langth angth
14 13 1 ] 2 4 i a o | |0
+ Mode Two
Card Chack Format® [t vttt il e el

Parity Check Formal” EEAEEREEAEEREO00000 0000000

Format Specifying:

“P” indicates Parity Position; “s” indicates Site Code; “c” indicates Cardholder ID; “m” indicates
Manufacturer Code; “e” indicates Even Parity; “O” indicates Odd Parity; “b” indicates both odd check
and even check; “x” indicates parity bits no check.

The previous Wiegand Format 37: the first parity bits (p) check “eeeeceeeeceeceeeceeee”; the second
parity bits check “0000000000000000000”. Card Check Format can only be set “p, x, m, ¢, s”; Parity
Check Format can only be set “x, b, o, e".

3.2.3 lIssue Card Record

It records the life cycle of a card and will display the operations performed on the card.

Parsnmnsl ! Cord Managemet | [42und Care Aecsrd

Cain Weimbar || Actian |

| Mac Q O

T Refrash I Expan
Card Number  Persoened 10 FirstHame  Lostbame  Action Operater Time Change Time

Vs T2rd Rocewed

s+ 3 Sovewsperpage - JumpTe 1 % Page  Total of B incards

& Note: The cards and card issuing records of an employee will be deleted altogether when the
employee’s account is deleted completely.
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Access Control

The system needs to be connected to an access controller to provide access control functions. To use
these functions, the users must install devices and connect them to the network first, then set
corresponding parameters, so that they can manage devices, upload access control data, download
configuration information, output reports and achieve digital management of the enterprise.

71ZKBio CVAccess ® £ @ wnn v

B Access Deviee -

= #m i Mass Q&

P B Viaw ( Gat 2 Communicatien

Device Name Serial Number  Area Name [P Addess Ststus  Device Model  Register Device  Firmware Vession Commands List ~ Cperssinns

Aumily bnput
iy Cutpit

Everd Type

Asarm Monitoring

Map

T access rule »

3 access control Regons >

Device

Add an access device, then set the communication parameters of the connected devices, including
system settings and device settings. When communication is successful, you can view here the
information of the connected devices, and perform remote monitoring, uploading and downloading,
etc.
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Access ) Access Device | Device

Davica Namd Satlal Huimbar P Addrasa Mare- O &

T Refresh Fhew B Debore T Expen O Search W Conwel - @ Serwp - B View ! Ga - B Communicatien -

Device Name: Serial Number  Area Name P Addsess Status Device Model  Register Device  Firmware Version Commands List  Operatinns

Hin datn

& 4 3 Sovemiparpage - JumpTa 1 8 Page  Total of § racards

4.1.1 Device

4.1.1.1 Add Device

There are two ways to add Access Devices.
» Add Device Manually

1. Click [Access] > [Device] > [New] on the Action Menu, the following interface will be shown:

New

oeatins —

Communication Type* (®) TCPAP () RS485

|2 Address”

Communication port”

Communication Password

Icon Type® |

Control Pansl Type ! m
Arca” :A:aa Name

Add to Level e

Clear Data in the Devica when

Adding

A\ [Clear Data in the Device when Adding] will delets data in the device
(excapt avent record), please use with cautioni
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Fields are as follows:

* Device Name: Any character, up to a combination of 20 characters.
* IP Address: Enter the IP Address of the device.

*  Communication port: The default value is 4370.

¢ Communication Password: A Password should be a combination of numbers and letters
of 6 digits.

&Notes:

(1) You do not need to input this field if it is a new factory device or just completed initialization.

(2) When communication password for the standalone device is set as “0”, it means no password.
However, in case of access control panel, it means the password is 0.

(3) You need to restart the device after setting the door sensor of the standalone device.

* lcon Type: It will set the representation of the device. You can choose as per the kind of
device; Door and Flap Barrier.

e Control Panel Type: One-door access control panel, two-door access control panel,
four-door access control panel, Standalone Device.

*  Area: Select specific areas of devices. After setting areas, devices (doors) can be filtered by
areas upon Real-Time Monitoring.

* Add to Level: Automatically add the device to the selected level. The device cannot be
automatically added to the selected level if the number of personnel exceeds 5000. You can add
personnel after the device is successfully added.

* Clear Data in the Device when Adding: If this option is checked, the system will clear all
data in the device (except the event logs). If you add the device just for demonstration or testing,
there is no need to select it.

2. After editing, click [OK], and the system will try to connect the current device.
If it is successfully connected, it will read the corresponding extended parameters of the device.

& Note: When deleting a new device, the software will clear all user information, time zones, holidays,
and access control levels settings (including access levels, anti-pass back, interlock settings, linkage
settings, etc.) from the device, except the events records (unless the information in the device is
unusable, or it is recommended not to delete the device is used to avoid loss of information).

1. Click [Access] > [Device] > [Search], to open the Search interface.
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Mo device found? Downlosd Sesrch Tools to Local Disk

Total Pragress ||_

IP Acdress | | Davice Type | Serlal Number i

1P Address MAC Address Subnst Mask Gateway Add. Serial Numbsr  Device Typ= 5=t Server

A\ Tho currant systom communication port is 8881, ploase make sura tha davice is sot corrocty.

Close

"

2. (lick[Search], and it will prompt “Searching...... .

Operatians

3. After the search is complete, the list and the total number of access controllers will be displayed.

m Ma devics found? Download Search Tools to Local Disk

Total Progress | IO Searched deuices count 1

1P Addrags | | Device Type Sarlal Mumber | | ®
IP Address MAC Address Subnel Mask Gateway Add. . Serial Number  Device Type  Set S=rver
1582168 137 32 255255 2550 192 168.137 1 7273212700020 RevFace 19

A\ The currant systsm communication port is BBST, pl=ase make sure the device is set careclly

Operations

E
o

& Note: UDP broadcast mode will be used to search access devices. This mode cannot perform a

cross-Router function. IP address can provide cross-net segment, but it must be in the same subnet,

and needs to be configured the gateway and IP address in the same net segment.

4, Click on [Add] in the search list.

If the device is a pull device, you may input a device name, and click [OK] to complete the device

adding.
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Add b
Device Name |192.168.137.32 |
lcon Type® Door -
Area® Area Name >
Addtolewel -

Clear Data in the Device when Adding

A

Cancel

* Clear Data in the Device when Adding: If this option is selected, after adding device, the
system will clear all data in the device (except the event logs).

If the device is a push firmware device, the following windows will pop-up after clicking [Add]. If
IP Address in [New Server Address] is selected, then configure IP address and port number. If
Domain Address in [New Server Address] option is selected, then configure domain address,
port number and DNS. The device will be added to the software automatically.

Add
Device Mame® 192.168.213.155
New Server Address” @IP Address  (/Domain Address
192 168 . 213 .25
MNew Server Port’ 8088
Communication Password
lcon Type® Door
Area’ Area Name

Add to Level e

Clear Data in the Device when Adding [

AcC
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Mew
Device Name®
Communication Type® @ TCPIP
IP Address™
Communication port® 4370
Communication Password
lcon Type® Door
Cantrol Panel Type One-Door Access Cond
Area’ Area Mame

Add to Level e

Clear Data in the Device when
Adding

A ©C

* New Server Address: To add a device by IP Address or Domain Address, devices can be
added to the software by entering the domain address.

* New Server Port: Set the access point of system.
e DNS: Set a DNS address of the server.

* Clear Data in the Device when Adding: If this option is selected, then after adding device,
the system will clear all data in the device (except the event logs). If you add the device merely

for demonstration or testing, there is no need to select it.

& Note: When using either of the above three device adding methods, if there exist residual
data in the original device, please sync original data to it after adding a new device to the
software by clicking [Device] > [Synchronize All Data to Devices], otherwise these original
data may conflict with normal usage.
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Access [ Access Device | Device

Device Name ] Serial Number _| P Addfess-|_

3 Refresh T+ New W Delete 7T Export (Q Search & Setup - [@ View/

Device Name Serial Number  Area Name |l < Clear Administrator Permission e Model
. Clear € d
192 168 137 32 7273212700020, Area Name 1 © C1e3 Command ace 19

& Upgrade Firmware
3% Reboot device

(@ Synchronize Time
~ Enable

&) Disable

(R Synchronize All Data to Devices

The default IP address of the access device may conflict with the IP of a device on the local network.

You can modify its IP address: click [Modify IP Address] beside the [Add] and a dialog box will pop up
in the interface. Enter the new IP address and other parameters (Note: Configure the gateway and IP
address in the same net segment).

& Note: Some PUSH devices support SSL. To use this function, select the HTTPS port during software
installation and ensure that the device firmware supports SSL.

4.1.2 1/0 Board

On the device module, click [Device]> [I/O Board]> [New] to add the I/O Board device to the
software.

Nama*

Draukcs Name*
Protocal Fyps™
1 Baand Type*
RB45E Addrass”

5485 Adcrees Codu Figure -

A7 W0 COANGAIRION, YOU ABS 10 TORER N HAViEH 11 AR S8

(o J

Enter the name of the I/0 Board. Select the Device by clicking the Device Name field. The device list
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appears as shown below:

Device Nams Serial Number Q <@
Alternative Selectzd(0)
Device Namz Serial Number Device Name Serial Number

Mo data
No data

. ]
hi] L0 rows per page

Cancel

Select the device and click OK. Select the 1/0 Board Type. Set the RS485 Code Address by changing
the corresponding button. Click OK to save the details. You can view all the auxiliary inputs in
[Auxiliary Input] interface.

Device Operation

For the communication between the system and device; data uploading, configuration downloading,
device and system parameters shall be set. Users can edit access controllers within relevant levels in
the current system; users can only add or delete devices in Device Management if needed.

Edit or Delete a Device

¢ Edit: Click the Device Name or click [Edit] to access the edit interface.

¢ Delete: Select the device, click [Delete], and click [OK] to delete the device.
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Edit

Device Name™

192.168.137.32 |

Communication Type® TCPAP (a) HTTP RS485
Serial Number® 7273212700020 |

IP Address™ 192 168 137 32 |
Communication port® ‘gast |

lcon Type* Door »: |
Contral Pane| Type - ‘
Area” Area Name b |

Set Wiegand Reader Click to select the reader ! ®
TimeZone (UTC#8)Beijing, Chi... = |

|

Cancel |

For the details and settings of the above parameters, see Device. Some details cannot be edited. The

device Name should be unique and must not be identical to another device.

Control Panel Type cannot be modified. If the type is wrong, users need to manually delete the

device and add it again.

4.1.3.2 Export

Device information can be exported in EXCEL, PDF, and CSV file format.

User Password™
File encryption
Fila ancryption
password”

Fila Format
Data to Export
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(® Yes{) Ne

| | et

|EXCEL
s} All {max 100000 records)

) Selectsd (max 100000 records)
Start Position 1 |
Total Records 100 |

 Gaen
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Device
Device Name Serial Number | Area Name|Com munic Network 1P Address RS485 Status Device Register Firmware Version
ation Type| Connection Parametor Wodel Device
Mode
SpeedFace-V5 CGFEIBT60043 [Area Name| HTTP Wired 192, 168.213.67 Offtine | SpecdFace- Yos LO.55
Vs

4.1.3.3 Clear Administrator Permission

Select the required device, click [Clear Administrator Perm

permissions, and click [OK] to finish.

Access / Access Device / Device

Device Name Serial Number

> Refresh =+ New W Delete T Export Q Search

Device Nams Serial Number  Area Name |

192 168 .137.32 7273212700020 Area Name 1

4.1.3.4 Clear Command

ission] to clear device administrator

IP Address

<f Clear Command
& Upgrade Firmware
3% Reboot device

(@ Synchronize Time
~ Enable

& Disable

(2 Synchronize All Data to Devices

Select the required device, click [Clear Command] to clear the command being synchronized to the

device, and click [OK] to finish.

Access [ Access Device | Device

Device Name . Serial Number

O Refresh ¥ New W Delete T Export Q Search

Device Name Serial Number  Area Name

=

192.168.137.32 7273212700020 Area Name
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IP Address

-

y
& Upgrade Firmware

3t Reboot device

@ Synchronize Time
v Enable

® Disable

(8 Synchronize All Data to Devices
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4.1.3.5 Upgrade Firmware

Select the required device that needs to be upgraded, click [Upgrade firmware] to enter edit

interface, then click [Choose File] to select firmware upgrade file (named emfw.cfg) provided by

Access software, and click [OK] to start upgrading.

Access [ Access Davice / Davice

Davice Name Sarial Number

IP Address

T Refresh ¥ New @ Delete T Expart QSearch | =le | @& Setup - [B View/ Get ~

[v] Device Name Serial Number Arsa Name 1

B 19216813732 7273212700020 Arsa Name 1

%f Clear Administrator Permission ta Modal Rd

Clear C d
< Clear Comman e )

3¢ Reboot device

@ Synchronize Time
~ Enable
© Disable

(2 Synchronize All Data 1o Devices

Upgrade Firmware b4
Selected Device{Can only upgrade eguipment of the same type)
(») RevFace 19:192.1656137.32
Select File [0 Not Uploaded
Total Progress
Il
Close
.
i

& Note: The user shall not upgrade firmware without authorization. Contact the distributor before

upgrading firmware or upgrade it following the instructions of the distributor. The unauthorized

upgrade may affect normal operations.

4.1.3.6 Reboot Device

It will reboot the selected device.
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Access [ Access Device | Device

Device Name | Serial Number i . IP Address .

3 Refresh =+ New T Delete T Export @ Search | & setup - B Vis

Device Namea Serial Number  Arsa Name |l ¥ Clear Administrator Permission .5

Clear Command
M 192168 137.32 7273212700020 Avea Name: 1 © oo Comman ace

& Upgrade Firmware

@& Synchronize Time

" Enable
 Disable

(2 Synchronize All Data to Devices

4.1.3.7 Synchronize Time

It will synchronize device time with the server’s current time.

Access [ Access Device / Device

Device Name Serial Number IP Address

O Refresh T New 1 Delete T Export (Q Search & setup -~ [@Vie

[ Device Name Serial Number  Area Name | @ Clear Adminisirator Permission .

Ciar C 4
I 192.168.137.32 7273212700020 Area Name 1 © Clear Comman ace

& Upgrade Firmware

3 Reboot device

" Enable

& Disable

(2 Synchronize All Data to Devices

4.1.3.8 Disable/Enable

Select device, click [Disable/ Enable] to stop/ start using the device. When communication between

the device and the system is interrupted or the device fails, the device may automatically appear in

disabled status. After adjusting the local network or device, click [Enable] to reconnect the device

and restore device communication.
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Access [ Access Device [ Device

Device Name Serial Number 12 Addrass Maora - a <

O Refresh =¥ New T Delete T Export Q Search & Setup + B View/ Get - ® Communication

2 Device Name Sarial Numbar  Area Name |I © ClearAdministrator Parmission ¢ yiogai Register Device  Firmware \
Clear C d

B 19216213732 7273212700020 Area Name 1 O Clodr Comman acz1g @ ZAM200-N|
& Upgrade Firmware

4 Reboot device

@ Synchronize Time

v’ Enable

S Disable

(8 Synchionize All Data to Devices

4.1.3.9 Synchronize All Data to Devices

Synchronize data of the system to the device. Select device, click [Synchronize All Data to Devices]
and click [OK] to complete synchronization.

Access [ Access Device / Device

Device Name Serial Mumber IP Address

3 Refresh T+ Mew W Delete T Export Q Search . @ setup - B View / (

Device Name Serial Number  Area Name | < Clear Administrator Permission .o o de

Clear Command
[ 192.168.137.32 7273212700020, Area Name 1 © Ol Comman ace 19
& Upgrade Firmware
% Reboot device

@ Synchronize Time

~ Enable

& Disable
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Synchronize All Data to Devices * l
Selected Deviee
o Standalone Device : 192.168.137.32
B Access Authority ¥ TimeZone, holidays ¥4 Door Parameters
B4 AntiPassback 7] First-Person Open Door hd Multi-Person Open Door
7 Linkage B4 Augiliary Input Setting

Total Progress

Close

“ Note: [Synchronize All Data to Devices] will delete all data in the device first (except

transactions), and thus download all settings again. Please keep the internet connection stable and
avoid power down situations. If the device is working normally, please use this function with caution.
Execute it in rare user situations to avoid impact on normal use of the device.

Set Device Time Zone

If the device supports the time zone settings and is not in the same time zone with the server, you
need to set the time zone of the device. After setting the time zone, the device will automatically

synchronize the time according to the time zone and server time.
Access [ Access Daevica / Device

Device Name Serial Mumber IP Address More~ Q

O Refresh =+ New M Delete T Export U Search & Control [a View / Get ® Communice
Device Mama Serial Numbear  Area Nama  |P Address
Sat az Ragisiration Davics
182 166 137.32 7275212700020 Area Nams 192,168,137 32 [ 5913 Ragistration Dovic

X Modify tha Fingarprint Idsntification Thrashald
[ Set Extendad Paramaters
[ Set Video Intercom Server

EZ Replace Devica

Set as Registration Device

Set the registration device only when the standalone device's data such as personnel can
automatically upload.
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Access [ Acceas Device | Device

Device Name Serial Mumber IP Address Mere~ Q)

{3 Refresh ¥ New @ Deiete T Export @ Search = Control - QSI& IR [ View | Gt - B Communil

I Devics Nams Serial Number  Area Mams  IP Address E3 Set Device Time Zone

| ] 192.166 137.32 7273212700020 Area Nams 182 166.137.32

2 Modify the Fingerprint Ideniification Thrashold

E4 Sat Extended Paramealars
[E Set Video Intercom Server

E2 Replacs Davica

4.1.3.12 Modify the Fingerprint Identification Threshold

& Note: Ensure that the access controller supports fingerprint function.
Access | Access Device / Device

Device Name Serial Number IP Address More= O

T Refresh ¥ New W Delete T Export O Search & Control - § @ View/ Get ~ % Communi

] Device Names Serial Number  Ares Name P Address E Set Davice Time Zons

B Sel T
[ 19216213732 7273212700020 Aves Name 192168137 32 0= 5ot es Registration Device

E4 Set Extendad Paramatars

& Set Video Intercom Servar

E2 Replace Device

4.1.3.13Set Video Intercom Server

Configure the address of the video intercom server for the visible light device.
Access [ Access Device ! Device

Davice Nama Serial Mumber IP Agdress More ~ C

C Refrash  ZF Mew [ Delete T Expart Q Search B Control =

] [ View/ Gst v @ Commun

P Device Nams Serial Number  Area Mame |P Address EB et Device Time Zone
[& Set as Registration Devi
B 192.163.137.32 7273212700020 Area Mame 19216813732 ¥ Setas Regiration Device

3 Modify the Fingerprint identification Threshold

E4 Set Extsnded Paramsters

E2 Replace Device

4.1.3.14Replace Device

Quick device replacement function. When the device is broken, only need to enter the serial number

of the new device, you can quickly copy the data of the old device to the new device.

& Note: Only devices of the same type can be replaced, such as visible light devices can only be

replaced with visible light devices, and controllers can only be replaced with new controllers.
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Accese ( Accass Device / Davice

Device Name Serfal Number | _| 1P Address | More~

O Refresh S New W Delete T Expert  (Q Szarch  E Contral - B View | Get = @ Commun
BEd Device Name Serial Number  Area Nams  |P Address E@ Set Device Time Zone

[# Set as Ragistration Davi
[ 19216843732 7273212700020 Area Name 192,168 137.32 L@ S9ta Rogistration Davica

32 Madify the Fingsrprint Idenfification Threshald

E4 Set Extended Parametars

[ 3&i Video Intercam Sarver

4.1.3.15Get Device Option

It gets the common parameters of the device. For example, get the firmware version after the device
is updated.

Access [ Access Device / Device

Device Name . Serial Number 1P Address More = (

O Refresh % New W Delete T Export Q Search & Control = & Setup ~ S0 A2 @ Commuy

= Device Name Serial Number Area Name IP Address Status D = G_elﬂ!ﬁcefﬁpﬁon e

GetP I Informat
P 192.168.137.32 7273212700020 Area Name 192.168.137.32  Online R C5 0ot Personnel Information

B Get Transactions
&+ View Rules of Devices

& View Device Capacity

4.1.3.16 Get Personnel Information

Renew the current number of personnel, fingerprints, finger vein and face templates in the device.
The final value will be displayed in the device list.

Access | Access Device [ Device

Device Name | Serial Number | IP Address More =
O Refresh  Z# New W Delete T Export Q Search B Control -~ & Setup - i ® Commu
Device Name Serial Number  Area Name  IP Address Status O Get Device Option

192.168.137.32 7273212700020 Area Name 192.168.137.32 Online

@B Get Transactions

T+ View Rules of Devices

8 View Device Capacity

4.1.3.17 Get Transactions

Get transactions from the device into the system. Two options are provided for this operation: Get
New Transactions and Get All Transactions.
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Access [ Access Device [ Device

Device Name Serial Number IP Address Mare

O Refresh Z# New W Delete T Export ( Search B Control - & Setup ; ® Commu
Device Name Serial Number Area Name IP Address Status D Get Device Option 3
GetP | Inf ti
192 168 137 32 1273212700020) Ares Nams  192468.437.37  Online R oo oot Personnelinformation
L View Rules of Devices
& View Device Capacity
Get Transactions x|

Selectad Device

The offline devices can not be operated!

10.3.15.79 |

Get New Transactions . Get All Transactions

Set Valid Time
Total Progress

Close

* Get New Transactions: The system only gets new transactions since the last collected and
recorded transaction. Repeated transactions will not be rewritten.

* Get All Transactions: The system will get transactions again. Repeated entries will not be
shown twice.

When the network status is healthy and the communication between the system and device is
normal, the system will acquire transactions of the device in real-time and save them into the
system database. However, when the network is interrupted or communication is interrupted
for any reason, and the transactions of the device have not been uploaded into the system in
real-time, [Get Transactions] can be used to manually acquire transactions of the device. In
addition, the system, by default, will automatically acquire transactions of the device at 00:00 on
each day.

& Note: Access controller can store up to 100 thousand transactions. When transactions exceed this

number, the device will automatically delete the oldest stored transactions (deletes 10 thousand
transactions by default).

View Rules of Devices
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Shows the Access rules in the device.
Access [ Access Device [ Device
Device Name Serial Number IP Address More = |
O Refresh  Z# Mew W Delete I Export (Q Search Control & Setup - _. i ® Commu
Device Name Serial Number Area Name |P Address Status D Get Device Option o
192.168.137.32 7273212700020 Area Name 192.168.137.32 i & o Remanet Iofartiaos
@B Get Transactions
8 View Device Capacity
View Device Capacity
It checks the capacity of personnel’s biometric details in the device.
Access [ Access Device | Device
Device Name Serial Number IP Address Maore ~ |
O Refresh Z# New W Delete T Export Q Search Control & Set up ® Commu
Device Nams Serial Number  Area Mame |P Address Status D Get Device Option b1
192.168.137.32 7273212700020 Area Name 192.168.137.32 g OH R

& Get Transactions

#+ View Rules of Devices

Modify IP Address

Select a device and click [Modify IP address] to open the modification interface. It will obtain a
real-time network gateway and subnet mask from the device. (Failed to do so, you cannot modify the
IP address). Then enter a new IP address, gateway, and subnet mask. Click [OK] to save and quit. This
function is similar to [Modify IP Address Function] in Device.

Access [ Access Device / Device

Device Name Serial Number IP Addrass More Q &

O Refresh  Z# New W Delete T Expert Q Search & Control & Setup -~ [RB View/ Get

Device Name Serial Number Area Name  |IP Address Status Device Model Rey Vindify

, 4 Modity Communication Passward
192.166.137.32 7273212700020 Area Nams 192 168.137.32 Bottanarth, )| 3T ECMIDRtN e

w

Modify Communication Password

The system will ask for the old communication password before modifying it. After verification, input
the new password twice, and click [OK] to modify the communication password.
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Access [ Access Device / Device

Device Nama Serial Numbar P Address More ~ Q <

< Refresh =¥ New T Delete T Export Q Search E Conwrol = & Setup R View / Gt - |

Device Namea Serial Number  Area Name IP Addrass Status  Device Model  Rey |B# Modify IP Adcross

B 192.168.137.32 7273212700020 Arsa Mams 182 .168.137.32 RevFace 19 =

“Note: A Password should be a combination of numbers and letters of 6 digits.

Users can modify the fingerprint identification thresholds in the devices; it ranges from 35 to 70 and
it is 55 by default. The system will read the thresholds from the device. Users can view the threshold
devices list. More than one device can be changed by using the Batch operation function.

Doors

1. Click [Access] > [Device] > [Door] to enter Door Management interface (click “Area Name” in
the left, the system will automatically filter and display all access devices in this area).

(JZKBioCVAccess i ® = @ s -
B Acceta Devica O iiceos ) Access Device | Door
Dose Blamss Curad Devica Arua arsa | Mes- O &
T Refrash 3 Remaote Opening O Rasote Closing ~ Esatle @ Disahls B Cancal Alarm @ Aamets Normally Cpan Mora
Door Name Arss Name Ounad Device Serial Nembar Enables  Active Time Zose Door Sensar Type  Wasdfication Mods Qwning Board Oparations
92 168137 321 Arpa Name 192.168.137.32 TzTIa12r00020 o Z4-Hour Accessitle Hane Automatic Identificatio £
Pursifiary Input
‘m Access Rule
1-1 20 rows per page Jump Ta 1 i1 Page  Tolal af t recaris

[ Access controt Regorts 5

Select the door to be modified, and click the Door Name or £ button below the operations tab
to open the Edit interface:
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Edit x

Device Name 192168 137 32 Coor Number” 1
Daor Name |[192.168.137 321 | Active Time Zona 14-HourAccessible v
Verification Mode® Automatic Identification + Lock Open Duration” 5

- B d{0-254 Door Sensor Type™ Nona v
Ant a minute(@120y 2929090990 DoorSepsorDelay 00 | lsacon
Durass Password Mazximum 6 Bit Faszage Mode Time Zone ST -

Inta.
Emargancy Password 3 Bit Intega Multi-Person Cparation 10 second({5-60
Intarval®
Host Access Status Entry v Slave Qut of 31ate Ohut ¥
Disable Alarm Sounds
The above settings are copied to IR -

Cancel

Fields are as follows:
¢ Device Name: It can’t be edited.

*  Door Number: System will automatically name it according to the doors quantity of the
device. This number will be consistent with the door number on the device.

& Note: By default, the suffix number in the Door Name is consistent with the Door Number, but
1/2/3/4 in Anti-Passback and interlock refer to the Door Number, rather than the number
following the Door Name, and they are not necessarily related.

* Door Name: The default is “device name - door number”. The name can be modified as
required. Numbers, letters or a combination of both are allowed up to 30 characters.

* Active Time Zone: Active Time Zone must be selected, so that the door can be opened and
closed normally. A Passage Mode Time Zone must be set within the Active Time Zone.

& Note: For a door, in Normal Open state, a person who is allowed to be verified 5 times
consecutively (verification interval should be within 5 seconds) can release the current Normal
Open status and close the door. The next verification will be a normal verification. This function
is only effective during the Active Time Zone of specified doors. And within the same day, other
Normal Open intervals set for the door and First-Person Normally Open settings will not take
effect anymore.

* Verification Mode: Identification modes include Automatic Identification, Only fingerprint,
Only Pin, Only Password, Pin and Fingerprint, Fingerprint and Password, Pin and Password and
Fingerprint, Face, Face and finger, Face and Finger and Password. The default value is Card or
Fingerprint. When both Card and Password mode is selected, make sure the door is equipped
with a reader that has a keyboard.

* Lock Open Duration: It is the time period for which the door remains unlocked after
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successful verification. The unit is second (range: 0~254 seconds), and the default value is 5
seconds.

* Operate Interval: It is the time-interval between two verifications. The unit is Seconds
(range: 0~254 seconds), and the default value is 0 seconds.

* Anti-Passback Duration of Entrance: Only one entry is allowed with a reader in this
duration. The unit is minute (range: 0~120 minutes), and the default value is 0 minutes.

* Door Sensor Type: None (will not detect door sensor), Normally Open, Normally Close. If
you have selected as Normally Open or Normally Close, you need to set Door Sensor Delay and
decide whether or not Close and Reverse-lock is required. When the door sensor type is set as
Normally Open or Normally Close, the default door sensor delay is 15 seconds, and then close
and reverse state is enabled.

* Door Sensor Delay: It is the delayed duration for the detection of the door sensor after the
door is opened. When the door is not in the Normally Open period, and the door is opened, the
device will start the counting. It will trigger an alarm when the delay duration is expired and
stops the alarm when you close the door. The default door sensor delay is 15s (range: 1~254
seconds). Door Sensor Delay should be greater than the Lock Open Duration.

* Duress Password, Emergency Password: Duress means any threats, violence, constraints,
or other action used to force someone into doing something against their will. In these
situations, input Duress Password (with an authorized card) to open the door. When the door is
opened with Duress Password, the alarm is triggered. Upon emergency, the user can use
Emergency Password (named Super Password) to open the door. Emergency Password allows
normal opening, and it is effective in any time zone and any type of verification mode, usually
used for the administrator.

Duress Password Opening (used with an authorized card): Password should be a number not
exceeding 6 digits. When Only Card verification mode is used, you need to press [ESC] first, and
then press the password plus [OK] button, then finally punch legal card. The door opens and
triggers the alarm. When Card + Password verify mode is used, please swipe legal card first, then
press the password plus [OK] button (same as normal opening in card plus password
verification mode), the door opens and triggers the alarm.

Emergency Password Opening: Password must be 8 digits. The door can be opened only by
entering the password. Please press [ESC] every time before entering the password, and then
press [OK] to execute.

*  When using Duress Password or Emergency Password, the interval for entering each
number shall not exceed 10 seconds, and both the passwords should not be the same.

¢ Disable Alarm Sounds: Select the Disable Alarm check box to disable the alarm voice in
real-time monitoring page.

The above Settings are Copied to: It has below two options.

(1) All doors in the current device: Click to apply the above settings to all doors of the current access
device.
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(2) All doors in All Control devices: Click to apply the above settings to all doors of all access devices
within the current user’s level.

2. After setting parameter(s), click [OK] to save and exit.
Reader
1. Click [Device] > [Reader] on the Menu, then click on reader name or Z button.

TJZKBioCVAccess = £ @ wnn v

Bh  sccess Devios . B Device | Reader

® 2

B NS
B

T access rule »

3 access control Regons >

* Name: Set the name of the reader displayed on the list page.
Auxiliary Input

It is mainly used to connect devices like infrared sensors, smog sensors, smoke detectors, etc.

1. Click [Access Device] > [Auxiliary Input] on the Action Menu, to access below shown interface:

2. ClickonNameor £ button to modify the parameters as shown below:

Page |65 Copyright©2025 ZKTECO CO., LTD. All rights reserved.



ZKBio CVAccess User Manual

Fields are as follows:

* Device Name: You can customize the name according to your preference.

*  Printed Name: It will be the printed name on the hardware, such as IN5.

* Active Time Zone: Auxiliary input will be available only in the specified time segment.
&Note: Only Name can be modified.

3. Click [OK] to save the name and exit.

4.1.7 Auxiliary Output

It is mainly used for alarm output and with active linkage function.

1. Click [Access Device] > [Auxiliary Output] on the Action Menu to access the following
interface:
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TJZKBioCVAccess = £ @ wnn v

B Access Deviee -

Davica Nama Frinted bama Q e

n @ Remote Open B Remoto Clese & Remats Nermally Opar

Deyice Name Mumber  Printed Mame  Passage Mode Teme Zore  Ownimg Board  Aemarks Cperations

Feeal- Time: Monrring
Auarm Monitoang

Map

T access rule »

3 access control Regons >

2. Click £ button to modify the parameters:
Fields are as follows:
* Name: You can customize the name according to your preference.
*  Printed Name: The printing name in the hardware, for example, OUT2.

* Passage Mode Time Zone: The auxiliary output will be in normally open or normal close in
the selected time zone.

&Note: Only Name, Passage Mode Time Zone and Remarks can be modified.

3. Click [OK] to save the name and remark and exit.

Event Type

It will display the event types of access devices.

1. Click [Device] > [Event] to access the following page:
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Access ! Azcons Device | Event Tyge

Evast Dastripton w | EventMumbec ]| [ T pa— w»  borav Y &

O Refrash 98 Sat Audio

Event Kame Evnnt Number  EvestLevel  Diswice Hame Serinl Numbar Cperations
Harmal Verily Open ® Narma 192168137 32 273212700020 £ =
‘urify During Passans Moda T 1 Hmrm| 193168 137 32 727312700020 £
Event Ty Elrat-Parsonnst Dpan 2 Haima 193 168.137.32 7273212700020 £
Hilti-Fareannsl Opan 3 Hama 192 468.937.32 7273212700020 3
Emsrgancy Password Opan 4 N 152.158.137.32 7273212700020 £
Cpen duting Passags Mode Ti) 5 Wt g 107155 137 32 7273212700020 £
Linkann Event Triggersd & Harms 102 16,137 32 7273212700020 £
Cancel Atnem T 102 168 137 32 7273212700020 £
Bemals Opening 5 Harmie 192166 157 32 THIN 00020 £
Bamota Clasing ) Narms 182160137 32 72700020 £
Dlsatle Intracay Pasiage $ad 10 [ 18216813732 7273212700020 £
Enable lniraday Passags Mads 11 Hapme 152,168,137 32 T2TI12T00020 .4
Cperation lntervaltoo Short 20 Exesyiinn 152,458 137 32 7273212700020 £
Dinar Inoctive Timn Zans Vadly 21 Evsaptian 192168 137 32 7273242700020 £
= = = bl it L e L - =
1EE s M GOrowsparpags = JumpTa 1 Page  Tolal of 67 records

2. (lick [Edit] or click on the event type name to edit:

Edit

Device Name® 1192168 137.32
Event Name™ | Narmal Verify Open ;
Event Number® 0]

Event Level* | - |

Event Sound (w) Already Exists () Upload

Caopy to all devices

Fields are as follows:
* Event Level: Normal, Exception, and Alarm are available.
¢  Event Name: It cannot be modified.

* Event Sound: You can set custom sound being played when the event occurs in real-time
monitoring.

* Copy to all devices: This event will be applied to all current devices within the purview of
the same user event number.
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> Set Audio

Same as the event sound. Click [Set Audio]:

SetAudio

{8 Already Exists () Upload

o |

You can upload audio from your local PC. The file must be in wav or mp3 format, and it must not
exceed T0MB.

For more details about Event Type, please refer to Access Event Type.
4.1.9 Daylight Saving Time

The Daylight-Saving Time is a function to adjust the official prescribes local time to save energy. The
unified time adopted during the implementation is known as the "DST". Typically, regions that use
daylight saving time adjusts clocks forward one hour to standard time close to the start of spring in
the summer to make people sleep early. It can also help to save energy. In autumn, adjust clocks are
adjusted backward to get up early. The regulations are different in different countries. At present,
nearly 70 countries adopt DST.

To meet the DST requirement, a special function can be customized. You may adjust the clock one
hour ahead at (hour) (day) (month) and one hour backward at (hour) (day) (month) if necessary.
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Access ! Azcens Device | Daylight Saving Time

CiRefresh I Wow  H Delols

DT Hams Starl Tirma End Timg TimaZons Tierations
Casshlanes MAY Third Sunday Jo'clock  APR Sscond Sunday So'clock  UTC+01 &
Sarnievo, Skople, Wi MAR Fifth Sunday 2o'cloch OET Fiith Sundey Jo'zlack UTCH
Balgrada Bratislava MAR Filth Sunday 2o'clock QET Filth Sundey 3o'clack uTEH
laska WAR Second Sundsy Zo'chick  NOV Fisst Sunday 20 'clock LTC-45
Amatardam, Barin, £ MAR FAth Sunday 2o'clach QCT Fifth Sumday 30clack uTCH01

Diaghgil Sening Tie
Brusesls. Copsnhage MAR FHth Sunday 2o'clack OCT Fifth Susday 3o clock uTC+01

- T

Fiji NOV Sscond Sunday 2o'cleck JaM Third Sunday Ja'clock uTC+12
Dublin. Edinburgh. Li MAR Fifth Sunday Te'clask  OCT Flfth Sunday 2o'slack UTE+00

teheran or tehean MAR Faurth Monday Do'clock  SEP Third Wedaesday Jo'clock  UTC403:30

Pacibic tima (USA an MAR Second Sundey 2o clock WOV Fast Sunday 20 clock uTC-e
Egjn Callfornis MAR Second Sunday 2o'clock  NOV Fist Sunday 20'clogk uTC-28
Mouniain tima (USA MAR Second Sunday 2a'clock  NOV First Sunday 20 'clock uTC-aT
Chihuahum, La Par, | AFR Firsi Sonday 2&'clack TOET Fifth Sunday 2o dack uTC-er
Harfolk Island QCT Fist Sunday 20'clack AFH Firat Sunday T2 clock UTCHIt
Walingtan Auckisnd SEP Filth Sunday Jo'cleck APR First Sunday Je'clock UTC+12
Petrepaviavek Kamel MAR Fifth Sunday 2o'cloch QCT Fiith Sundey Jn'siack UTC+a2 -
145 1 S0 rows perpaga = JumpTe 1 M Page  Tolal of 35 records

4.1.9.1 Add DST

1. Click [Access] > [Device] > [Daylight Saving Time]> [New]:

MAR = ||Second * ||Sunday w|i2 = dchs
MOV = ||Fist = ||Sunday = |2 = ookck

Save and New “ éanct.al.

The row fields are as; "Month - Week - Day - Hour" format. For example, if the start time is set as
“March - Second -Sunday - 2 o’clock” it means the DST will start from the second Sunday of March at
2 AM. The system will be advanced one hour at the start time. The system will go back to the original
time at the end time.

4.1.10 Real-Time Monitoring

Click [Access Device] > [Real-Time Monitoring].
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[JZKBio CVAccess = % 2 0 adn -
I Access Device w Ac ! Azress Device | Real-Time Menitoring
Aisa - [T — * | Davics Nama MaraT £
4 Door Aunifary Input Aateliary Dutput 5
Door
O Remats Opening O Remote Closing @ Cancef Alarm G Activate Lockdown (@ Deactivate Lockdown - More
Reader
ity &
152 168 1.
oy 744
cureset Tosah 1 ® Criine t @ DissblzD @ Oised @ Unknown ) Dar Fame
Real-Time Events -
Tims Ataa Davica Evant Paint Evant Daserigtion Card Numbar  Parson Readsr Mama Varificatian Madu
I Aceess ruie
Sounds Ramindarfl Show Phatosfl
Bl accssamstimpsa > Total Recolved: 0 @ Harmal 0 SExcepiion:d @Alars:s Cisar Datn Rows Evant Description

It will monitor the status and real-time events of doors under the access control panels in the system
in real-time, including normal events and abnormal events (including alarm events).

The Real-Time Monitoring interface is shown as follows:

Icons Status Icons Status
i Device blocked - il Door Offline
E Door sensor not set; relay closed E Door sensor not set; relay opened
i Door sensor not set, and the present firmware does not support current action on the
device

[ , = Online status Door closed; Relay
o Online status Door closed; Relay closed .
| ) L] opened

1 Online status Door closed, and the present firmware does not support current action on the

device

= Online status Door opened; Rela
. Online status Door opened; Relay closed P y
= opened
=] Online status Door opened, and the present firmware does not support current action on
2 the device
o -0 Door opened alarming; Rela
[ Door opened alarming; Relay closed " A P g 4

opened
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Door opening timeout, Relay

s
@ Door opening timeout, Relay closed
' pening y opened
Door opening timeout, and the present firmware does not support current action on the
device
ro Door opening timeout, Relay e Door opening timeout, Relay
L] closed/Door Sensor Closed | 3 opened/ Door Sensor Closed
- . ro Door closed alarming; Rela
Door closed alarming; Relay closed g y
e ek opened
e Door closed alarming, Indicates that the present firmware does not support current action
on the device
¥ Door sensor not set, Door alarming, F Door sensor unset, Door alarming,
- Relay closed - Relay opened
o Door opening timeout, Without rela .
3 : U &L Door locking

status/Door Sensor Closed

Without relay status, it indicates that the current firmware does not support action on the device.

Different icons represent status as followed:

Total Racabvad: 0 Marmal 0 @Excagtion 0 Bz Clads Dats Ruws Evanl Dasesiption

Door

* Remote Opening/Closing: It can control one door or all doors.

To control a single door, right click over it, and click [Remote Opening/ Closing] in the pop-up
dialog box. To control all doors, directly click [Remote Opening/ Closing] behind Current All.
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In the remote opening, the user can define the door opening duration (The default is 15s). You
can select [Enable Intraday Passage Mode Time Zone] to enable the intraday door passage
mode time zones or set the door to Normal Open, then the door will not be limited to any time
zones (can be opened at any time).

To close a door, select [Disable Intraday Passage Mode Time Zone] first, to avoid enabling
other normal open time zones to open the door, and then select [Remote Closing].

& Note: If [Remote Opening /Closing] fails, check whether the devices are disconnected or not.
If disconnected, check the network.

* Cancel the alarm: Once an alarming door pops-up over the interface, the alarm sound will
be played. Alarm cancellation can be done for a single door and all doors. To control a single
door, move the cursor over the door icon, a menu will pop-up, then click [Remote Opening/
Closing] on the menu. To control all doors, directly click [Remote Opening/ Closing] behind
Current All.

& Note: If [Cancel the alarm] fails, check if any devices are disconnected. If found disconnected,
check the network.

* Remote Normally Open: It will set the device as normal open by remote.

If you move the cursor over a door’s icon; you can perform the above-explained operations in a quick
way. In addition, you can query the latest events from the door.

1 Door Auxiliary Input Auxiliary Ou

0 Remote Opening [ Remote Closing &

192,166 s
733 Device: 192.168.137 32
: Serial Number: 7273212700020
: Number: 1
: Door Sensor: Loading...
. Relay: Loading... 5
¢ Alarm: Loading... :

: Remate Cpening
: Remote Closing

i Aclivate Lockdown

Curren
Real-Tir Di
{ Query the latest events from the door
Time R LR ICE

* Query the latest events from the door: Click to quickly view the current events on the
door.

* Issue card to person: If you swap an unregistered card, a record with a card number will
pop-up in real-time monitoring interface. Right click that card number, and a menu will pop-out.
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Click “Issue card to person”, to assign that card to one person.

You can select multiple doors at the same time to perform operations such as remote opening,
remote closing, canceling alarm, etc. Double-click the door icon to edit the door properties.

' Doar Audliary Input Auxliary Cutpat -
O Asmate Opaning [ Ramote Closing & Cancel Alarm  [F Activate Lackdown I Daactivala Lockdawn -~ Mare -
192 16813
T3
Current Total | B Oninz:1 @ Disable ) @ Offline:0 @ Urknewn 0 Door Hame

The system will automatically acquire records of devices being monitored (by default, display 200
records), including normal and abnormal access control events (including alarm events). Normal

events will appear in green; alarm events will appear in red; other abnormal events will appear in
orange.

Auxiliary Input

It monitors current auxiliary input events in real-time.

‘ Doar Auxifiary Input Auxiliary Dutput ’
Aupiliary
Input-1
Current Total:1 @ Caline 1 Dizabie:0 @ OMins 0 Unknawn 0 ALiciEary Ingul Nasme
Auxiliary Output

Here you can perform Remote open, Remote Close, Remote Normally Open.

4 Doar Aullary input Auxiliary Dutput

All Doors @ Remote Open @ Remote Close 3 Remate Normally Open

Current Total 0 F Onlina:d @ Disabla:0 @ Ofina 0 @ Unknown 0 Augiliary Qutput Nama
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4.1.11 Alarm Monitoring

It monitors the alarm events of the doors. The alarm will be raised in case of abnormalities such as
Tamper, Passback, etc. The alarms raised by the doors will be displayed in this page. The Alarm
details consist of the Time, Device Name, Event Point, Description of the event, Person responsible
for the alarm and the corresponding reader name.

® z B«
Accass | Acceas Device | Afarm Monitaring
Data Anslysis
¥ o Ackmosiudge  © Alam Procassing History
| B Tims Devies Event Pain Evand Danctiplion Farsan Helon Piinsity Status
o fatal . Sarong (0}
2 2029.99-20 BHATIT 921681376 192 16613786 Tamper Alarm hawa Ham Uncasfimad
Medium (3
| B
20239024 135813 192 160.137 5 192168 13755 Tamper Alarm Area Nam _ Uncunfimad
Taday's Record
1 0 0
Uncosfimod  Procossing Confimed
Top § alarm events
Tarmper Al
=3

£ Note: If the firmware version of the device supports, the Event Description will pop-up, or else only
“Alarm” will be displayed in Event Description without any details.

Select the Alarm and click [Acknowledge] to respond to the Alarm.

Evenl Detajls
(Tamper Alam< 152 168 137 55 Others

&) Procassing Canfirmed
Frocessing Records

& Note: When a door has multiple alarm states, it will display just one alarm type description in the

descending severity order, the order are as follows: tamper-resistant alarm > duress alarm (password
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+ fingerprint) > duress password or fingerprint alarm > unexpected opening alarm > opening
timeout alarm > device disconnects alarm.

Map

Click [Access Device] > [Map] > [New] to add a map.

T11ZKBio CVAccess i 3 S @ wn v

Numbar  Farssn Reader Nams Verificatien Mods

IL access rute »

3 access control Regons >

After adding, users can add a door on the map; perform zoom-in, zoom-out, etc. If users relocated
some sections or modified the map, click [Save Positions] to save. The user can view the new setting
after re-opening the Map interface.

* Add/Delete Map: Users can add or delete a map as needed.
e Edit Map: Users can edit map name, change the map or the area it belongs to.

*  Adjust map (includes door): Users can add a door on the map or delete an existing one
(right click the door icon, and select [Delete Door]), or adjust the map or position(s) of the door
or camera icons (by dragging the door or camera icons), adjust the size of the map (click [Zoom
in] or [Zoom out] or click [Full Screen)]).

* Door operation: If you move the cursor over a door icon, the system will automatically
filter and displays the operation according to the door status. Users can do remotely open/close
doors, cancel alarms, etc.

e Levels control:

(1) Users need to select the relevant area for the map when adding levels. The area will be relevant
to the user access levels, users can only view or manage the map within levels. If the relevant
area of a map is modified, all doors on the map will be cleared. Users need to add the doors
manually again.

(2) When an administrator is adding a new user, he can set the user operation rights in role setting,
such as Save positions, Add Door, Add Camera, etc.
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“'Notes:

1) In map modification, users can choose to modify the map name but not the path. Users only
need to check the box to activate the modification option.

2) The system supports adding multi doors at the same time. After adding the doors, users need to
set the door position on the map and click [Save].

3) When modifying the door icon, especially when users zoomed out the map, the margin for top
and left shall not be smaller than 5 pixels, or the system will prompt error.

4) Users are recommended to add a map size under 1120 * 380 pixels. If several clients access the
same server, the display effect will be different according to resolutions of the screen and the
settings of browsers.

Access Rule Management

Time Zones

It sets usage time of a door; the reader can only be used only during a valid time period of certain
doors. Time Zone can also be used to set Normal Open time periods or set access levels so that
specified users can only access specified doors during specified time periods (including access levels
and First-Person Normally Open).

The system controls access according to Time Zones (up to 255 time zones). The format of each
interval for a time zone: HH: MM-HH: MM. Initially, by default, the system has an access control time
zone named “24 hours Accessible”. This time period cannot be modified and deleted. The user can
add new Time Zones as required.

3 access control Regons >

1. Click [Access Rule] > [Time zones] > [New] to enter the time zone setting interface.
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i

Holiday
Hollday Type 2
Hafiday Type

w

b5
£
g
=
g
3
5
2
2
=
:
3

The parameters are as follows:
* Time Zone Name: Any character, up to a combination of 30 characters.

& Note: Detailed description of the current time zone, including an explanation of current time
zone and primary applications. Users can input up to 50 characters in this field.

* Interval and Start/ End Time: One Access Control Time Zone includes 3 intervals for each
day in a week, and 3 intervals for each of the three Holidays. Set the Start and End times of each
interval.

* Setting: If the interval is Normal Open, just enter 00:00-23:59 as interval 1, and 00:00-00:00
as interval 2 & 3. If the interval is Normal Close: all inputs will be 00:00-00:00. If users use only one
interval, they just need to fill in interval 1, and interval 2 & 3 will be the default value. Similarly,
when users only use the first two intervals, the third interval will be the default value. When
using two or three intervals, users need to ensure that the two or three intervals do not overlap,
and the time shall not cross the days, or the system will prompt error.

* Holiday Type: Three holiday types are unrelated to the day of a week. If a date is set to a
holiday type, the three intervals of the holiday type will be used for access purposes. The holiday
type is optional. If the user does not enter one, the system will use the default value.

* Copy on Monday'’s setting on others weekdays: Select the check box to copy the settings
of Monday to other weekdays.

2. After setting, click [OK] to save, and it will display in the list.

> Modify Access Control Time Zones

+  Edit: Clickthe £ button in the Operation module to enter the edit interface. After editing,
click [OK] to save.
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* Delete: Click the ] button in the Operation module, then click [OK] to delete, or click

[Cancel] to cancel the operation. A time zone in use cannot be deleted. An alternative way is to
select the check boxes one or more time zones in the list and click the [Delete] button over the
list, then click [OK] to delete, or click [Cancel] to cancel the operation.

Holidays

Access Control Time of a holiday may differ from that of a weekday. The system provides access
control time setting for holidays. Access Control Holiday Management includes Add, Modify and
Delete.

= | Halidays

Haliday Nams [IPTR I - p— - TSP p— - Q <

3 access control Regons >

1. Click [Access Rule] > [Holidays] > [New] to enter edit interface.
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2.

Holiday Name* | |

Holiday Type” |Hoﬁday Type 1

Start Date” !2023-1 0-24

End Date” |2023_-1n-24

Recurring | No

Remarks

Fields are as follows:
* Holiday Name: Any character, up to a combination of 30 characters.

* Holiday Type: Holiday Type 1/2/3, as explained in Holiday. A current holiday record
belongs to the three holiday types and each holiday type includes up to 32 holidays.

e  Start/ End Date: The date format is 2019-01-01. Start Date cannot be later than End Date;
otherwise, the system will prompt an error message. The year of Start Date cannot be earlier
than the current year, and the holiday cannot be set across two different years.

* Recurring: It is used when the holiday repeats on the same date every year. The default is
No. For example, the Near Year's Day is on January 1 each year and can be set as Yes. Some
festival date changes every year, so it cannot be set a repeated and should be set as No.

For example, the date of Near Year’s Day is set as January 1, 2019, and the holiday type is 1, then
on January 1, Access Time Control will not follow the time of Tuesday, but the Access Control
Time of Holiday Type 1.

After editing, click [OK] button to save, and it will display on the holiday list.

> Modify

Click Holiday Name or 2 button under Operations to enter the edit interface. After modification,

click [OK] to save and quit.

> Delete

In the access control holiday list, click 1 button under Operations. Click [OK] to delete or click

[Cancel] to cancel the operation. An Access Control Holiday in use cannot be deleted.
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4.2.3 Access Levels

Access levels indicate that one or several selected doors can be opened by verification of a

combination of the different persons within a certain time zone. The combination of the different
persons set in the Personnel Access Level option.

ZK s #0®
Bl Access Devce 3 Access ! Acoess Rule ! Access Lavels

AGcE3s Levels «  Evowse Levels Goneral (Area Mame) Door Combinaton

Lewel Harme Time Zane a e Doar Hame Oz Do Q e

D Rafiesh T MHaw ® Dalets & Daor Control = T Export = 3k Impent = Ti Rafrach & Dalata Door

Lewal Nama A28 Name  Time Zose  Duoor Count  Operations Door Neme Dwnaid Oevice

Genoenl Aren Name  28-HourAcer 0 2 B

L oM 50 rowa par page +  JumpTo 1 1 Page  Tatal of 1 records

U 90 Shvowsperpage = JumpTa 1 (0 Pags  Total of 0 records

> Add

Click [Access Rule] > [Access Levels] > [New] to enter the Add Levels editing interface.

Level Name~

Time Zone® | 24-Hour Accessible

Area® | Area Name

2. Set each parameter: Level Name (must not be the same as other level names), Time Zone.

3. Click [OK] and then the system prompts “Immediately add doors to the current Access Control
Level”, click [OK] to add doors, or you can click [Cancel] to return the access levels list. The
added access level will be displayed in the list.
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& Note: Different doors of different panels can be selected and added to an access level.

Click [Access Rule] > [Access Levels], and choose the access level, click door control, the operation

will affect all the doors of this access level.

Access {Accass Hule ( Access Laveals

Access Levels

Level Name Time Zone a ¢

O Refresh ¥ New T Delste T Export L Import -

@ Remota Cpening

Level Name Area Name
Ganaral Araa Names B RometeClosi
& Cancel Alarm
testl Area Mame
i Remate Normally Cpen
C& Activate Lockdown
« (& Deactivate Lockdown

2 Enable Intraday Passage Mode Time Zone

[ Disable Intraday Passage Mode Time Zona

Set Access by Levels

1. Click [Access Rule] > [Access Levels] > [Set Access by Levels] to enter the edit interface, then
select an Access level in the list on the left, personnel having the right of opening doors in this

access level will be displayed in the list on the right.

Access [ Access Rule / Set Access By Levels

Access Levels

Level Name Time Zone 0. <

= Refresh T Export Personnel of Access Level ¥ Import Personnel of Access Level
Level Name Area Name Time Zone Cperations
test Area Name 24-Hour Accessj |&*
General Area Name 24-Hour Accesai |&F

=]
2. In the left list, click &' under Operations to pop up the Add Personnel box; select personnel

(multiple) and click * to move to the selected list on the right, then click [OK] to save and exit.
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| Add Personnel * |
Query Department
Personnel ID Mame Department Name Q &
Alternativa Selacted(l)
v Parsonne.. First Nama  Last Name Departmant Personne.. First Nama  Last Nama Department
217 Department |
£
<E
Mo data
1-1 50 rows per page
Cancel

3. Click the level to view the personnel on the list on the right. Select personnel and click [Delete
Personnel] above the list on the right, then click [OK] to delete.

Set Access by Person

Add selected personnel to selected access levels or delete selected personnel from the access levels.

(JZKBioCVAccess i % 2 0 atn
B Acciss Devics 3 Access ! Access Rule ! SotAccess By Perun
- Edlit Personnel For Levels «  Browse Fersonnel 81° From Levels ]
B Access Ruie
Perzannsl 1D Hams Mose = Q&2 Level Nama Time Zane a @
T Rafresh [ Access Controd Setting T Export % Synchrosize Lavl i Rafrash & Dalata Fram Levals
Fargenne  FislNeme  LaaiMame  Dapariment Dwvicy Opa. - Oparations Lavel Mama  Ared Name Tima Zone
B Depariment Hame Drdinary Uzer 84 Genaral Aras Nome 24-Haur Acceesible
11 50 rowa per page Jump To 1 Jt Pags  Tatal of 1 records 50 rows per page JumpTa 1 it Paga  Tatal of 1 racords

IEI Access Contrel Reponts  »

1. Click [Access Rule] > [Access Levels] > [Set Access by Person], click Employee to view the
levels in the list on the right.

2. Click & button in the Operations module to pop up the Add to Levels box, select Level

(multiple) and click = to move it to the selected list on the right; then click [OK] to save.
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Add 1o Lavels x
Level Mame ] Time Zone | &
Altsmative Selected()
Leval Name Time Zone || Level Rame Time Zone
1estl 24-Hour Accessible
B
> £
5
<=
Mo data
1€« 1-1 > 3 50 rows per page ~
P o

3. Select Level (multiple) in the right list and click [Delete from levels] above the list, then click
[OK] to delete the selected levels.

» Setting Access Control for Selected Personnel

1. Select a person in the list on the left and click [Access Control Setting].

Superuser

Device Operation Role

Extend Passags
Access Disabled
Set Valid Time

2. Ifrequired, set access control parameters and then click [OK] to save the settings.

3. Now you need to add levels to the personnel.
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Add to Lavels x
Level Name ! Tims Zone | Q £
Altemative Selectedil)
Leval Name Time Zone Level Kame Time Zone
testl 24-Hour Accassible
=3
>
e
2
No data
e < 1-1 > 50 rows per page ~

4. After selecting the required level(s), click OK to save and exit.

4.2.6 Set Access by Department

You can add the selected department to the selected access levels or delete the selected department

from the access levels. The access to the personnel in the department will be changed.
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Lewnl b

Abmmattee Selectnd}

Level Name Time Zene Level Name Time Zone

tastd F4-Hour Accasslble

Ganaral Z4-Hout Accassible

50 rows el pags =
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Interlock

Interlock can be set for two or more locks belonging to one access controller. When one door is
opened, the others will be closed, or you cannot open the door.

Before setting the interlock, please ensure that the access controller is connected with the door
sensor, which has been set as NC or NO state.

1. Click [Access Rule]> [Interlock] > [New] to enter the edit interface.

dauana ¢ Apoans Ruls | esiark

velo beaw | a e

T Hahesn 8 Dt

Dswue Name. Inpartack b Oparatims

5 Bqwwn e page © dumsTe 4 B Fags:  Totat of 0 reganis

2. Select the required Device. When users are adding devices, interlocked devices cannot be seen
in the drop-down list. After deleting established interlock information, the corresponding device
will return to the drop-down list. Interlock setting will vary with the number of doors controlled
by selected devices:

*  Aone-door control panel has no interlock settings.
*  Atwo-door control panel: 1-2 two-door interlock settings.

* A four-door control panel: 1-2 two-door interlock; 3-4 two-door interlock; 1-2-3 three-door
interlock; 1-2-3-4 four-door interlock.

3. Select Interlock Rule, select an item, and then click [OK] to complete. The newly added interlock
settings will be shown in the list.

“Note: During editing, the device cannot be modified, but the interlock settings can be modified. If

the interlock settings are not required for the device anymore, the interlock setting record can be
deleted. If users delete a device record, its interlock setting record, if any, will be deleted.

Linkage

Linkage setting means when an event is triggered at an input point of the access control system, a
linkage action will occur at the specified output point to control events such as verification, opening,
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alarm and abnormal of system, and list them in the corresponding monitoring view.

1. Click [Access Rule] > [Linkage] > [New].

Aecens | Azcess Rule | Linknge
Linkiga Hams e *

e .

Linkage Name  Dewt

4 Outpat Point Viaan Lnkags Emn v

Coor Auxitary Ouipit

® .+ M toiewrperpoge - WmpTe f A3 Fage  Total of  recerds

2. Enter the linkage name, select a linkage device, linkage trigger conditions, input point, output
point, and then set linkage action, video linkage and other parameters.

3. After selecting devices, corresponding linkage settings will be displayed. The System will first
judge whether the device is successfully connected and reads extended parameters. If there are
no available extended parameters, the system cannot set any linkage. If there is an available
extended parameter(s), the system will show linkage settings according to the door quantity,
auxiliary input and output quantity of currently selected device:

Cheose Linkage Trigger Conditions 4

4 5 Door Event -
Nommal Verify Open

Venfy During Passage Mode Time Zone

o E W

First-Parsonnzl Open

Multi-Personnel Open

]

Emergency Password Open

Open during Paszage Mode Time Zone
Cancel Alarm

Operation Interval too Short

Doer Inactive Time Zone Verify Open

S G S SE

lllegal Time Zone

) Arcess Denied

1 Acti Domnbanl

Cancel

& Note: Linkage Trigger Conditions contain Door Event and Auxiliary Input Event. And “Fail to

nou

connect server”, “Recover connection”, “and Device connection off” will be filtered from Door Event.
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New x
I Linkage Name” I| | Device™ 192.168.137.55
|
| Linkage Trigger Conditions™ Add Input Point”
| |E4 Normal Verify Open B Any

i First-Personnel Open E} 192.168.137.551
[ Multi-Personnel Open

.« Emergency Password Open

[ Open during Passage Mode Time Zone
.« Cancel Alarm

E Operation Interval too Short

"] Door Inactive Time Zone Verify Opan

hd liegal Time Zone

% Access Denied

o s
i Verify During Passage Mode Time Zone E

‘ Qutput Point Video Linkage E-mail »

Door Auxiliary OQutput

[F 192.168.137.55-1

Action type Close - Action type Close -

Cancel

The fields are as follows:
* Linkage Name: Set a linkage name.

* Linkage Trigger Conditions: It contains trigger conditions for Door and Auxiliary input.
These conditions trigger the event type of selected device. All events could be a trigger
condition.

* Input Point: Select appropriate triggering input point (the specific input point please refers
to specific device parameters).

e Output Point: Select required output point (the specific output point please refers to
specific device parameters).

* Action Type: Close, Open, Normal Open. The default is Close. To open, delay time or
Normal Open shall be set.

4. Select the Input Point and Output Point, Linkage Action, and Email Address.

5. It's supported to set video linkage, used with VMS Module, for more details please refer VMS
module.
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1 Dutput Point Video Linkage E-mail L4
Fop Up Video Dizplay time 10
Video Before event 10
After event 30
Capfture In the monitoring page immediately pop up
Display time 10 s{10-60)

The fields are as follows:

*  Pop Up Video: Select pop-up video on the real-time monitoring screen and set the pop-up
duration.

* Video (new): Set the time of the video linkage, set the time before event and after the
event.

* Capture: Set linkage action whether to take a photo, if a photo is taken, you also need to
set whether to pop up on the real-time monitoring interface and the display duration.

6. After editing, click [OK] to save and quit, then the added linkage setting will be shown on the
list.

For example, if users select Normal Punching Open Door as a trigger condition, and the input point is
Door 1, the output point is Lock 1, action type is Open, and the delay is 60 seconds. When Normal
Punching Open Door occurs at Door 1, the linkage action of Open will occur at Lock 1, and the door will
be open for 60 seconds.

“ Note: During editing, you cannot modify the device, but modify the linkage setting name and
configuration. When delete a device, its linkage setting record, if any, will be deleted.

If the device and trigger condition are the same, and the system has a linkage setting record where
the input point is a specific door or auxiliary input, it will not allow users to add (or edit) a linkage
setting record where the input point is any.

On the contrary, if the device and trigger condition are the same, and the system has linkage setting
record where the input point is ‘Any’, it will not permit the user to add (or edit) a linkage setting
record where the input point is a specific door or auxiliary input.

In addition, the same linkage setting at the input point and output point are not allowed. The same
device permits consecutive logical linkage settings. The system allows setting several trigger
conditions for a linkage setting at a time.

Anti-Passback

Currently, Anti-Passback settings support in and out Anti-Passback. On some special occasions, it is
required that the cardholders who entered from a door by card swiping at a door device must swipe
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the cards over a device at the same door when leaving to keep the entry and exit records strictly
consistent. The user can use this function just by enabling it in the settings. This function is normally
used in prisons, the army, national defense, scientific research, bank vaults, etc.

1. Click [Access Rule] > [Anti-Passback] > [New] to show the edit interface:

Aeress | Azcess Rulk | Ant-Fasshach

Davikea Nams | Q &

T Rafrush o Datets

Device Nami Anti-Pansbach Rule Operationa

L . i =0 tews perpags - Jump Ta 1 M Page  Total of 8 recerds

2. Select the required device(s). When adding Anti-Passback Rules, devices with Anti-Passback
settings cannot be seen in the drop-down list. When deleting established Anti-Passback
information, the corresponding device will appear in the drop-down list again. The settings vary
with the number of doors controlled by the device.

e Anti-Passback settings of a one-door control panel: Anti-Passback between door readers.

*  Anti-Passback settings of a two-door control panel: Anti-Passback between readers of door
1; Anti-Passback between readers of door 2; Anti-Passback between door 1 and door 2.

* Anti-Passback settings of a four-door control panel: Anti-Passback of door 1 and door 2;
Anti-Passback of door 3 and door 4; Anti-Passback of door 1/2 and door 34; Anti-Passback of
door 1 and door 2/3; Anti-Passback of door 1 and door 2/3/4; Anti-Passback between
readers of door 1/2/ 3/ 4.

“ Note: The door reader mentioned above includes Wiegand reader that is connected with

access controller and Indio reader. The single and two door-controller with Wiegand reader
includes out and in the reader. There is only “In reader” for four door control panel. The reader
number of 1, 2 (that is RS485 address or device number, the same below) is for door 1, the reader
number of 3, 4 is for door 2, etc. No need to consider if it is a Wiegand reader or InBio reader
when you are setting the Anti-Passback between doors or between readers, just make sure the
in or out reader is set according to the actual requirements. For the reader number, an odd
number is for in reader, an even number is for our reader.

3. Select Anti-Passback Rule, and select one item, click [OK] to complete, and then the added
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Anti-Passback settings will be shown in the list.

£ Note: When editing, you cannot modify the device, but can modify Anti-Passback settings. If

Anti-Passback setting is not required for the device any more, the Anti-Passback setting record
can be deleted. When you delete a device, its Anti-Passback setting record, if any, will be
deleted.

First-Person Normally Open

This function helps to keep the door open for a specific time interval after the first verification by
assigned personnel.

During a specified interval, If the first verification is by a person having First-Person Normally Open
level access, then the door will be Normal Open, and will automatically restore closing after the valid
interval has expired.

Users can set First-Person Normally Open for a specific door (the settings include door, door opening
time zone and personnel with First-Person Normally Open level). A door can set First-Person
Normally Open for multiple time zones. The interface of each door will show the number of existing
First-Person Normally Open.

When adding or editing First-Person Normally Open settings, you may only select door and time
zones. After a successful addition, assigned personnel can open the door. You can browse and delete
the personnel on the right side of the interface.

Operation steps are as follows:

1. Click [Access Rule] > [First-Person Normally Open] > [New], select Door Name and Passage
Mode Time, and click [OK] to save the settings.

% z O
82 Azoess Rule | First-Peren Hermally Open
First Persen Normal open < Browse Fersonnel *
Dot bame Dvice hame o & Parsannst |0 | T Name Moz Q£
T Rafash W Dalsts i Rafresh  § Dslata Parsannat

Dedr Bame Devics Wame  Passags Mods Tims Zong Dpaaatians Parsasnel 1D Firsl Name  Lasi Hame Dapariment

b \ sBrowsparpage » JumpTo 1 J0Page  Tatal of 8 fecords < o s S0 roweperpags »  umpTo 1 (0Paga  Totatof 0 records

2. Click &t button in the Operation module to add personnel having First-Person Normally Open

Page |91 Copyright©2025 ZKTECO CO., LTD. All rights reserved.



ZKBio CVAccess User Manual

level (this person must have access control level), then click [OK] to save.

Add Parsonnel

(8] Query (| Depariment

Parsonnel 1D I Department Nams

Aliemative Selectzd(l)

Personne . First Nams  Last Name  Department Personne First Name  Last Name  Department
2 Department |
1 Department |

a17 Dapartmant |

50 rows per page ~

4.2.11 Multi-Person Group

The door will open only after the consecutive verification of multiple people. Any person verifying
outside of this combination (even if the person belongs to any other valid combination) will interrupt
the procedure and you need to wait for 10 seconds to restart verification. The door cannot be
opened by verifying using just one of the combinations.

1. Click [Access Rule] > [Multi-Person Group] > [New] to access the following edit interface:
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* Group name: Any combination of up to 30 characters that cannot be identical to an
existing group name.

After editing, click [OK] to save and return. The added Multi-Person Personnel Group will appear
in the list.

=]
2. Click &' buttonin the Operation module to add personnel to the group.

3. After selecting and adding personnel, click [OK] to save and return.

“Note: A person can only be a part of only one group.

Multi-Person Opening Door

Set levels for personnel in Multi-Person Personnel Group.

It is a combination of the personnel in one or more Multi-Person Personnel Groups. When setting the
number of people in each group, you can configure one group (such as combined door opening by
two people in one group) or multiple groups (such as combined door opening by four people,
including 2 people in group 1 and 2 people in group 2), and at least one group shall consist of
number of door opening people instead of 0, and the total number shall not be greater than 5. In
addition, if the number of people entered is greater than that in the current group, Multi-Person
Opening Door will be disabled.

1. Click [Access Rule] > [Multi-Person Opening Door] > [New]:

Arens | Actess Rl | Mubi-Parsan Opening Door
Costhisstion Hama Gevicn Nams {Daar iame o &

T Rafrush o Datets

Combination Name Deyice Hame Doar Humber Door ame Currest Persannal Caont Muty Parsor Group Clperatinns

® .+ M toiewrperpoge - WmpTe f A3 Pags  Tatal of B recerds

2. The maximum number of Multi-Person Opening Door people for combined door opening is 5.
The numbers in the brackets show the current actual number of people in a group. Select the
number of people for combined door opening in a group and click [OK] to complete.
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& Note: The default Card Interval is 10 seconds, it means that the interval of two personnel’s

verification must not exceed 10 seconds. You can modify the interval if the device supports it.

Parameters

Click [Access Rule] > [Parameters] to enter the parameter setting interface:

[JZKBio CVAccess % L= - R

Bh Access Dence 3 scesa ! Accoss Rule | Paramatars

B Acoess Rule
Type of Getting Transactions )

arsnctions Auto-Expatt

Fizal Time Monilo:
Peradically
Alarm Manitaring Raciplant's ball

It Paradnal serisiies intormatien pra

5 Sed e Tama Toi titaning Mew Tranactiens [Tl |

Transactions Auto-Export
Aulo-Export

Fraquerey

Bore

Real Time Monitoring

The Raal Tima Monkarng Page Posup Phote Siza Max Height

[ Access controt Regorts 5

Periodically
The system will download new transactions at the selected time interval.
Set the Time for Obtaining New Transactions

The system will download new transactions automatically at the selected time instances.

Auto-Export Frequency

It supports to set the Auto-Export Frequency by Day or Month. When the Auto-Export frequency is
set by day, you have to set the Hour and minute.

Auto-Export Frequency: By Day v

08 v 00 v (hourminute)

When the Auto-Export frequency is set to month, you have to select whether to export on the first
day of the month or on a particular date.
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Auto-Export Frequency: By Month v
® First day of the month
Specific Date : 28 v (1-28)
Export Mode

It supports to export the Monthly Transactions or All Data. At a time, the device can export 30000
data.

Export Mode Monthly Transactions{All transactions between date of last month and this month)
® All Data(export up to 30000 pieces of data)

Recipient's Mailbox
Set the Recipient's Mailbox.

Recipient's Mailbox

A\

You can select the checkbox accordingly.

#| Enable Display Photos Function
#| Enable Audio Alert Function

If the display photo is selected, the real-time monitoring page will display the personnel photo
during an access control event. You can set the quality of the image as required; the more px value
will give a clearer photo.

Alarm Monitoring Recipient Mailbox: The system will send emails to alarm monitoring recipient’s
mailbox if there is any event.

Access Reports

Includes “All transactions”, “Events from Today”, “All Exception Events” and so on. You can export
after the query.

You can generate statistics of relevant device data from reports, including card verification
information, door operation information, and normal punching information, etc.

About the Normal and abnormal event please refer to Real-Time Monitoring for details.

Verify mode: Only Card, Only Fingerprint, Only Password, Card plus Password, Card plus Fingerprint,
Card or Fingerprint etc.

“ Note: Only event records generated when the user uses an emergency password to open doors
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will include only password verification mode.

4.3.1 All Transactions

Because the data quantity of access control event records is more, you can view access control

events as a specified condition when querying. By default, the system displays the latest three

months’ transactions. Click [Reports] > [All Transactions] to view all transactions:

Access Device

Mccess Rule

B Access Control Repons

. Tama Fram

0234024143713

2023-10-24 14:35.92

2023-10-24 14:32.38

2023-10-24 14.31:46

2023.40-24 14:30:43

203340-34 14:30:17

30231024 14:28:53

2023-10-24 1427 55

2033.07.24 00:00:0%

O Refrash B Clasr Al Data

Tims Aram Hame
2023-10-24 160228 Arem Nome
2023-10-24 16:0226  Area Name
202310-24 15:02:26  Area Nama
2023.10-24 1441 40 Area Name
20231024 14:38:55  Arsa Nama
20231024 143743 Area Name

Arem Hame

Arss Name

Area Hame

Ares Name

Arsa Mama

Araa Hame

Area Name

Ares Name

T Expan

£ s par page

Access ! Azoese Control Reports (| All Transactiona

To 20239024 735555

Dovice Name

168937 337

192168257 327

192960 137 327

182 468137 32[7

2968 137.32(T

182 160137 32[7

192.168.137 327

192966 137327

2,968 137 327

142166137 337

183,968 137 327

197160137 32(7

182 158137 32[7

182 165 137 32(7

Paiscenal ID

T Expart phetos

Evenl Point

192188137 321

142168137321

142 166,137 2.

152 165 137.32.1

152 168 137 32:1

152 165 137 321

152168137 321

192168137321

192 168137321

182168137321

182 168 137 321

152

168,137 32.9

152 165 13732-1

192 168 137 321

Total of 27 recards

Daies Nama

Even Descript

Mormal Verlfy (ps

Everi Laval

Mormal Verity Ope 1

Marmal Varify Opa

Masmal Varlty Opa

Marmal Varity Opa

Mormal Varity Ops 1

Mormal Varify Ops

Maemal Verify Ops 11

Harmal Varlfy Ops

Normal Verify Op=. 1)

Marmal Varlfy Ops

Marmal Varily Opa 1

Masinal Varlty Opa 4

Matmal Varlty Ops

Medin File

Q o

Peraganel 1D FestMams  Loat Hame

Card Numbar

Media File: You can view or download the photos and videos.

Dapatiment
Deparimen
Depariment
Diaparimant
Dapariment
Dapartment
Daparimeni
Department
Depariment
Depariment
Depariment
Dparineant
Dapariniant
Dapariment

Depariment

Rendar

N 1821

M 182

N 1821

Ni 1821

Ma 4821

Mi3521

N 1521

M 192

i 1921

M 1921

B #8321

Mi 1521

Mi 1821

Ny 1921

Clear All Data: Click [Clear All Data] to pop up prompt and click [OK] to clear all

transactions.

*  Export: You can export all transactions in Excel, PDF, and CSV format.

All Transactions

Event Time Device Name| Event Point Event Personnel | First Name | Last Card Depart | Department| Reader | Verification| Area |Rem
I Description o Name | Nomber ment Name Name Wode Name | ark
Numbe
r
| 2018-12-27 SpeedFace hsoonnected O ther Dther Aren
19:15:48 Va Name
| 2018-12-27 |192.168.2139 Disconnected Oth Other Area
| 17:57:30 q Name
64976 | 2018-12-27 1921682139 | Device Started 0O ther 0the Area
17.56:04 9 Name
64375 201B-12-27 |192.1682139 Device Started (th Othe Arci
17:48:46 g Name
64374 1227 |192.168.2139 Device Started Other (1 th Aren
') Nume
192.168.213.9 Connecied to Oth O ther Area
9 the server Name
192.168.213.9 | Device Started Other Othe Ares
SpeedFace- |SpeedFace-V5-| Normal Verily 576 off ZKTeeo | SpeedFace- Fa
L] 1 0 pen V5 1-Out
SpeedFace-V5-| Normal Veridy 379 Jiff ZKTeco | Spe .- Fat
| () pen V5-1-0w
Disconnected (i ther Other
64371 192 168 Connecied to O ther Othe
g .
64370 1921682139 Dhevice O ther Orther
9 |
1253 SpeedFace- |SpeedFace-V5-| Normal Verify 75 ZKTeco | SpeedFace- Fas
vs 1 T ram VE- 1
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Events from Today

Check out the system record today.

Click [Reports] > [Events from Today] to view today’s records.

Atcess Davice 3 Azcesa ! Actess Control Reports | Events Fram Teday
Accesa Rule Famonsal D || Davica Name o o
Acceis Control Repons O Refrash @ Clesr Al Data T Expon
Al Tra Tima AremMame  Davice Mame  Evest Point Evpnt Deacriph ., Event Love Madia File  Porsonnial 1D First nme  Last M Card Mumbar Degatmant_ Reader M Varific
24160228 Ares Name 102168 137 32 192108137327 Nomal W Cpe ” i} Departmenat N1 1621 Face
2023-10-24 16:0226  Area Name 192168137 32) 192:186.137.32-1  Normal Vedly Gpe * Departmant Ni 162.16 Face

202310-24 15:02:26  Area Nama 192.166.137.32-1 Normal fy Dpa 3 * Dapartmant Ni 152168137 3 Faca
2023.10-24 144140 Area Name 192988 137 32| 152465.13732.1 Mosmal Vedlly Gpe " pe Daparmmanl Ni 152 168.9373 Face
20231024 14:38:55  Area Nama 192960 137.32| 152185.137.32.1 Mosmal Vadly Gps L i Depaitmasl Ny 152 1568 137.3 Face
202310-24 143743 Area Name 192160 137 32| 152 165137321 Mormal Vedly Gpe r A Dapastmaal Ni 192168 1373 Face
202340-2414:37:13 Area Name 192968937321 192168137321 Normal Vasify Dpe v L partmant Ni 182168 137 3
2023-10-24 14:35:92 Ares Name 92968 13732 1521081373217 Mormal fy Cpe : i L} Departmeat Ni 192 168 % Face
2023-10-24 14:3238  Ares Neme 1821 TH2 168,137 321 Normal Vedfy Ope * i} Dapartment N1 182 168 137 5 Face
2023-10-24 143145 Ares Name 192168137 32) 192 188.137.32-1  Normal Vesify Ope ” L} Department Nt 192 166 1373 Face
24 143041 Area Nama 152968 937 32| 152 168,137 321 Mormal Wy pe 1 Lt} Dapastnaat Ni 152168437 3 Face

2023.40-34 1430:17  &rea Name

Houmal Vsiity Ops i

Dagartmast Ni 152 166,137 3 Faca

3073.10-24 14:38 Area Name

137321 Mowmal Yailly Dps 1

Depammant Ni 192 160.137.3 Face

2023-10-24 14.2T 66 Ares Name 13732-1  Mormal Vedly Dpe 1

Gegartménl Ny 192 168 137 3 Face

You can export all events from today in Excel, PDF, and CSV format.

ZKTECO
Evenis From Today
Time CardMumber | Personnel ID Firzt Hoeme Lozt Heme Hame | Deviss Name Event Point__ | Event Dessrinti ReadesMame | Veriation Mode | Area Mame Remark
ARG sepn0na ) Arber Lin il 15018621800 | ez ipeoieanp | BUCRETUN VRN | IERISAIRI0E | o e Ar=a Name
oz Depatment Suscass In
I 2;‘: 1B2E arzanin 3 Bmbar L i) WIASEZIEAD | 18296278 201 B”ﬂ?""’ve"b TAZIZIENT | oy e £rsa hama
NTA215 1828 oty (I 15, :
A IBTR2E 13030078 5 Mecod e Waiksting 1521821000 | 1z tenamneny | Dockarmund Very | 102153216802 Crly Gard Ar=a Namre
48 Departmant Lustess In
Z"‘”‘;“" 1528 13280070 5 Meedl va Mt ADASEIEED | 102988298 B01 B"c"g’:‘""’“"” i |o‘a.1215 0 Grpcad Area Nama
A n
1215 1228 u St
ANTALAB R0 s4pi233 i Jerry Wang Benerl t62.156218.00 | 1e2.160.218 50 | Bockarmund Verty | 102153218802 Crly Cand Ares Name
38 Sussass In
-""7-'?5‘55‘“’ An81253 i Sy Wang Ganoral 10188 860 | 102388098 201 B’“'“g“‘""""“’ RIS IS | oy cand Area hama
ucoms
2NTAZ1E 1820 Backgreund Very | 192.152.216.802-
o 1411237 2840 Snemy yany Hatal 12821800 | 162.108.215 ep-a | BeckEreund Vedy o Oriy Cad Area Nare
2MTA-1Z 1B B o Wil 195103 21E 004~
55 1411297 2840 Shemy Yang Hatsl 162126 210,80 | 162.960.298.501 “‘“'::;ss ity i Crly Gard Area Hame
215 1820 Bachground Vary | 132132.21802.
2 ‘; A EL ] 8 Laian i Devebpment | o) tnez1a00 | 82.108.218.00-2 9':‘"““" IRE ARSI Criy Gard r=a Mame
XTRT] - B
E0irI2In152s QEDEGA0 o Liian Wi Devebpment | oo e zes | unieRgiep | Cooaround Vedly | 192.109.218.00-1 Crly Card Area Nama
13 Depiatrment Succmas n
2H7-12-15 1828 13271770 3 Lea Hou Finacial 18216821800 | 192406218 00 | Bechuround Ve | 192.183.216.80-2- Orty Gard Area Mame
Depatment Sussezs in
e 3 Lea Hou ghilsd te2tee 21080 | te2tggippy | PMETIANENY | IBRIMARIL | o ooy Ar=a Name
PTITITEr e | 132180
27 '25'1: 1823 admizaz \ Jarry wang Sanersl TRIE 1A | 19798318 AD2 B‘“"ﬂ':.";‘:""" TRt T 2 Crly Card &r=a Nams
2MT-1E-18 1B 23 Barl md Ve 192169 21E. 80-2-
3 4461253 1 Jey Viang Ganeral 162120210080 | 162.980.296.202 "’;’l:;gs ey - Criy Card Area Mame
S TETE o ) :
2M7- L‘l: 23 a4n1203 ' Jaery Wang Ganers 192488.718.00 | 192908216802 B‘”"ﬂ":“'"d“'ﬁ Ll Criy Card Arsa hains
215 182 . sckground Varity | 102152, "
FRTARABARES ats528a 2 Lusky Tan Dovebpmant | yop jepaigp0 | 162488218803 | Bockground Verfy | 102163 218.60-2 Crly Gard Ar=a Mame
i Depatmant SUCEEES in
T iy | 192100, >
2HTAZN5 1R 22 adam1283 1 Jary Wiang aneral 1CAeEFI8 AT | 101980298 502 B“”E\':;E:"""’ L I&E‘:I&BD— Criy Card A=z hams
20171215 1820 Davenpmant Backgreund Vary | 102182216802
2505230 ] Liian ] ity te21e8 218,00 | teztenzeepn | DockErmund Very Orly Gard Area Name
Depatment SUscess In
i

All Exception Events

Click [Reports] > [All Exception Events] to view exception events in specified condition. The
options are the same as those of [All Transactions].
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® ademn
B Acciss Devics 3 Access ! Aztoss Control Reports | All Exceptson Events
ma From | 2073.07-2: o 97310 = Pai avics N ara
I sccesaiivie Tima Fiom 20730724 000008 | To 20239024 735555 aisosnal 10 || Duics Mama Merar Q@
cess Control Reports T Refrash @ Clearall Das T Expon
All Tran: Tima Device Name  Event Paint Event Dascript val Medis Fils Pamgnnel ID First Name Lest M. Cord Number  Deapartmant Reader Na. Werification Ares
2023-10-24 136813 192168 137 550 192 8. 137.66-1 Tomper Alerm Alarm{Wenk] Othes Dthes Ares N
2023-10-20 pEAT:3T 19216813765 182.188.157.66-1  Tomper Alarm Alarm|¥zak) Other Othes Area N
Alarm Log
Alarm Processing His
. b
WE @ 23 ¢ & + Clmesparpage = Totalhof2romeds

*  Clear All Data: Click [Clear All Data] to pop up prompt, and then click [OK] to clear all
exception events.

*  Export: You can export all exception events in Excel, PDF, and CSV format.

All Exception Events

Eveni Time Device Name| Event Poinmt Event Personnel | First Name | Last Card Depart | Department|  Reader | Verificaton | Area | Rem
n Deseription n Name | Number ment Name Name Mode Name | ark
Numbe
r
1 [iseonnected (I ther (1 ther Area
Name
1 2018-12-27 Disconnected O ther O ther Area
17:57-30 Name
-1 2018- Disconnected Other O ther Area
17 Name
| [Hseonnected (ther (1ther Area
Name
1220 2018-12-26 SpeedFace-V5-| Unregistered SpeedFace Face Atea
18:16:58 | Personnel Vi 1-Out Name
1218 SpevdFace-Y5-| Unregistered SpeedFiaee- Face Area
| Personnel V5-1-Oul Name
1215 2018 26 SpeedFace-V5-| Unregistered SpeedFace Face Area
18:15:19 1 Personne Yi«1-(ut Name
1214 2018-12-26 | SpeedFace— |SpeedFace-¥5-| Unregistered SpeedFace Face Ares
18:14:40 Vi | Persanne Vi-1-Out Name
1213 2018-12-26 | SpeedFace- |SpesdFace-V5 SpeedFace Face Area
18:14:27 Vi ] Ya-1-Cut Name
1212 2018-12-26 SpeedFace- |SpesdFace-V5 er SpeedFace Face Area
18:12:48 VE Personnel Yi-1-Uut Name
1211 2018-12-26 Speedlace-¥Y5-| Unregistered SpeedFace Face Area
18:11:12 Persannel V5-1-0ut Name
1210 2018-12-26 SpeedFace-Vi-| Unregisiersd SpeedlFace Face Area
14 10:46 | Personnel V5-1-Out Name
1209 2018-12-26 SpeedFace-V5-| lUnregistered SperdFace Face Area
18:10:42 | Personnel Yi-1-0ut Name
1208 2018 3 SpeedFace-V5-| Unregistered SpeedFace Face Area
18:10:38 | Persannel Y 1Ot Name

4.3.4 Alarm Log

Click [Reports] > [Alarm Log] to view historical statement in Alarm Monitoring.
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* e e w

B Acciss Devics 3 Actess ! Access Control Reparts | Alam Log
Tima Fram | A073.07.3: 03 e | 2023.110.24 13555 Ly — - Mora -

_m Necisa AUl & Fram | 2033.07.24 00:00: Te 302310:24 Z35559 Priority. Davica Nama ora Q &
B  access Control Repons O Refrash O Acknowlsdgs T Eapart

Time Devign Evant Point Event Description Paroan Belon Priority Staten

202310-24 136673 Y92 185137 6 102168 137 65 Tamper Almm Ares Nom Wesk Unconfirmed

2023-10-20 09737 192.166.137.6 192.168.737.65- Tamper Alam Ares Ham VWeok Unconfirmed

Wl : 2 ¢+ £ rows per page < Total ol 2 racords

Alarm Processing History

Click [Reports] > [Alarm Processing History] to view reports of processing records in Alarm
Monitoring.

1ZKBio CVAcc 35 ] € @ aon -
B Access Device

T Accasa s 4 Tma From | 2073-07-24 000000 | Ta | 202390-24 235555 Oparatey | Danics Name [TETR o M

Operstar Proce Event Number

Access Rights by Door

View related access levels by the door. Click [Reports] > [Access Rights by Door], the data list on
the left side shows all doors in the system, select a door, the personnel having access levels to the
door will be displayed on the right data list.
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T ZKBio CV) % = 0

[ﬁ Access Device

T mceess Rule »

I8 Access Cantrol Reponts

Access ! Azcens Gantrol Reports | Accass Rights By Door

Access Rights By Doer

Door Hame || Divice hame
5 Rafrash
Dool Mams Duof Wumbss  Cwhed Davic
192168 937,321 1 192.168:137.32
11 5 towa per page Jump To.

JiPage  Tatal ol 1 records

¢  Browse 192,168.937.22-1 Opening Fersonnel

O Ralrasn

Parsanaal 10

t Exsiary

First Hama

Las1 Harna

Ho dale

S 10w 181 pAgS

Jump Tor 1

Departmant Nama

0 Paga

You can export all the personnel having access levels to the door data in Excel, PDF, and CSV format.

First Nam#

ihe

Personnel

abel

Access Rights by Personnel

View related access levels by personnel.

Click [Reports] > [Access Rights by Personnel], the data list on the left side shows all doors in the

system, select personnel, the personnel having access levels to the door will display on the right data

list.
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B Acciss Devics 3 Access ! Access Control Reports | Access Rights By Perseans|
#Access Rights By Persennel < Browse 1" Having Level to Avcess ]
T mceess Rule »
e Parzannel I Hams Moe s Q@2 el ke
i) #4% Control Repoms
Doae Numbsar Door Nama
5 Rafrash
Faisannel 0 Firsl Nane Last Hams Deparimant Nime
" e} Depariment Nams
Deparimant N
Aldarm Proczssing History 51° Deparimant Hame
i By
Ho date
1.3 50 rowa per page Jump To 1 Jt Pags  Tatal of 3 records e A% towa par pags Jamp To 1 0 Paga

You can export all the door information in Excel, PDF, and CSV format.

Door

Door Number Door Name

1

Firstin and Last out

Click [Reports] > [First in and Last out] to view report of first entry and last exit, used to quickly
screen out the first entry and last exit of the day.

I
®

JZKBio CVAccess #  #

B Acciss Devics 3 Access ! Aucess Control Reports | Firat In And Laxt Out

3.2 o e | 2023.110.24 13555 smonnal 10 Miore
_m Necisa AUl 5 20330724 00:00:0% Te 302310:24 Z35559 Parsonnal | Mo a &

I8 Access Cantrol Reponts D Refrash @ ClasrAll Data T Expant

Al Tra Peragnnal D First Meme  Lost Name  First in-Resder Mnmn  Firstin Time Lost Cut-Resder Mpme  Lant Cut Time Drpariment Hame

171 BL1A0FE W2 IREITIZ T 2033-10-24 1519 8] Departmen! Mame

Ew
23-10-20 09:17-5

All Excaplic

Alarm Loy

Totsh of 2 raeunds
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Time & Attendance Management

To help companies perform information-based attendance management, this software implements
automatic collection, statistics, and query of employee attendance data. This improves the
management of human resources and facilitates the check-in of employees. This software enables
the management personnel to collect statistics and check the employee attendance and enables the
management department to query and appraise the attendance of all departments, thus allowing
enterprises to accurately acquire the employee attendance data.

[[ZKBio CVAccess ® S @ avun -

[ Anesdance Management +

S o

il

9 Area Name Farsoans! 10 First Namé Last Nama

Attendance Setting

B8 scheduls

3 exception >
[ Atwrdance Detan Report >

[0 ity Atterdance Repart 3

[ monmiy auencance .. >

& calculate Repert

B Anendance cusiom e 5

Attendance Management

This function includes adding a device, adding area and assigning it to the personnel. Set the
communication parameters of the device. The system can communicate with the device properly
only when communication parameters are configured correctly, including the parameter settings in
the system and the device. After successful communication, you can view the information on the
connected device and can perform remote monitoring of the device/upload and download.

Set Attendance by Area

Area is a concept of space that facilitates the management of devices in a specific area.

In this system, area setting is a process of dividing devices by zone. A prominent feature of “Area” is
to allow the system to automatically manage the employee information on devices. According to
requirements, areas can be allocated to devices (one device can belong to one area only), and
employees can be allocated to one or more areas.
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Add/Delete Personnel for A Specified Area

1. Click [Attendance Management]> [By Area], click a certain area of left side, the system will
display the personnel on the right side.

')
-]

[DZKBioCVAccess %
[ Anesdance Management + Attendance / Altzndance Management / By Ares

Arsa Namg Farsasrsl D Mana Mera- 0 £

«" # | & subordinate Level | ¢ O Refresh |3 Add Area Personnet | B Detele Area Personnel 1 Export & Imparnt ER #rivate Message 08 ARe‘synchronize to Device

8 Area Name [ Paisoansl 1D First Nams Las Nama Dagartmaat Number — Daparimen) Mame Ares Niumber Arad Nama
ard From Server

o - E B+ 1 Dapartmant Hama 1 Araa Nama
Dievice Operabon Log

3l Atterdance Setting
Schedule

Exception

[ Atwrdance oetan Report

[0 oaily Atterdance Repart
m Monthly Atencance K.

& calculate Repert

Jump Ta 1 (1 Page  Tatal of 1 racords

& avendsnce custoen ... >

2. Click [Add Area Personnel] under the list on the left to pop up the Add Person page. Select the
person to the right list and click [OK] to complete it.

Add PersonneifArea Name] *
Personne ID Nams a <
" % [ Subordinats Level Contained  Altemative Selecta(2)
+ B3 Department Name = Personnel ID First Name Department [ PersonnellD First Name Department
v [ testd . 1
|| 2 Deparimant Name M 2 Department Nams
1 test Department Name = 1 test Department Name
12 50 rows per page

Cancel

3. To delete a person in the area, select the person on the right side and click [Delete Area
Personnel] to delete the person from the area.
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5.1.1.2 Private Message

This feature can display a short message to someone regularly (device should support).

Select personnel and click [Private Message]. The setting interface as follows:

SMS Cantent”

Start Time"

SMS Duration (Minutes)”

After the setting is completed, click [OK]. After swipe cards successfully on the device, the device will
send short message to this person. For example, the message like "Happy Birthday to you", to
strengthen the interaction between the company and employees.

The fields are described below:

Short Message: The message displayed on the time and attendance device, which supports input 40
characters.

Start Time: The start time to display private short messages.
Short Message Duration (minutes): Shows the duration of the private short message after a
successful check-in.

5.1.1.3 Re-synchronize Data to the Device

Synchronize personnel data from the system to the device. Select a device of a certain area, click
[Re-synchronize to Device], and click the [OK] button to synchronize the data, so that personnel
can verify on the time attendance device in the area:

Prompt

Afe you wanl 1o perform the Re-synchronize 1o
Device operation?

.
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5.1.2 Attendance Device

After a time and attendance device is added to the software, the user can search device, edit, delete,
device control, view and get information, clear device data, view commands, etc.

ZK fE % = @ avr
Anendance Manajemect ¥ t Device

Sartat Numbar Divica Nama Eavios Acma Status | & &

«" #° G Subordinate Level ¢ T Refresh @ Delete’  EDAuthorized Device & Device Comtal - [ View and Gel Information - & Clear Device Dats = 1 Expart
8 Area Name: Sarlal Humbar Tavice Hama Davice Meds! Firmware Vaision  IP Addrass. Attendance Area  Stafus  EntroRsant Commands te b8 Ex. Currsn’
51 Atieedance Setting
Ho data
Daily Atterdance Report &
Monmiy Atencance K. 3
7 Calculote Report
b | 50 rows perpage *  JummTa 1 i Pags  Tatal i records

5.1.2.17 Authorized Device

1. Click[Attendance Management] > [Attendance Device] > [Authorized Device], as follows:

Authorized Device

IP Addross | Sarial Numbar | Q

IP Address Serial Number Cperations

192 168 137.56 5589205000012

A\ The cument system communication por s 8801, please make swre the device is sel comreclly.

Close

2. Click [Add] to pop up the device edit interface. After the information is filled in, click [OK] to
complete operation, and click [Cancel] to cancel the edit operation.
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Fields are as follows:

Dravica Mama®
Serial Number

iP Address

Attendance Area

Add x

[6589205000012

6589205000012
19 168 . 13T 56

(UTC+8)Beifng, Chl... *

Cancel

* Device Name: Time and attendance device name, any character up to 20.

¢ Device Serial Number: Attendance device serial number.

¢ IP Address: The IP address of the attendance device.

* Attendance Area: The equipment for regional division, to achieve regional data

management.

* Time Zone: Time and attendance at different time zones.

* Enrollment Device: If not selected, the user data uploaded by the device will not be
processed (the attendance record of the device will not be checked). If checked, the user data

uploaded by the device will be processed.

“ Note: Before adding devices to the software, users need to set the communication IP and address

of time attendance device.

Edit Device

Select the device and click £ button, to modify device information.

Delete

Select the device and click [Delete] to remove the device and its information.

Refresh

Click [Refresh] to update the device list status information.
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5.1.2.5 Device Control

A d 1 Man I Attend Davice
Serial Mumber Dievice Mame Device Area Sfatus ———-m - Q @
+? 2% [J Subordinate Leval: ¢ T Refresh & Deiete ED Authorized Device
[ Area Name I Serial Numbar Davice Name Day * Enable Al
Disabdad
[v] 6589205000012 6589205000012 xFa e 2

4& Reboot device

G Public Message
(W Synchronize Softwars Data o Device

B Authorlze Ares

> Enable

After the device is enabled, the upload and download of data are enabled normally. (When the

device is enabled, users can choose whether it is a registration device or not).
> Disable
After the device is disabled, the device is not allowed to upload and send data.

> Upgrade Firmware

Select the required device that needs to be upgraded, click [Upgrade firmware] to enter edit
interface, then click [Choose File] to select firmware upgrade file (named emfw.cfg) provided by

Access software, and click [OK] to start upgrading.

Upgrade Firmware x

Selected Device

The following devices can be upgraded
(=) New Protocol 6589205000012-xFace100

Select File{z10 = Not Uploaded

Total Progress

Close

> Reboot Device

Select the device you want to restart; the software sends a reboot command and restarts the device.
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You can set the public messages in the device so that the device can display short messages on the
page (Not all the devices support this function).

Public Message x
SME Content”
Start Time*
SME Duration (Minutes | FO
Cancel

Select the device to be synchronized and send the corresponding device area data in the software to
the device.

Prompt *

Are you want to perform the Synchronize All Data to

Devices operation?

Delete the data from the device before syncing new

data to device

Cancel

It can reach certain areas within a period of time after being authenticated.

Authorize Area b 4

Attendance Area” -

Cancel
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View and Get Information
Attendance [ Attendance Managament | Attendance Device
Serial Number Device Name Device Area Status | —— - Q €
" 2 [ subordinate Level ¢ 3 Refresh W Delete  [ED Authorized Device [ Device Contral
5 Ares Name Serial Number Davice Nama Davice Madal Firmeraif A
6580205000012  €580205000012 xFacelt) Zayigy ) Yo Dovies Parmomsions .

(% Attendance Data Checking
(2 Re-Upload Data

(% Getthe spacifisd parsonnal data

Select the device of which you want to get information, click Get software to send command, get the

device related parameters, such as: serial number, IP address, device model, firmware version

number, etc.

After clicking [View Device Parameters], the page will navigate automatically to the device

commands page in the system management module to show command queries.

izw Davice Parameters »

Parameter Name

Parsonnel Guantity

Yisible Face

Face Picture Quantity

Fingerprint Quantity

Punch Data

Maximum User Photos

Biometric Template Verzion:

Visible Face

Fingerprint

Firmware Version

Push Version

Parameter Value

211500

3/2000

7100000

2000

391

10.0

ZAM1B80-NF-Ver1.1.8

Ver 2.0 335-20210521

Select the device to proofread data, select the proofing date, the software issues a command to

proofread the software and device attendance data.
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Attendance Data Checking x

Start Time* I

End Time”

Cancel

> Re-upload Data

Select the device in which you want to upload data. Click to enter the check box to upload the data

type: attendance record/attendance photo, click the confirmation to get such information again
from the device.

Re-Upload Data b4

Whether to upload attendance records
Whether to upload Personnel information

Whether io upload attendance photos

Cancel

» Get the Specified Personnel Data

Select the device from the list and click Get the Specified personnel data.
Get the specified personnel data x

Enter person number”

A\ Multiple personnel numbers, separated by commas

Enter the desired person numbers separated by a comma and click [OK].
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5.1.2.7 Clear Device Data

Attend. 1A = Device

t/ Attend

Serial umber | Devics Hame Devics Area Stalus v 2
2 e Subcrdinate Levelr < 3 Refresh @ Delete [ Authorized Device ® Deavice Control - [ View and Get Information - evice Data - QST D]
B Area Name Sarial Number Device Mama Davice Modal Flimware Varsion  |P Address Clear unexeculed device commands [}
: Clear the atlenda tos
6589205000012 6589205000012  wFaceldd ZAMI20-NF-Verl 1 192,168 137 55 T e e slionedans e o

{iil Clear the afendance transactions

W Clear equipment peraonnal

» Clear Unexecuted Device Commands

Select the device to be cleared. It clears the operation command issued by the software in the
setting.

» Clear the attendance photos

Select the device. This function will clear all the attendance photo records from the device.
> Clear the attendance transactions

Select the device. This function will clear all the attendance data records from the device.

» Clear equipment Personnel

This function will clear all the equipment personnel records from the device.

5.1.2.8 Export

Device information can be exported in EXCEL, PDF, and CSV file format.

User Password”™ |
File zncryption ¥ Yes( ) No
File ancryption |

password”

File Format | EXCEL -
Data to Export. o All{max 100000 records)
) Selected (max 100000 records)
G Bacitan (w0

(01,4

5.1.3 Attendance Point

The system supports setting access control as the attendance point. After setting the access device
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as an attendance point, its access records will be transferred to the attendance system in real time as

punch records.

Atendance Management I Aftendance Man it i Paint
Attandasca Faist Mama (= 2
T Rafruahy I Expen B Duete
Atiandance Point Name  Area Nasme Device Hame Dewice Module  Fall Record Type  Last Dats Pushl Time  Operations
*
-
. Nom =
w ¢ L} « M Smiewsperpoge - MmpTe 1 M Tage  Tatal ol 8 recards
(JZKBio CVAccess = #® = 0
[T TR ST TITNOSR  ::icndance | Allzndance Management ¢ Command From Server
By Aea Submit T Frorm To Sartal Numbér | it R — | Mere- O &
Asatuance Devwos
Timefrash B Clasr Cammand List  F Expon
Asentance Font
_ 1 Sarial Numbsr Contant Imeagintely Cod  Submit Tims Eaturn Tima Raturned Valys Ramarks
Device Operation Log
Schedule
todatn

Exception >
[ Atwrdance Detan Report >

[0 ity Atterdance Repart 3

[ monmiy auencance .. >

& calculate Repert >

] 0 raws par paga Jump Ta 1 @ Page  Tulal of 0 records

@ Anendance cusiom re...

Device Operation Log

Click [Attendance Management]> [Device Operation Log] to display the operation logs of the
attendance device in the area.
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® e 0w
Attendance / Altzndance Management | Device Uperation Log
Tima Fram 2@IS7-34000000  Te 30234034 T35559 Cavics 5N || Q &
D Refrash T Expan
Davice 58 Oparation Time Operational Cantent  Gperation Ohject Description Operation Object Description 2 Dperation Object Description ¥
and From Server
3l Ationdance Seiting
Schedule
todatn
Exception
[ Atwrdance oetan Report
[0 Daily Aterdance Report 3
[ menmiy anencance &
& calculate Repert
L S0 rows par page Jump Te 1 A Page  Tolal of 0 records

& avendsnce custoen ... >

Attendance Setting

Attendance Rules

Since the attendance system of the company is different, the user needs to manually set the
attendance parameters to ensure the accuracy of the final attendance calculation. The attendance
rule setting is a way to show the company’s attendance system.

Click [Attendance] > [Attendance Setting] > [Attendance Rules].

Basic Rule Setting

.......... IA Setting | A d; Rulas

Basic Rule Setting

Non-Laava Calculation Saffing
Annual Leave Balance Seifing
Check-In Ruie Personal sensitive Infarmation pro
The Earlest Rule - Real Time Rall Call Setting

Empioyee Self-Service Login
Check-0ut Rule

Thee Latest Rue -
result for day shift
First Day -
e Overtime Stafistics
Yas -

Inteifigent Matching Shift Rute

Laast Abaormal -

Late and Early Leave Counted as Absent

No -
Missing Check-in count as

Absanl - [0 Minutes

Mizsing Check-Out count as

Apgaat | |0 Minutes (-

The minimum time period should be greater than {minimum 10 minutes)

oK
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Check-in Rule:

*  Earliest Principle: By default, it takes the first check-in within the valid time zone.

*  Closest Principle: It will take the closet check-in within the valid time zone.
Check-out Rule:

* Late Principle: By default, it takes the last punch card record within the range of valid attendance
range.

*  Closest Principle: It takes the punch card record closest to the closing time within the range of
valid attendance).

Attendance calculation result when the shift cross-day:

* Thefirst day: The effective working hours of the second day is counted to the first day;

* The second day: The effective working hours of the first day is counted to the second day.

Overtime Statistics: Yes (default), No; the first overtime switch for statistics, if set to No, overtime
will not be calculated.

Intelligent Matching Shift Rule: Longest Working duration, Least abnormal (default). The longest
working duration will calculate each shift respectively to obtain the most effective longest time shift.
The Least abnormal will consider the shift which has a minimum number of exceptions (such as late,
leave early, etc.).

Late & Early Leave Counted as Absent: No (default) Yes refers to that if it is late or early leave, then
the time period is recorded as an absence.

Missing Check-In count as: If no sign-in or no sign-out record is incomplete, the priority is the
highest, then no late arrival, early leave, absenteeism and validity will be counted When missing
Check-In is counted as late, if no Check-In, it will be counted as being late for N minutes. If the
absence of sign-in or sign-out is recorded as absenteeism, the length of absenteeism is equal to the
length of working hours minus the length of late and early leave.

Missing Check-Out count as: If no sign-in or no sign-out record is incomplete, the priority is the
highest, then no late arrival, early leave. Absenteeism and validity will be counted When missing
Check-Out is counted as early leave, if no Check-Out, it will be counted as leaving early for N minutes.

The minimum time period should be greater than (minimum 10 minutes):120 (default); Range:
10-999; Required.

The maximum time period should be less than (maximum 1440 minutes): 600 (default); Range:
10-1440; Required.

Exact digits of the decimal point: 1 (default), 2.
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Non-Leave Calculation Setting

d { Altendance Seiting / & Rules

Basic Rule Setting
Non-Leave Calculation Setting
Annual Leave Balance Setting

Persona naitive infarmation pra

Expectadifcinal

Early Real Tims Rolt Call Setting

Late Emplayee Saif-Service Lagin
Mo Check-Out

Mo Check-in

Dverlima

Abgenl
Minimum Unit"

1 minuts -

Rounding Control®

Up (Camy) v

Report Display Symbal®

Minimum Unit: Calculate the smallest unit of this arix.

Rounding Control:
*  Down (discard): discard the decimal part, as long as the integer.

e Rounding: If the first decimal place is greater than 5, the integer will be added with 1,
otherwise, the integer will be taken.

e  Up(carry): With decimal, discard decimal, integer plus 1.

Report Display Symbol: Symbols for associated report presentation.

Annual Leave Balance Setting

Altendance | Allendance Setting | Attendancs Hulas

= Basic Rule Setting
Annual Leave Balance Setting

Non-Leave Caleulation Setting

iy

Annual Leave Clearing and Issuing Date

Every year 1 * | Month |1 w | Day

Annual Leave Rule

Working Years < | 1 Yaar, Yes 0 Daysof Anoual Leavs
1 YearsWorkingYaars< | 10, Year, Yes &  DayscfAanial Leavs
10 YearsWorking Years < | 20 Year, Yes | 10 Daysof Annual Lavs

Working Years= | ap | Yaer, Yes 16 Days of Annual Leave

Annual Leave Clearing and Issuing Date: Set the annual leave clearing date.
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Annual Leave Rule: Set annual leave days according to length of service, which can be added by
symbols.

Other Rules

Attendanca | Attendance Setiing | Attendance Rulas
ANNUal Leave Mule

Waorking Yaare < 1 Year, Yes 0 Daye of Annual Leave

1 YearsWorkingYaars = 10 Year, Yez 5 | Daye of Aanual Leave
) ] ) Anntal Leava Balanca Satting
10 | YearsWorkingYears< 20 Year. Yes 10  Daysaf Anoual Leave )

WorkingYears = | 30 Yeor, Yes | 15 Daysof Anoual Leave

Personal sensitive information protection

9 Amandance Phota

i

Real Time Roll Call Setting

Enable Raal Tima Roll Gall

Employee Self-Service Login

Whather to enable employee self-service login

Enable + Disable

Attendance Photo: After enabling the option, the sensitive personal data involved in this module
will be desensitized or obscured.

Enable Real Time Roll Call: Turn on the real-time roll call function, and the sign-in status of
personnel will be displayed in the “sign-in Table” under the report.

Whether to enable employee self-service login: The frequency of setting attendance points to
obtain records includes (10 seconds/time, 20 seconds/time, 30 seconds/time, 1 minute/time ~ 8
minutes/time).

Holiday

Click [Attendance] > [Attendance Setting] > [Holiday] to manually adding holidays in.
Adding

1. In the function menu, click [Attendance Setting] > [Holiday] > [New], the following page is
displayed:
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2. After the information is entered, click [OK] to finish new addition, click [Cancel] to cancel new
addition.

Field Description:

* Name: Required.

e  Start time: Holiday start date, the format is date and time.

*  Number of Days: The duration of the holiday, character length 2, required.

*  Remarks: Character length 50.

5.2.2.2 Edit

Select holiday which need to be edited and click Z putton beside holiday information.

Attzndance / Auendance Setting  Holiday

Nams | |

G Refresh ¢ New [ Deleie
Name Start Time End Time Number of Days Ramarks QOperations

111311111 191111 2023-10-24 2023-10-25 2 2 W

5.2.2.3 Delete

Select the Holiday which need to be deleted and click Tl button.

5.2.3 Leave Type

There are 9 leave types by default, editable, but not allowed to be deleted: user-defined leave type
can be extended.

Click [Attendance] > [Attendance Setting] > [Leave Type].
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TR T T TTTHPMNSPRPUN i1 crclarice | Allendance Settag | Leave Type

Nama | e

Antendance Setting

T Refrash I Maw @ Dalets

Nams Whather to substract work hours  Minimem Usit Rounding Contral  Report Display Symbol  Sort Dperatinns
Perspnalissve  Yes 0.5houriz] rounding Personnal 1 -
annual Laave N 1 dark Day tounding fnnsat z £
Skl Leave Yas 1 0ot UpiCany} Sick : £
Magiags Laave Mo 1 O¥erk Day Up{Cany) Marriage 4 &
Matarni Ledeg Mo 1 Oéerk Day Up {Camy} Matarnity 5 £
Erapgtigsgion Leay No ¥ Omouris) rounding Nurging L1 Fa
Home Legve Mo ¥ lark Day rounding Family 7 F -4
Bereavement Lagve No t 0ork Day Up {Camy) Fusaral E 2
EBusiness Trip No 0 &k Day rounding Business Ll K4
Cut e 0 Shauris) rounding Cut 1 £
Monthly Atencance K. »
7 Calculaw
110 0 rows parpaga = JumpTa 1 APage  Tolal of 19 recards

5.2.3.1 Adding

1. In the menu, click [Attendance Setting] > [Leave Type] > [New], the following page is
displayed:

MName”®

Whether to substract work

hours®

Minimum Unit* minute
Rounding Control™ Down (D]scérd}
Repert Display Symbol® ) -
Sort” 39

2. After the information is entered, click [OK] to finish new addition, click [Cancel] to cancel new
addition.

3. The default system has 9 kinds of leave type, Casual leave, Marriage Leave, Maternity Leave, Sick
Leave, Annual Leave, Home Leave, Bereavement Leave, Breastfeeding Leave, custom. We can
edit these leave type but cannot delete it.

5.2.3.2 Edit

Select the leave type and click £ button to edit.
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Name™

Whether 1o substract work
hours®

Minimum Unit®

Rounding Coniroi™

Edit

Perzonal Leave |

e

[as || hour(s)

| rounding

Report Digplay Symbol | Personnal
|1

Field Description:

* Name: Required, maximum character length is 30.

e Whether to subtract work hours: Set whether to deduct the length of work for the leave of this
leave. For example, maternity leave / marriage leave / annual leave are statutory holidays
without deducting the length of work.

* hours:
¢ Minimum Unit: Calculate the smallest unit for this alias.

* Rounding Control: Down (discard): discard the decimal part, as long as the integer;
Rounding: If the first decimal place is greater than 5, the integer will be added with 1, otherwise,
the integer will be taken; Up (carry): There are decimals, decimals are discarded, integers are
added by 1.

*  Report Display Symbol: Symbols for the presentation of the associated report.

* Sort: Sort job listings, only numbers are supported.
5.2.3.3 Delete

Select the leave type and click [Delete] to delete.

5.2.4 Automatic Report

Automatic report supports the function to package the report into an attachment at a fixed time
point (daily or monthly) and send the attachment via email to be designated personnel or ftp server.

1. In the function menu, click [Attendance Setting] > [Automatic Report] > [New], the following
page is displayed:
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Aliendanzn | Attendance Selling | Astemade Repart

i tams | Fapod Type —— = SedMoe —— = wma- O B &

DAtmen  TENew B Dalela o Enabile, S bisa0led
Film Nome Send |

Eayredl g Mallng ™

[
15 Mailbg

lesil Mailbg

Dy Begoil. Mnilbn

D)

15 50 rows par page - S Te 1 1 Fage  Tutalaf 8 rocaids

2. Inthe Report Setting section.

Report Type: Select the desired choice from “Transactions” or “Daily Attendance”. The report
will be according to the selected type. Transactions will give the details related to the device
with Attendance area and time of the personnel. Daily attendance will give the attendance
details of the personnel.

Department Name: you can select the department name. After selection, only the attendance
records of the selected department will be pushed to the recipients.

File Name: Consists of 3 parts: custom file name + year, month, day, hour, minute and second,
such as (Department of the original records of the test section 201706271143).

A. Thefirst field is for the custom file name.
The second field contains two option for the format of the date: yyyyMMdd and yyyy-MM-dd.
C. The third field contains the hour, minute and second format: Currently it supports HHmmss.

Data Format: Select the format of the date.
File Type: Currently it supports TXT.

3. In the Send Frequency section, set frequency for the mail delivery. The frequency has two
options; By day and By month. If you have selected “By day”, then you can set a maximum of 6
interval in a day (only once per hour) at which the mail delivery will start.

A. ltcanonly be set in increasing order of time.

B. The minute set in the first-time interval will be same for all other five intervals.

If you have selected as “By month”, then you have 3 options to choose from; first is “last day of
the month”, second is first day of the month and the third is any specific date.

4. Send Mode: Choose a delivery method.

5. Mail setting: Set the details of receiver mail.

Page |120 Copyright©2025 ZKTECO CO,, LTD. All rights reserved.



ZKBio CVAccess User Manual

Set the receiver as per below options:

<] Set by Personnel: Enter the E-mail address in text box, and if more than one email is

u,n

there, then put “.” to separate the e-mails.

<&X] Set by Department: Select a department from the department hierarchy,

<Xl Set by Area: Select an attendance area from the area hierarchy,
Enter a valid mail address. The maximum length is 50 characters.
It refers to subject of the mail. The maximum length is 50 characters.
Write the text accordingly. The maximum length is 255 characters.
6. Make sure the sender mail settings are already defined.

7. Once all the details are filled, click [OK] to finish.

Schedule

Timetable

This function is used to set the time zone that will be used in the attendance calculation and
configuring the information of each parameter with the minimum unit set. For example, allow late /
early leave time, whether it is necessary to Check-in / Check-out, set the time range of Check-in /
Check-out, overtime setting and so on.

Before setting the shift, you should set all possible time segments, that is, time zone setting. Set the
shift before scheduling, setting the attendance rules in the settings will be significant.

Click [Attendance] > [Schedule] > [Timetable] to enter the time zone page:

o]
®

Group Schedule

Schedule Detals

3 exception >
[ Atwrdance Detan Report >

m Daily Attendance Roport

[ monmiy auencance .. >

& calculate Repert

@ aventance custom re... >

Add Normal Timetable

This paper introduces the configuration Steps of adding normal time period to the regular shift
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configuration of VAORIDA.
1. Click[Add Normal Timetable].

2. Configure the time period information in the Add Normal Time Period window.

[

Check-in Time* Check-Oul Time™

09 |00 | (HH:MM)

Before going to Work™ |80 | Check-In iz valid within

minutes
[60 | Gheck-in s valid within

minutas

After Work™

|15 | i_:_m RGLET)
Before Gotng Off Duty” .E | Check-in is valid within
minutes

(60 | Gheck-in is valid within

mnules

After Work”

Allow Late{Minutes) [0 i Allow Early [o
@ Leave(Minutes) (%)

Must Check-In* [ves | Must Check-Out
Auto Deduct Break Time® |Ma -

@
@

Weork Time (Minutes)” Em

OnDuty @ Check-In Minutes age for Overtime _ Minimum Qverfime Minutes 30 Limit the maximum

overtime hours é |

OF Duty 0 i Start counting overtime minutes later . Minimum Overtime Mira.maa! 30 . Limit the maximum

ovarfims hours 0 |

Cancel

[soveanavow 06|

Field Description:

* Before/After work: Set the valid range of check-in/check-out for this time period, and the
check-in/check-out records outside this range are invalid records. The valid sign-in time after
going to work and the valid sign-out time before going off work cannot overlap, which must be
filled in.

* Allow Late/Allow Early/Leave(Minutes): Refers to how long it is allowed to be late and
leave early within the specified time points for going to and from work, and the minutes allowed
to be late and leave early must be within the valid time range of sign-in and sign-out before they
can take effect.

*  Must Check-In/Check-Out In the selected time range, set whether you must sign in and
sign out when going to and from work.

¢ Auto Deduct Break Time: When used for attendance calculation, whether to subtract the
number of minutes defined by inter-segment deduction for this time period.

e Start counting overtime before/after N minutes from work/work, with the shortest overtime
minutes and the maximum overtime hours limited: Select whether to record the verification
records before and after work as overtime.

5.3.1.2 Add Flexible Timetable
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1. Click [Add Flexible Timetable].

2. Configure the time period information in the Add Flexible Time Period window.

Neaw

Name™

Work Time (Minutes|” (2) I 0 |

Flexible Duration Calculation iCu:mulaﬁve time for - |

Check-In Start Time* log :|eo | cHHAMM)
Chack-Out End Time* 18 :[00 | (HH:MM)

5.3.1.3 Delete

Click [Delete] or click on the (] icon to delete the required Timetable type from the list.

5.3.2 Shift

Shift is composed of one or more timetable period(s) in accordance with a certain order and cycle of
sequence. It is set as default shift for staffs. To get staff attendance, first we must set the shift.

Click [Attendance] > [Schedule] > [Shift] to enter the main menu of shift as shown below. The
search function can be convenient for shift inquiry. The list shows all shifts of the current system. The
time period details list shows the details of the time period of the shift in the form of a chart.
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[JZKBioCVAccess i #
[ Ansndance Management »  [GCCLEEUCELIILRE LS
B Anendance setting

P seneauie - T3 Refrsh  TF Add Reguiar Ssift  F Add Feaiole Sheft

Schedule Detals

aaaaaaaa

3 exception >
[ Atwrdance Detan Report >

m Daily Attendance Roport

[ monmiy auencance .. >

& calculate Repert

o S rowsperpags * JumpTo 4 0 Page  Total of @ recors
@ aventance custom re... > g

Add Regular Shift

o
®

Timetatls Details

Ho dats

Dubila-cBek the shilt peried; you can dubain the e pered

1. Click [Attendance] > [Schedule] > [Shift] > [Add Regular Shift].

2. Configure the shift information in the Add Regular Shift window.

Attendance [ Schedule £ Salh
Mummar Ham

T Refesh | F Acd Asgular Shift

Hame e |

Field Description:

Sdtandanca Moda® (7 Punch Arcordingtn

e Mondh® Yes

Cancel

e Unit: Set the unit of the cycle, and the default is "day". There are three types of units: Day,

Week, Month.

*  Period: Defines the number of cycles of a shift, and the cycle of the shift = cycle number *

units.
1) Ifthe unitis "day", the rangeis 1 to 99.
2) Ifthe unitis "week", the range is 1 to 15.

3) Ifthe unitis "month", the rangeis 1to 12.

*  Period starting type: This field is displayed only when the cycle unit is Day, Description:

1) Itis not displayed when the units are "week" and "month".

2) There is cycle start date and scheduling start date, and the default is cycle start date.
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3) Ifyou select Scheduling Start Date, the start date when scheduling is the first day of the
cycle.

* Period start date: This field is displayed only when the cycle start type is Cycle Start Date.
Define the start date of the shift, and the date before the start date is not affected by the shift.
The default system start date is the current system date.

e  WorkType:
1) Normal work: This shift is a normal work shift
2) Overtime on rest days: This shift is overtime on rest days
3) Overtime on holidays: This shift is overtime on holidays.
e Attendance mode:

1) Swipe the card normally according to the shift: the default item of the system, and
punch in normally according to the punch in.

2) Brush a valid card once a day: only need to brush the card once in the swiping interval
defined by the time period within one day, even if it is normal to punchin.

3) Punch-in-free: Setting this shift can avoid punch-in.
e Overtime mode:

1) Computer automatic calculation: It is connected with "whether the delay counts
overtime" in the time period. When "whether the delay counts overtime" is "no", the
delayed overtime is not calculated, and the overtime time of the overtime bill is not
calculated at the same time.

2) Overtime must be applied: delayed overtime is not calculated, only the overtime order
shall prevail; When the signing-back time is less than the end time of overtime, the
overtime time is not calculated.

3) Not counting overtime: overtime hours are not counted for delayed overtime or
overtime application.

Add Flexible Shift

1. Click [Attendance] > [Schedule] > [Shift] > [Add Flexible Shift].

2. Configure the shift information in the Add Flexible Shift window.

Page |125 Copyright©2025 ZKTECO CO., LTD. All rights reserved.



ZKBio CVAccess User Manual

“Schedule ! SRIft

Mumber e | Shift Type —-—— - q g

G Refresh % Add Reqular Shift | Add Fexible Shit | @ Delzte @ Clear Timatable

E N‘H‘E | haw x
Basi
Nai I Number*
Linit® Day ¥ Cyele(1-03)
Perind Start Type® Period Start Dale - Cycle Shift in ane Manth Yes -
Cyde Start Date* (7 2023-10-25

Cancsl

Delete

Click [Delete] or click on the T} icon to delete the required Shift type from the list.

Personnel Schedule

Personnel scheduling operations is completely same as group scheduling, but when scheduling
personnel, the object of choice is personnel at the top left corner of the interface.

[ Anesdance Mansgemeet 3 Attendance | Schedule | Perscnnel Schedule

s ima Fram | 2023-10-75 o 20231125 rmonnal 1D Schadubs Stabus | ——— »  Mora
5 Anendancs sating 5 Tima From 20231 Te. | 2023 PFumonnal| Sehaduls 51 i Q @

" A [GSubordinatelevel: ¢  iReiresh ¥ Cycle Schedule ¥ Temporasy Schedult 18 Chtar Gycle Schedute B Clent Temporary Schadule  — Mare
B Department Mame Farsoansl 10 Fliet Nama Last Nams Dagartmast N 20231025 20230-25 20291027 H0ZRAEE8 20211035 20z3-08-0
3 testt
- Dazartmant Name H ne Ns N Hs Ne '
b L3 L3} Dapartmant Nams H NE N3 NE N3 NS 13
1" Dagaitmant Nams H NE LES NE N3 NS r
Scheduie Details
3 exception >
[ aneedance Deta Report »
[0 ity Atterdance Repart 3
m Monthly Attencance K. >
& calculate Repert >
13 50 rows per page +  JumpTa 1 (1 Paga  Total of 3 rezards

& avendsnce custoen ... >

Cycle Schedule

1. Click [Attendance] > [Schedule] > [Personnel Schedule] > [Cycle Schedule].

2. Configure the Schedule information in the Cycle Schedule interface.
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Cycle Schedule

Schedule Type® | Norma! Scheduie w5
Start Time* |

End Time* |

MName Number  Shift Type

3

NEQTEST 10 Regular Shift
Full 555 Flexible Shitt
ARAAA 21 Regular Shift

gigi giges 123456 Regular Shift

general 3 Regular Shift

Regular 6 Regular Shift

Field Description:
e Schedule Type:
1) Normal Shift Scheduling: Only one shift can be selected for normal shift scheduling

2) Smart scheduling: Smart scheduling can select multiple shifts. Select smart scheduling,
and the software will automatically judge the most suitable shift according to the
punch-in record for attendance calculation.

e  Start Time/End Time: Set which date segment the schedule works on.

*  Select Shift: Select the shift to use for scheduling.

5.3.3.2 Temporary Schedule

1. Select a personnel and click [Attendance] > [Schedule] > [Personnel Schedule] > [Temporary
Schedule].

2. Configure the Schedule information in the Temporary Schedule interface.
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Temporary Scheduls

Tumetable

M NEQ TESTING(08.00-17.00)

Tuesday Wednesday

1est09:00-18:00) o

Overnight Shifi(22-00-06 00)

Work Trpe®

Altendance Mod2® | Punch According to Momma Shift ¥ |

‘Compuier Automatic Calcwfafion -

Dvertime Modas”

Operstion instructions

1 ¥ou can drag the imataie fo 2 amgle dals.in the calendar
conird Lo ackedule
20 ool douee-dlick @ siagle e 1o schedule
3. In e catencEr comimi, (ress ang nold i oS 1o sEtEnt
rrultipds datas to senaduls

Field Description:

May 2024

Thursday
oz

*  Work Type:
1) Normal work: This shift is a normal work shift.
2) Overtime Time OT: This shift is overtime on rest days.
3) Holiday OT: This shift is overtime on holidays.
* Attendance Mode:
1) Punch According to Normal Switch: the default item of the system, and punch in
normally according to the punch in
2) Punch Once at any Time in a Day: only need to brush the card once in the swiping
interval defined by the time period within one day, even if it is normal to punch in.
3) No Punch Required: Setting this shift can avoid swiping cards.

1)
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Overtime Mode:

Computer Automatic Calculation: It is connected with "whether the delay counts

overtime" in the time period. When "whether the delay counts overtime" is "no", the

delayed overtime is not calculated, and the overtime time of the overtime bill is not

calculated at the same time.

Overtime must be applied for: delayed overtime is not calculated, only the overtime

order shall prevail; When the signing-back time is less than the end time of overtime,

the overtime time is not calculated.

Not Calculated as Overtime: overtime hours are not counted for delayed overtime or

overtime application.
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5.3.3.3 Clear Cycle Schedule

Select a personnel and click [Attendance] > [Schedule] > [Personnel Schedule] > [Clear Cycle
Schedule] to clear the cycle schedule.

Prompt

Are you sure to clear cycle schedule "testuu”
from 2024-05-15 to 2024-06-157

o TR

5.3.3.4 Clear Temporary Schedule

Select a personnel and click [Attendance] > [Schedule] > [Personnel Schedule]] > [Clear
Temporary Schedule] to clear the temporary schedule.

Prompt

Are you sure fo clear "testuu” the temporary
schedule from 2024-05-15 to 2024-06-15?

5.3.3.5 More (New)

1. Click [Attendance] > [Schedule] > [Personnel Schedule] > [More] to export/import/download

. i Export Personnel Schedule

schedule.

< Import Personnel Temporary Schedule
+ Import personnel cycle scheduling
& Export Personnel Temporary Schedule Template

& Download personnel cycle scheduling template
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5.3.4 Group Schedule

Grouping scheduling means grouping people, and then scheduling people in batches by grouping.

This paper introduces the configuration Steps of grouping cycle scheduling in.

7K S = O adwr
33 Anesdance Managemect > Attendance / Schedule | Group Sthedule
Edit Persennal for Group «  Browss the Sreup Persanned ¥
S| Anendance Setting
Hame Lo Tims From  2023-18-25 To | 20239125 Prosennal 0[] | Morer Q2
T Rafresh T Haw W Dalsts O3 Refresh W Dolsts Parsonnal % Cycle Schaduls  ZF Tamporary Schedule @ Clear Cycle Schoculs @ Cloar Tamporary Scheduis
Hamd Opsrations Perzonnel 1D Firgt Name Laal Name Depariment N 2023-18-26 2023-10-2% I0Z3-10-2T 2023-10-28 2023-10-29 202310
= Mo dats tia dein
® Exception
Anesdance Detall Report >
Daily Atterdance Report &
Monmiy Atencance K. 3
7 Calculote Report
'
] , w ¢ o EDreweperpags +  dumpTe t (8 Page  Tatalaf 0 racords

Arendance cusiom /e, &

5.3.4.1 Edit Personnel for Group

> New
1. Click [Attendance] > [Schedule] > [Group Schedule] > [New].

2. Configure the Group information in the Group Schedule interface.

Field Description:

* Name: Cannot contain special symbols, period name cannot be duplicated, length is 30
characters, required.

Page |130 Copyright©2025 ZKTECO CO,, LTD. All rights reserved.



ZKBio CVAccess User Manual

*  Remarks: Mentioning comments.
» Delete

Click [Delete] to delete the required group from the list.
5.3.4.2 Browse the Group Personnel

> Delete Personnel

Click [Attendance] > [Schedule] > [Group Schedule] > [Delete Personnel] to delete the required
person from the list.

Prampt
Are you sure you want 1o perfanm the celete

operation?

OK Cancel

» Cycle Schedule

1. Select a group and click [Attendance] > [Schedule] > [Group Schedule] > [Cycle Schedule].

2. Configure the Schedule information in the Cycle Schedule interface.

Cycle Scheduls

Schadulz Type" Normal Schedule
Start Tima*

End Time"

Mumber  Shift Typa

22 Flexible Shift

" Ragular Shift

Cancel

Page |131 Copyright©2025 ZKTECO CO,, LTD. All rights reserved.



ZKBio CVAccess User Manual

Field Description:
e Schedule Type:
Normal Shift Scheduling: Only one shift can be selected for normal shift scheduling

Intelligent scheduling: Intelligent scheduling can select multiple shifts. Select
intelligent scheduling, and the software will automatically judge the most suitable shift
according to the punch-in record for attendance calculation.

e  Start Time/End Time: Set which date segment the schedule works on.

*  Select Shift: Select the shift to use for scheduling.

1. Select a group and click [Attendance] > [Schedule] > [Group Schedule] > [Temporary
Schedulel.

2. Configure the Schedule information in the Temporary Schedule interface.

"'.,o hiadule | Graup et 4 oo

Edit Personnel for Groun ~#  Browse tha Groun Fersonnel
Temparary Schedule »
Haime | Timetabl
imetable
October 2023 TODAY
o | 1[0D.D0-18.00} o
el Maonday Tuesday Wednesday Thursday Friday Saturday Sunday [
NA
4
il 0
* 1 12 1 15
E P
2. 2 28 9
an 1
Cancel
4 1= ¥ (L Sl S L - e |} S50°riws per page = dJump T 1 wPage  Total of 1 records

Field Description:

*  Work Type:
1) Normal work: This shift is a normal work shift.
2) Overtime Time OT: This shift is overtime on rest days.
3) Holiday OT: This shift is overtime on holidays.

* Attendance Mode:

1) Punch According to Normal Switch: the default item of the system, and punch in
normally according to the punch in
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2) Punch Once at any Time in a Day: only need to brush the card once in the swiping
interval defined by the time period within one day, even if it is normal to punch in.

3) No Punch Required: Setting this shift can avoid swiping cards.
*  Overtime Mode:

1) Computer Automatic calculation: It is connected with "whether the delay counts
overtime" in the time period. When "whether the delay counts overtime" is "no", the
delayed overtime is not calculated, and the overtime time of the overtime bill is not
calculated at the same time.

2) Overtime must be applied for: delayed overtime is not calculated, only the overtime
order shall prevail; When the signing-back time is less than the end time of overtime,
the overtime time is not calculated.

3) Not Calculated as Overtime: overtime hours are not counted for delayed overtime or
overtime application.

> Clear Cycle Schedule

Select a group and click [Attendance] > [Schedule] > [Group Schedule] > [Clear Cycle Schedule]
to clear the cycle schedule for all personnel under the group.

Prompt

Afe you sure o ciear e cycle schedute from
2023-10-25 10 2023-11-25 for all personnel
under "11" 7

» Clear Temporary Schedule

Select a group and click [Attendance] > [Schedule] > [Group Schedule] > [Clear Temporary
Schedule] to clear the temporary schedule for all personnel under the group.
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Prompt

Are you sure o clear the temporary schedule
from 2023-10-28 to 2023-11-25 for all personnel
under "11" 7

5.3.5 Schedule Details

Click [Attendance] > [Schedule] > [Schedule Details], after setting the attendance time period and
shift, you can schedule the personnel.

33 Anesdance Managemect > Astendance / Scheduls / Schedule Detads

B swdiics siting 5 Tima From 20231025 Ta | 20231125 PFumonnal 10| | Capartmeni Nama Mes~ Q&

o 2 [ Subcrdinate Level ¢ O Refresh & Delete T Export
4' B Depseiment Name 4 Personned Cycle Schedul Depattment Cycle Schedds Groip Cyche Schedule Paraensl Tamparary Schadeh Deprtmast Temporary Schedie Geoup Temporary Scheduls *
b et

Personnal 1D Firat Name Last Name Department . Start Time End Tame Shilt Name Schedule Typs Operations

Hi data

Monmly Atencance K. >

7 Calculate Report

] W G0 rows parpage - JumpTe % [HPage  Tulal ol O recosds

5.4Exception

5.4.1 Appended Log

In the case of personnel going out on business or forgetting to punch in, the manual supplementary
recording of attendance records in the attendance report is called supplementary signing card,
which is generally summarized and entered by the management personnel according to the
attendance results and the attendance system of the enterprise after the attendance cycle ends.
Click [Attendance] > [Exception] > [Appended Log].
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%® < @
Attendance / Exception ) Appended Log
TmaFrom 20233875 00:00:00 | Te | 2023.10:25 735559 Pamomnal 1T hams Maca~ O
«" #° G Subordinate Level ¢ T Refresh  HHew B Delere (@ Approval T Export d Impuri
+ B Depariment Mame Farsoans! 10 First Nama Lazt Nama Dagartmast Name  Funch Time Status Remarks Dparations
o D lestt
Ho datn
[ Atwrdance Detan Report >
[0 ity Atterdance Repart 3
[ monmiy anencance k... >
& calculate Repert >
(B Ariesdance sustom ... » 50 fows per page +  Jumm Ta 1 fiPaga  Tatal of 8 racords
. .
1. Click [Exception] > [Appended Log] > [New]:
mml:uwﬁunmw To | 2023-10-25 23.63.59 | Farzonnsl 0 Hame | *:W_Ha.‘ Q %
«" 2% U subordinate Level . ¢ < Relresh @ Oalets [ Approval - T Export % mport -
4 B5 Depy New ®
» [ te
Personnal I} Nama Q ¢
2% [ Subordinate Leve! Contained  Allsmative SalactadiF]
4 B3 Department Name Persannel 1D First Name Lazi Name Deparim... Personnel 1D Firsl Name Last Nama Di
» [3 testl
™ 2 Department
#
tast Department
217 Degariment
1-3 S0 rows per page
»
Punch Date" 2023-10-25 Remarks
Punch Tims" 1443

oK Cancel

Fields are as follows:

*  Personnel: Select the required personnel for an appended receipt, multiple choices are
available.

*  Punch Data/Time: Set the date and time of punch.
*  Remarks: Enter the reason for an appended receipt, the max length is 50.

2. After filling the information, click [OK] to save and exit, the appended receipt will be displayed
in the added list.
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1. Click [Exception] > [Appended Log] > [Delete]:

2. Click [OK] to delete.

1. Click [Exception] > [Appended Log], select a personnel information and click [Approvall.

2. Click [Passed] or [Refuse].

Attendance / Exception / Appended Log

Time From | 2023-08-25 00:00:00 To | 2023-10-25 23:59:59

Personnsl ID

. 2% [ subordinate Level ' ¢ O Refresh T+ New T Delete
4 5 Department Name Personnel ID First Name Passed  Name
b [ testt ) Refuse
a1
You can export selected appended receipt data in Excel, PDF, and CSV file format.
ZKTECO
Appended Receipt
. D rt it g :
Personnel ID First Name Last Name ?fm::;_n Department Name Punch Time Remark Operation Time
2017-12-15 08:40: 2017-12-15 16:40.
1 Jerry Wang 1 General 2
oo 51
Development 2017-12-15 08:40: 2017-12-15 16:40:
2 hueey e 3 Department 00 51
2340 Sherry Yang hotel Hatel 2017—1262’5 0840 2017- |2;5 16.40:
Financial 2017-12-15 08:40: 2017-12-15 16:40:
3 Leo Hou 4
Department 00 51
2017-12-15 0840: 2017-12-15 16:40:
4 Bemy Cao 1 General o0 51
Markeding 2017-12-15 08:50: 2017-12-15 16:61:
LY
3 Neaa = 2 Department 00 00
. Financial 2017-12-15 09:50: 2017-12-15 162512
(5] Amby Li 4
T " Department o 00
- 2017-12-15 09:80: 2017-12-1516:561:
7 Jacky Xiang 1 General oo 0o
Leave

Personnel may need to leave at different circumstances. They can apply and the leave will be

displayed here:

Click [Attendance] > [Exception] > [Leave].
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ZKEio CV

[ Anesdance Mansgemeet 3

B Anendance Setting

B sensaute

[ aneedance Deta Report »
[ Daily Attendance Report
[ monmiy anencance

& calculate Report

Attendonce / Exception | Appended Log

Tima From 20335675 00:00:00

«" A [ Subordinate Level

+ B3 Department Name:
oD et

Te 3023.10.28 35550 Famonnal 1T

‘ TiRefresh  ZFHew B Deless (@ Approval -
Parsaans! 10 Firgt Namg
] 50 rows per page

1. Click [Exception] > [Leave] > [New]:

Last Nama

JumpTa 1

I Ewport o Import -

Dagartmast Nams  Funch Time
Fodata
fiPags  Total of 0 records

Perzannel 10 Mams Q
" 2% [ Subordinate Level G
4 B3 Department Name Personnel IO First Name Last Name Departm..
v [ testt
2 Department
1 test Department
817 Department
1-3 50 rows per page -
Leave Type” e - Leave Reguisition Phole
Start Time* 2023-10-24 15.10.09
End Time" 2023-10-25 151009
Remarks
| Save amnd New “ Cancel

Status Ramarks Oparations

Selected(D)

Personnel 10 First Nams= Last Name o

Fields are as follows:

*  Personnel: Select the required personnel, multiple choice is available.
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Leave Type: Set the type of leave.
Start Time: Start time of the leave.

End Time: End time of the leave.

Remarks: Enter the reason for leave, the max length is 50.
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* Leave Requisition Photo: Upload photo of supporting document for the leave request.

2. Afterfilling the information, click [OK] to save and exit, the leave information will be displayed in
the added list. Click Ed button at the end of each line to view the leave requisition photo.

Attendance | Excaption { Leave

Tima From  2023-09-25 00:00:00 To |2023-11-25 235969 Perzonnal ID Laava Type | ——n - Mara o &
™ A [0 Suborginate Level ¢ T Rafresh ¥ New [ Delete [ Approvel £ Export & Impert
4 5 Department Name {ame Depariment M Leava Type Start Time End Time Leave Duratio.. Leave Duratio.. Stalus Remarks Operations
3 testt
ODepariment Name Personal Leave 2023-10-24 1510:09  2023-1¢-2515:10:03 0 0o Passed ﬁ

—_

Click [Exception] > [Leave], select a personnel information and click [Delete].

N

Click [OK] to delete.

1. Click [Exception] > [Leave], select a personnel information and click [Approvall.

™

Click [Passed] or [Refuse].

Attendance / Exception / Leave

Time From 2023-09-25 00:00:00 To | 2023-11-25 23:59:59 Personnel D
" 2% [J subordinate Level' ¢ < Refresh T+ New W Delete | I
4 5 Department Name g Personnel 1D First Nam¢ & Passed  name
L |
test1 = [ Refuse
- 51+
You can export selected leave data in Excel, PDF, and CSV file format.
ZKTECO
Leave

Perscnne| 1D First Name Last Name m;ilan:gn;m Department Name Leave Type Start Time End Time Femark Cperation Time
1 i i e s 201?-12[-’1?5 1636 201?-12[-’;516:36: 201?-12.]17516:35:
Financial : 2017-12-15 18:38: | 2017-12-15 16:38: 2017-12-15 16:38:

3 Leo Hou 4 Department Marriage Leave 28 oH Sk
Marketing 2017-12-15 16:36: | 2017-12-15 16:36: 2017-12-15 16:36:

5 Mecol Ye 2 Department Annual Leave 19 19 P
Financial 2017-12-15 16:38: | 2017-12-15 16:38: 2017-12-15 16:39:

& Amber Lin a Pt Siek Leave ) £ o
9 T 1 . D B fing | 2017-12-15 18.39: | 2017-12-15 18:39. 2017-12-15 16:39,

Departmernt Leave 02 02 10

Overtime

Click [Attendance] > [Exception] > [Overtime].
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ZKBio CV. S #®

[ Anesdance Mansgemeet 3 Astendance | Exception | Cvartims
E Abendance Setting Tima Fram 20230525 00:00:00 Ta 239135 1_.53 55 Pasonnal 1T Pame Mace - Q &

«" #° G Subordinate Level ¢ iRsivesh T New B Deless 0 Approval - I Export & Impori -

+ B3 Department Name Parsoans! 10 Fliet Nama Last Nams Dagartmast N Blari Tims End Timg Ovartime Dura . 51018 Ramarks i

oD et
No data
m Anesdance Detall Report >
m Daily Atterdance Roport
m Monthly Atencance
& calculate Repert
] 50 fows perpage = JummTa 1 (i Faga  Total of § racords

1. Click [Exception] > [Overtime] > [New]:

iﬁ %@ Fersonnal IO Name £
I'B < 2% M Subordineis Level Contained  Altermative Selected(0]
+« B Depanment Name Personnel 1D First Name Last Name Departm... Personnel ID¥  First Name Last Name o
r [ test

2 Department

1 test Department

BT Department

1-3 50 rows:par page ~
4 »
Stant Time™ 2023-10-25 15:16:50 Ovartime Duration{Minutas) o
End Time* 2023-10-25 1“3.1IS.EI:l Femarks
Save and New “ Cancel

Fields are as follows:

*  Personnel: Select the required personnel for overtime, multiple choices are available.
e Start Time: Start time of overtime.

*  End Time: End time of overtime.

*  Overtime Duration: It is automatically calculated based on the start/end time and cannot
exceed one day.

*  Remarks: Enter the description of overtime, the max length is 50.
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2. After filling the information, click [OK] to save and exit, the overtime information will be
displayed in the added list.

1. Click [Exception] > [Overtime], select an personnel information and click [Delete].

2. Click [OK] to delete.

1. Click [Exception] > [Overtime], select a personnel information and click [Approvall.

2. Click [Passed] or [Refusel.

Attendance / Exception / Overtime

Time From | 2023-09-25 00:00:00 To |2023-11-25 23:59:59 Personnel ID
. 2% [ Subordinate Level ' < & Refresh T+ New W Delete E
+ 5 Department Name 2 Personnel 1D First Name¢
> O test =] Refuse
81
You can export selected leave data in Excel, PDF, and CSV file format.
ZKTECO
overiime
Persannel ID First Name Last Mame Dﬁim‘:ﬁ“ Department Name OT Type start Time End Time Remark Operation Time
Finandial 2017-12-13 16337, | 2017-12-15 1847 2017-12-15 1637,
3 Leo Hou 4 ol Nomnal OT ) il S
& i i 5 D@mﬁﬂﬁr o 2017426;311:44: 2017.12(.]:311_-44_ e A zow—:z%an:u_
Adjust Rest

Click [Attendance] > [Exception] > [Adjust Rest].
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% < @
[ Anesdance Mansgemeet 3 Astendance | Exception | Adjust Rest
3 Anendancs swing Time From 2023-35-75 To. 20234125 Famennal 1T || hams Maca~ O
B seneauie o 2% [ Subordinate Level: < GiRefresh  Thew B Delmw (0 Approval T Export sk Impari
o~ s B3 Departiment Mame Farsoansl 10 Firet Nama Last Nams Dapartmast N Adjust Date Sratus Ramarks Cpatations
i Mxception
o D lestt
Mo data
[ Atwrdance Detan Report >
[@ oaily atterdance Ropart 3
m Monthly Atencance R.. >
& calculate Repert >
8 Anendance custom s, 3 50 rowe per page Jump Ta 1 il Paga  Total o racords
1. Click [Exception] > [Adjust Rest] > [New]:
Attendancs [ Exception. Rest
> T —_— = | i b
Time From 20230525 |Te [2025-11:25 | PersonnsliD | | Namal | Morer G 0
1 Hew x I
eal ’2
" Personnel ID Mamz a @
4 B Day }4
r O :
¢" 2% [ Subordinate Level Contained  Allemative Selected|D)
4 B3 Depanment Narme Personnal 1D First Name Last Nams Departm Fersonnel IO First Name Last Name o
b 3 test
2 Depariment
1 test Department
&% a7 Depariment
1-3 50 rows per page -~
4 *
Adjust Dats” 2023-10-25 Remarks
J Cance

Fields are as follows:
*  Adjust Date: The date and time of adjustment.
* Remarks: Enter the reason to adjusting and append the max length is 50.

2. After filling the information, click [OK] to save and exit, the adjust and append information will
be displayed in the added list.

1. Click [Exception] > [Adjust Rest], select a personnel information and click [Delete].
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2. Click [OK] to delete.

1. Click [Exception] > [Adjust Rest], select a personnel information and click [Approvall.

2. Click [Passed] or [Refuse].

Attendance / Exception / Adjust Rest

Time From | 2023-09-25 To [2023-11-25 Personnel 1D
¢ 2% [ Subordinate Level' ¢ O Refresh =+ New [ Delete | t
4 5 Department Name ]  Personnel ID First Name & Passed  name
r 3 testt ) Refuse
B4 8-

You can export selected leave data in Excel, PDF, and CSV file format.

ZKTECO
Adjust and Append
. Depariment 5 = 2
Personnel 1D First Name Last Mame Nl Department Name Adjust Type Adjust Date Schedule Name Remark Cperation Time
erd . 2017-12-18 13:54:
1 Js W 1 General App 2017-12-18 Day Shift 123
o e = Allendance £ 54
Development Apnend 4 : 2017-12-18 1355
z L T 3 2HT-A2-18 Flexible 456
ky Al Department Atiendance # 40
9 Lillan el 3 Revcopment Adjust Rest 2171218 adjust reat AAVFRIZ 1B TAS,
Department 0z
Adjust Shift
Click [Attendance] > [Exception] > [Adjust Shift].
[JZKBioCVAccess = # S @
[ Anesdance Mansgemeet 3 Astendance | Exception | Adjust Shift
3 Anendancs swing 5 Tima From 20238875 Ta | 20234135 Pummnnal 10| hama Moce- O 0
B scneauie » o 2% [ Subordinate Level: < CiRefresh T New B Delewe T Expert Mapsroval = & Import
- a B3 Department Mame: Parsoonsl 10 First Na Last Na Dapartmant Name  Adjust Type  AdjusiDate  Aglust Snifi Adjust Fers  Adjusl Personnal M. Adjust Parsaans! Lasl Dapi
% Eeceptian - R
Appended Log
Lazue
(&
Mo data
[ Atwrdance Detan Report >
[0 ity Atterdance Repart 3
m Monthly Atencance R.. >
& calculate Repert >
50 rows per page JumpTa 1 it Page  Tatal of @ records

& avendsnce custoen ... >

1. Click [Exception] > [Adjust Shift] > [New]:
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Adjust Type Adjust the personal .. v
Faersannel ID* | |

-—
Firgt Name

Cepartment Name

Adjust Date™ 2023-10-25 Adjust Shift Nams e -

Remarks

canc

2. Adjust Type is divided into three shifts:

1) Adjust the personnel shift on the same day: It will adjust one personnel’s shift on the same day.

Mew o
Adjust Type Adjust the personal shil ¥ |
Perzannel ID° —|
First Name |
Department Name |
Adust Dara” 023-10-25 | Adjust Shift Name [ -

Remarks

*  Personnel ID: The max length is 32. (Fill the correct ID. After you enter the ID and click on
the next field, the Name and Department are automatically filled.)

*  First Name: Obtained automatically based on Personnel ID.

*  Department Name: Obtained automatically based on Personnel ID.

*  Adjust Date: The date and time of adjustment.

*  Adjust Shift Name: Choose an adjust shift.

*  Remarks: Enter the description of adjusting shift, the max length is 50.

2) Adjust the personnel shift in other days: It will adjust one personnel’s shift in different days.
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New x
Adiust Type Adjust the personal shif »
Personnel ID°
Flrst Name
Department Name
Adjust Date 2023-10-25 Adjust Date 2023-10-78
Remarks

Cancal

*  Personnel ID: The max length is 32. (Fill the correct ID. After you enter the ID and click on
the next field, the Name and Department are automatically filled.)

*  First Name: Obtained automatically based on Personnel ID.

* Department Name: Obtained automatically based on Personnel ID.

* Adjust Date: The date and time of adjustment.

*  Remarks: Enter the description of adjusting shift, the max length is 50.

3) Two-people exchange: It will exchange shifts of two people on different days.

New o
Adjust Type Two people exchangs v
Personnel ID° Adjust Personne! ID*
Flrst Mame Adjust Personnel Name
Department Name Adjust Department Name
Adjust Date 2023-10-25 Adjust Date 2023-10-25

Remarks

Cancel

*  Personnel ID: The max length is 32. (Fill the correct ID; after you enter the ID and click on
the next field, the Name and Department are automatically filled.)

*  First Name: Obtained automatically based on Personnel ID.
* Department Name: Obtained automatically based on Personnel ID.

* Adjust Personnel ID: ID number of the adjust personnel. The max length is 32. (Fill the
correct ID; after you enter the ID and click on the next field, the Name and Department are

automatically filled.)

*  Adjust Personnel Name: Obtained automatically based on Personnel ID.

*  Adjust Department Name: Obtained automatically based on Personnel ID.
* Adjust Date: The date and time of adjustment.

*  Remarks: Enter the description of adjusting shift, the max length is 50.

3. After filling in the information, click [OK] to save and exit, the adjust shift information will be
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1. Click [Exception] > [Adjust Shift], select a personnel information and click [Approvall.
2. Click [Passed] or [Refuse].
Attendance / Exception / Adjust Shift
Time From | 2023-09-25 To (2023-11-25 Personnel 1D Name
2 e Subordinate Level ' < O Refresh =+ New T Delete T Export
4 5 Department Name Personnel D FirstNa.. LastNa. [ EPassed ;o0
r 3 testl
8= I [Z) Refuse
You can export selected adjust shift data in Excel, PDF, CSV file format.
ZKTECO
Adjuat Thif
Parsonnd 1D Fiet Nars Last Nams: Dm":’“ Depanmant Mame | Adjust Type Atfisi D Fersanna (0 ““"’L:‘m':”" M':‘:',:‘;::E"*' cﬁrﬁ DepanmentMara | AfuS D Rsmart Dperton Trs
3 Loa +ou 1 Prencal |Adsthe penoral| gy 5545 20071213 2
Ceparment shikin ofherdays 7
Agp=the persoral 20171208 19:0x
+ Rey Can 1 Beneral =hifl in the s=re T-12-15 Charge o lexide |~ ar
. B o 3 Warkeig T peis ey 7 P o E Warheing T e | DTN 0
= Ceparment rechange T 2 Doarient 2007121 ’ .

Attendance Detail Report

Manual Calculation

In the Attendance Report, you can view the clock-in record of a person and check whether the

attendance status of the person is correct through attendance calculation. If it is correct, it means
that the attendance business configuration is completed.

Click [Attendance] > [Attendance Detail Report] > [Manual Calculate].
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Attendance [ Alt=ndance Destadl Report ( Manual Celculate

Monmly Atencance K. >

1. Check

Fumonmal D || | Hama a &
«" A [ subordinate Lavel ¢ i Refresh ) Altendance Caloulation
B Department Name Parsoansl 10 First Hams Las! Nama
[ testt
3
1" L)
&
12 50 rows per page *  JummTa 1

Dopgartmest Number Daparimant Name
1 Daparimant Hame
1 Dupariment Mama

Ll Dapartmnent Mama

(tPags  Tatal of 3 racords

the person who needs to perform attendance calculation, and click [Attendance

Calculation].

Attendancs Calculation

Start Time* |2023-10-01 00.00 00
End Time* |2023-10-25 2359 59

Including resignied personnel () Yess) Ne

A\ Attenidanc= optional tims rang= the frst o manths fo tha dayl

Attendance Caloulafion | Close

2. Configure the attendance calculation information, and click [Attendance Calculation].

Total Progress

Processing command

x

O PSSy

The filtration condition "Lls;}é.e'dy!
Initialization of database has completed!

Start calculating!

Attendance Calculation100%...
End the calculation!

The operation succesdad!. ..

Initialization of exception data has completed!

4

The window will close after 4 second(s)

Suspend Close I Close

3. After the calculation is completed, you can view related reports.
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Transaction

Attendance records of all employees will be displayed on this interface, including the attendance
record of uploaded attendance transactions. The record of the normal punch on the device will be
uploaded to the software as the original record. When a particular data is selected, the details will be
displayed on the right side of the page.

Click [Attendance] > [Attendance Detail Report] > [Transaction].

(JZKBioCVAccess & % © O -
Atendance Manngement 5 Attendance | Attendarce Detail Reperl | Transachans

& . 203805 o0 T | 2024-05.18 33 528 g 10 iz Mosa~
A 5 Satring y Tima From  2024-25-01 00.00 03 0| 20240510 23 53850 Parsonng I Kame ore a o

Schodule it ¢ CRaresn L Ewpon Impart U Disk Records Gk Synchronize attandanca racords

[ Test Farsonnet iD First Hame Last Hame Department Mams  Attandancs lims Alendance Photo  Atlendance Stals aftendance 4res

Excaption
1175 M Test 2024-05-15 11:56:25 Checle i Ares Name

0 Arendance Densil Repodt

Daily Attendance Raport 3

Moiihly Atndance B... 3

Calculata Report %

& = EOrus ge = Total o1 reconss
Aemddance x M - 50 s par nage otal of 4 reco

ISTENE Y- ¥ ]

You can export selected leave data in Excel, PDF, and CSV file format.

The “Import U disk record” feature allows you to import the device data (including access control,
parking, Facekiosk, Video records) to the transaction table.

The access control records can be synchronized to attendance records through this function. Select
the start time and end time to import, check the attendance point list and click [OK].
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Synchronize sitendance records

Start Tme |2023-10-25 000000 |
End Tima [2023-1025 235958 |

Attendance Point Liat [Please select the aftendan |

5.5.3 Daily Attendance

The table shows personnel’s daily attendance status, punch time, the early leaving time, the latest
time, the detailed punch time during the selected period.

Click [Attendance] > [Attendance Detail Report] > [Daily Attendance].

3 2 O
Mstendance / Altzndance Detail Regort ! Dally Atlendance
Timi Fram | 20231081 s 20231035 Pasoanal @ || | Daparimeet Mama Mea- O &
Pl < GiRsfresh L Expert
+ B3 Department Name: Fersonnel 10 First Nama Last Nama Dopartmast Nama  Recerd Date Resord Counts Earast Tima Latest Time. Funch Time
oD et
ik Departmeal Nama  2023-18-25 1 144606 144608 144500
' L} Department Name  Z023-16-19 1 ot 170144 170142

[y Alfericiano=

Daily Attendance Report

Monmly Atencance K. >

< Bl 2 3 4 5 > Strompepspe - Toiwoidmoors

> Export

You can export selected leave data in Excel, PDF, and CSV file format.
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Daily Attendance Report

Daily Report

This function is used to get the daily report within the specified range of date and time attendance
details of personnel, including attendance, late arrival, early leaving, overtime and so on.

Click [Attendance] > [Daily Attendance Report] > [Daily Report].

(JZKBioCVAccess & # £ @ awn -
JYRRIRTSTVINOTSI PRI i1 =nciance | Dadly Attendance Report / Dnily Report
PET— 5 Tima Fram 20231081 T: 0739025 Prenennal T || Daparmen Hams Mea- O
Schedule ¥ e 3 O Refresh I Expart
Rreiption 5 « 2 Department Name Farsnnnel Dagartmasl Nama  Atandance Wask Thmutakla Details Punch Data  Punch Expactad/Actualiminuta) Late
b Oyt n Flrat Nams  Last Nama Nama Wark Tima Smould  Actual  Valid Cou
Atiendance Detail Report » 1 " Dapartmant Hame: #023-18-18 wa s o 2.0 oo
Dally kit dance Raport v 7" o Dupartmast Name' 2023-15:13 Th ] o w1 oo
1 r Departmant Nams  2023-14-2 “ 00 0o
z Departmest Hame  2023-15-26 e ] 00 ) i
- Departmant Name 2023-18-01 Su b 0o 0 1]
1 Department Hame  2023-18-02 Mo t L] ] K]
51° Department Name  2023-10- Ta i 0 (1}
81+ Dopartmant Name  2023-18 Wa ] (i} ] o
Early Leawe Report
51" Departmaal Nams 2023-10.05 ™ ] na ) oo

You can export selected leave data in Excel, PDF, and CSV file format.

Work Time Report

This will be the total effective time of this shift. It is automatically set by the system as per the
Check-in/out details.

Click [Attendance] > [Daily Attendance Report] > [Work Time Report].
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You can export selected leave data in Excel, PDF, and CSV file format.
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Overtime Report

This function is used to get the overtime report within the specified range of date and time
attendance details of personnel.

Click [Attendance] > [Daily Attendance Report] > [Overtime Report].
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You can export selected leave data in Excel, PDF, and CSV file format.

Leave Details

Personnel may need leave at different circumstances. They can apply and the leave will be displayed
here.

Click [Attendance] > [Daily Attendance Report] > [Leave Details].
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You can export selected leave data in Excel, PDF, and CSV file format.
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Exception Report

This function is used to get the exception report within the specified range of date and time
attendance details of personnel.

Click [Attendance] > [Daily Attendance Report] > [Exception Report].
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You can export selected leave data in Excel, PDF, and CSV file format.

Late Report

This function is used to get the late report within the specified range of date and time attendance

details of personnel.

Click [Attendance] > [Daily Attendance Report] > [Late Report].

[JZKBioCVAccess i % < @
Anerdance Manajgemeet Attendance | Dady Attendance Report / Late Repart
Atiendance Setiing ¥ Tima From 20231081 Ta 302310.26 Persennal O Dapartmant Nama Masa Q &
et * e « O Refesh L Expert
i + B3 Department Name Farsnnnsl Dopartmast Name  Attendancs Wask Timatasla Details Punch Data  Punch . Late(misate)
reaption > 5
D lestt (i} Flrst Nams  Last Mamg Hama Wark Tima Counts  Duratien. Total
Anendance Detall Report »
Dally Attendance Report
Dty Repoit
Ho dara

You can export selected leave data in Excel, PDF, and CSV file format.
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Early Leave Report

This function is used to get the early leave report within the specified range of date and time
attendance details of personnel.

Click [Attendance] > [Daily Attendance Report] > [Early Leave Report].
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You can export selected leave data in Excel, PDF, and CSV file format.

Absence Report

This function is used to get the absence report within the specified range of date and time
attendance details of personnel.

Click [Attendance] > [Daily Attendance Report] > [Absence Report].
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You can export selected leave data in Excel, PDF, and CSV file format.
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Monthly Attendance Report

Monthly Detail Report

This function will automatically give the report for a selected month on a daily basis. The report
includes attendance status and characters, and summarizes the actual attendance time, absence,
leave, business trips and outings in the month.

Click [Attendance] > [Monthly Attendance Report] > [Monthly Detail Report].
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The attendance status is displayed as per following priority at the bottom of the interface.

You can export selected leave data in Excel, PDF, and CSV file format.

Monthly Work Time Table

This function will automatically give the report for a selected month on a daily work time.

Click [Attendance] > [Monthly Attendance Report] > [Monthly work time table].
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You can export selected leave data in Excel, PDF, and CSV file format.
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Monthly Punch List

This function will automatically give the report for a selected month on daily punch list.

Click [Attendance] > [Monthly Attendance Report] > [Monthly Punch List].
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You can export selected leave data in Excel, PDF, and CSV file format.
.
Monthly Overtime Report
This function will automatically give the report for a selected month on daily overtime.
Click [Attendance] > [Monthly Attendance Report] > [Monthly Overtime Report].
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You can export selected leave data in Excel, PDF, and CSV file format.

Calculate Report

Monthly Staff Report

This function will give details for a selected month. The details include personnel attendance
summary status and detailed information, including attendance, late, leaving early, etc.

Click [Attendance] > [Calculate Report] > [Monthly Staff Report].
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You can export selected leave data in Excel, PDF, and CSV file format.
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Employee Overtime Summary
This function is used to get the overtime summary report within the specified range of date and time

attendance details of personnel.

Click [Attendance] > [Calculate Report] > [Employee Overtime Summary].
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You can export selected leave data in Excel, PDF, and CSV file format.

Leave Summary

The report summarizes the valid time for all valid leave records, leave type, within the selected date
range. Select the time range from which you want to view the leave record.

Click [Attendance] > [Calculate Report] > [Leave Summary].
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You can export selected leave data in Excel, PDF, and CSV file format.
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ZKTECO

Leave Summary
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Monthly Departmental Report

This function is used to get the monthly detail record of all departments. Details include details of all
personnel in the department, attendance, late, leaving early, and so on.

Click [Attendance] > [Calculate Report] > [Monthly Departmental Report].
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You can export selected leave data in Excel, PDF, and CSV file format.
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Departmental Overtime Summary

This function is used to get the departmental overtime summary report within the specified range of
date and time attendance details of personnel.

Click [Attendance] > [Calculate Report] > [Departmental Overtime Summary].
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You can export selected leave data in Excel, PDF, and CSV file format.

Departmental Leave Summary

This function is used to get the monthly detail record of all departments. Details include details of all
personnel in the department, attendance, late, leaving early, and so on.

Click [Attendance] > [Calculate Report] > [Monthly Departmental Report].
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You can export selected leave data in Excel, PDF, and CSV file format.
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Annual Leave Balance Sheet

This function is used to get the annual leave balance sheet of personnel.

Click [Attendance] > [Calculate Report] > [Annual Leave Balance Sheet].
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Depariment Leave Summary

You can export selected leave data in Excel, PDF, and CSV file format.

Attendance Custom Report

Attendance Custom Report

This function is used to get the custom attendance report, you can select the report content
according to your needs.

Click [Attendance] > [Attendance Custom Report] > [Attendance Custom Report].
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You can export selected leave data in Excel, PDF, and CSV file format.
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Smart Video Surveillance

Device Management (New)

Device

This operation is used to instruct users how to connect NVR to the platform and cameras, so that the

platform can manage the connected devices uniformly, such as viewing the live and video
recordings of cameras.

Click [Smart Video Surveillance] > [Device Management > [Device].

[JZKBio CVAccess = Q0 6w -
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Adding Devices

Maximum supports 1024 video channels, support 64 channels preview and 16 channels real-time
playback simultaneously.

1. Click [New] under the main device list to display the adding interface.

New % |

Protocol Type® ZKTECO =
Type* ZKTECO
MName* ZKIVA-Edge T1
Address* ZKIVA-Edge X1

ONVIF
Port*

TPLink
User Name®
Password®

Cancel

There are 5 types you can select (ZKTECO/ONVIF/ZKIVA-Edge T1/ZKIVA-Edge X1/TPLink). If the
purchased device is ZKNVR, select "ZKNVR" for the type.
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Field Description:
* Type: Select the device type.
*  Name: Customize the device name.

*  Address: Configure the device address. The format is: xxx.xxx.xxx.xxx, for example: 192.168.

e Port: Configure the device port.ZKNVR default is 8081.

* Username and Password: The NVR's user name and password.

zNote:

*  For ZKNVR, the default account is (admin, 12345678)

e  For ZKIVA-Edge T1, the default account is(hxgk, hxgk1234)

* Ifyou need to configure intelligent functions, visit the ZKIVA-Edge T1 Web side.

2. Click [OK].
Delete

Click [Smart Video Surveillance] > [Device Management > [Device], then select [Delete].
Search

Click [Smart Video Surveillance] > [Device Management > [Device], you can select your device
type and click Search to search NVR or IPC.
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Click [Refresh] to refresh interface.

Select the searched device to add.
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Batch fill the password of the device
Sync Camera
Click [Smart Video Surveillance] > [Device Management] > [Device], then click [Sync Camera].

Batch Sync Library

Step1: Enter Smart Video Surveillance X Device Management [X] Device, and click "Batch Sync

Library".

ZK VAccess i % 08 O -

[ PR < 511 a0 Survestnce | [evice Managament | Davice

_ ams Stoe —— B —— " Acers ews 3 B2

mup Maragament
Mo DiRefiesh  Mew @ Delete 5 Acuaiment Aree (B Vides Storage Marg

W Address Profocef Trpe  Dewice Traee Status Subswl . Operatiany Device Hpne ChannelCode  Statur  Camer Type Troe IF Address

1 1N 1BSIITAS  IKVAEdQR X1 Al L £

N data

CH video View

G tocoding O The Wt

& meotigem e
% Statistics

-

£, Videa Puniol

Iy ——

11 0 raws par JumeTa 1 #1 Faps  Tolai of 1 rocoids o a0 1w par page Jume Te 1 0 Faps  Totahof O secends
@) Maimensnce ot 80 raws per page L B pag o

x -
Bmatt Vides Survelidncg rléum Managament ( Derica
Hama T ~ B Cuwcanama Pave— mn- G B @
CiRutash S Mew B Deeln  OSaar oo - T = mELLC=Sy T heiene Qseary 2 ASusment s (@ Vates Biaige - Mbe
Batch e Liseary *®
Naera Atass ChanesiCods  Bams  Camers Type  Type 1P Adaress
Ware || a B e
A Salaciedi
L3 Lib List Libran st Larm Lt Liseary
Fass Lis At L

Farbidoen Lisl Eiock List

0 4 . sprewrsstompe - dumpTaf 0 FAge ol or D records W48 s onrowaperpage *  dimpTo 1 1B Page Total ol 0 cucuas

Step3: Select the devices for which you want to synchronize the list (multiple can be checked at once),
move them to the right, and click "OK" to complete the list library synchronization.
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= 080
! Dl I Bavice
ama T — - OB & Do Mama | T wor- O B oo
GiRotmcn  Seow @ Duiste O Sag w @ Duisln [z Adustmont Aras @ Wides Storags - Mans -
aten S0 Lty x| ' G g
Hiana Adres Craneel Gude  Shanm | Camera Tipd Tye 1P Addres:
x4 (R L
Hams o R 2
Htematn Sebecteam)
B Nama Addrazs Kana ftdruss
" 102 16813799
.
N G Mo daty
Cancel
i (
1 4w Sirawsperpage = demsTE 1 (1 Fags  Tuini af § recaidy S0 o n Shmwdperpage < M et MFape  Tolalnt o mrnn

Data will start to be imported automatically until the operation completion prompt is given.

Add IPC to NVR

Click this icon to extend the page for adding cameras.

(JZKBio CVAccess i = QO =i -

S TR TOONRURCR < mat Vidso Survaillsnce | Davica Managemant { Davice

Group Managemant

TrRefrech  FMew @ Delete  ChSearch % Sync Camera Mora

Kame Address Frolotol Type Device Type  3atus Subsi Opearations

116 10.5.18.115 ZKTECO NVR £
Video View
Docoding On The Wall 3
Imtedligent
Statistics

s Video Patrol
Miag Management
Vidoo Interom
50 raws per page lump Ta 1 1Fags  Total of 1 reconds

Maintenance Conligur. ..
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ZKBio CVAccess

= Device Management

Smarf Vidaa Survaillance ¢ Davica Managemant | Davice

Group Managemant
O Refrech  ZrMew @ Delete  Ch'Search % Sync Camera -~ Moro
Kame Address Frolotol Type Device Type
116 10.5.18.115 ZKTECO NVR
Docoding On The Wall
Imtedligent
Statistics
Vidao Patrol
Miap Manigement
WVidao Intercom
11 50 raws per page lump To 1 1 Fage

Maintenance Conligur. ..

Click [New] to add camera to NVR.

| a e

SHatus

Jubso

Total of 1 recorg

Trsah ¥ Mew @ Detete O3 Search  ® Syne Camera -
Kama Adiress
*
186 TEBAEATE
Authonze Azes” =
UserName’
IP Addrezs”
Part” 81
OK cancs
11ZKBio CVAccess H
PY Dovice Mansgomant ‘Smart Videa Surretiance | Device Mansgement ) Davice
Wi Qe Deace
D Ratresh I3 Naw Wosele O Sgarch X Sync Camaera More
Hame Arass Frofocal Typs  Devica Type  Siains Subed
14 10.8 16,115 ZKTECD NYR
B ecoding On Tha Wall
Irstwiligent
Statistics
Map Manageman
Video Intersom
Lo 50 rows parpege Jump To 1 1 Fag

Maintenance Configur,.
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Device Name 1P Addreas a e
afresh ¥ Mew @ Delete O Search [ Adjusim More
Device Mame Channel Code Slatus Camera Type yoe IF Address
12 camaora Fixgd Camara 10.£.16 12
LHZ 2 Fingd Camera 1061038
CH3 ] F 10.8:1
v
3 Jump Te 1 " Faga
1P A | Q @&
H Dalete. CSaaeh (2 Adjustmenl Ared - Mofe =
Channal Code States | Camsra Typs Tupe
1 Unlies  Fread Camara
2 nine Fraed Camars
5 Online  Fiked Camera
© O ww -
Hamz Le TS
Adju Mo
Devica-Name  Channsl Code  Siabir  Camara Type 1oe
IF-Camary ' 10.8.18.18
L2 Fivad Camara
CHE Frasd Camers 1681538
] 5010 ump To 1 1Fage  Talalal 3 racords
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Click search to add camera devices to NVR.

Total Progress ||
Protocol Type  ONVIF -
Pori

IF Address Type

Uger Mame | Pazsword

Aule Search

Typ= Drive Uzer Mams

No data

Passwerd

» Adjustment Area

Select the camera device and adjust the authorization area of the device.

> Reboot
Click to reboot camera.

> Basic Configuration

Configure camera information.
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Adjusiment Areg

Authorize Area™

Cancel

35 Reboot

%= Basic Configuration

5E Linked Capture

Maintenance Management

B Stream address
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L) System Parameters Wideno Channel

| Basic information

Basic Configuration

Hzme Devics Trpe Drive

IF Camara ] | | ZHTeco

Equipment humber Usar Name Froni-gnd Pagsword (safely remincer. Please modify the
A2vice INfiAlaton password in Ime|

|cH1 | |atmin e Change:

Trpe

|ZKTECO

e

» Linked Capture

Capture photos of camera.

» Maintenance Management

Click to enter the web interface of the device.

» Stream address

Click to view the device's stream address.

6.1.2 Group Management

Click [Smart Video Surveillance] > [Device Management] > [Group Management].
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Smart Vides | Diayiee 7 | Group
Group ¢ Camera Device ¥
Hama a e Divica Nama | a e
CiAetresh  FNew W Delete CiRetresh @ Dedete
Cvmp Maragomenm
lincimeein) Hime Tparatisns Camta Mams  Stales  Duyice Typa Camara Trpw 1P Addrass

Detwult Growp £ &

Mo cata

-
e Vadwo Patrol
£ Map Maragement
& wvien intereen

Y M GOrowhperpigs - Jiwp o 4 Page [ L s B0 tows parpogn = Jump Ta (0 Fage  Total of & records
(B Maintenance Configur... > e PAg o e par pogn 3

6.1.2.1 New

1. Click [Smart Video Surveillance] > [Device Management] > [Group Management], then click
[Newl].

2. Click [OK] to save and exit.
6.1.2.2 Delete

Click [Smart Video Surveillance] > [Device Management] > [Group Management], then click
[Delete].

6.2Video View

Click [Smart Video Surveillance] > [Video View].

In this module you can access the videos as Video Preview and Video Playback.
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Video Preview

Click [Smart Video Surveillance] > [Video View] > [Video Previewl].

You can review recorded videos here.
Live Preview

When applying video monitoring products, please strictly comply with the applicable laws and
regulations for the application and maintenance of video monitoring, recording, snapping and other
services. It is forbidden for enterprises or individuals to install monitoring device in office areas,
monitor employees” behaviors, or use video monitoring device to snoop on other people’s privacy
forillegal purposes.

1. Click [Smart Video Surveillance] > [Video View] > [Video Preview].
2. InFull Devices, double-click the online camera to the live playback pane to open live preview.

& Note: During live preview, please do not overlap the windows, interfaces, or dialog boxes of other
programs on the window that opens live, otherwise it may cause live screen or video playback to be
unsmooth.

1. Click [Smart Video Surveillance] > [Device Management] > [Grouping Management].

2. Click [Add] in the grouping list, enter the grouping name, and click "Confirm" to complete the
addition of camera grouping.

3. Select the newly created camera group and click [Add Camera] on the right side. Double-click
the camera in the new interface that pops up, and click [OK] to add it to the grouping, as shown
in figure below.

4. In Intelligent module, select [Video View] > [Video Preview], and in "Grouping Devices",
double-click the online camera to the live playback pane to open the live preview.

&sNote: During live preview, please do not overlap the windows, interfaces, or dialog boxes of other
programs on the window that opens live, otherwise it may cause live screen or video playback to be
unsmooth.
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Channel Name | Owned Device Gl

Altamative Selectad(D)

Channal Nama Owned Device Device Status Channel Name Owned Davica Devica Status

CH1 137 36 Online

&0 rows per page ~

6.2.1.2 Video Preview

Using the round patrol function, the user can switch the live pictures monitored by multiple cameras
regularly. For example, there are multiple cameras in a scene, and the live situation of all cameras
cannot be displayed on a live split screen interface. The administrator can automatically switch the
cameras of a scene to monitor the live situation every 30 seconds by using the round patrol function
and realize the live browsing of all cameras in batches and time periods.

1. Click [Smart Video Surveillance] > [Video View] > [Video Preview].

2. Under the list of grouped devices or full devices, click " @ " on the right to pop up the "Multiple
Camera Operation Settings" page.

3. C(lick [Round Tour] to open the round tour setting window and configure round tour

information.
Multi-camera Settings b4
) Title  (®) Cyeli
Panes 4
Interval(s) 30
Stream type ; Secondary o |

A\ Widget count musi be less then camera count
A The mimmum time interval for round rebin inspection is 10 seconds

e
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Field Description:

¢  Window number: The number of round-robin windows must be less than the number of
round-robin cameras.

* Time interval (seconds): Set the camera rotation picture residence time under the selected
main device.

¢ Stream type:
1) Main code stream: large code stream, high definition, and high bandwidth occupation.

2) Auxiliary code stream: The code stream is small, the definition is low, and the
bandwidth is small.

3) Description: When there is bandwidth limitation, it is recommended to select
secondary code stream.

4. Click [OK] to start the round tour.

5. End the round and click the toolbar < below to close all screens.
» Fast Target Search

Screenshot for quick target search during preview or replay:

When security guards view real-time surveillance or playback video and find a suspicious person in
the screen, they can zoom in on that person and take a screenshot to support quick "target search”
to jump to target search and person track mapping.

1. Goto the [Smart Video Surveillance] > [Video Preview], click to snap a screenshot.

2022-10-12 10:32:28

2. Thenclick [Target search].

Snap a screenshot successfully %
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3. Nextclick [Retrieval].

Intelligent Analytics / Bcene Aoelication / Torget Search

Time Frame

2022-40-1% 10:34:08 20224012 103408

Ganger Glasees Wash
Urijmitec Urimited v Linimitedt

.

Data Moduss Throzholde
Apger Cokar Lower Goior
Linbmites . Unleritac

4, After the retrieval, the retrieval results appear.

Inteliigent Scena ! Sceng Application | Targel Search

() Search Result

Cuery Criteria

"] Gererate Track Report
Time 5ot -

First Hame  Linkncssy
Genger Unknowe
Label g Linknow
Departmenl  Unkncwr

¥ f
Tima Frama  SU22-02-08 142

Ciata Linknown
Motz ?

A
" -

Page 1
Fana

O0—0—0—0—0_ o

o0—O

-1 lot3i & pages in
Frital

O

o—o—0—0

5. In the retrieval result, you can click Generate Trend Report in the upper right corner of the

interface to export the trend report in PDF format, as shown in figure below.

Intelligent Scens / Scene Application f Target Search
(%) Trand Rapart 1| Export Trend Ragorl

Hearder Information Target Detail
Report Nama Trand report about Stranger at 20220712 froms Unkeiowii
Craalar armin Gandar Erikrioven

Time Pariod Jul 1, 2022 5:34:21 PM - Jul 12,2022 534 21 PM
FReport Time F022-07-12 173700

Record Type  Widen Recard Intelligent Scene Recard
Report Destide

Personnel ID unknewn

& Depariment Unknown
Trend Detail
<
[+ ;i
o Q =]
- \ ]
Paint LocationdPC_ 10812211 o o o—0 o
Time:2022-07-12 17:12:22 o 3 o
7 ; o G 173
a0z W2-HTI2 2LEIET 2023
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Racord Detal

6.2.2 Video Playback

Click [Smart Video Surveillance] > [Video View] > [Video Playback].

1JZKBio CVAccess

B Device Management

B Video View

Vi

Docoding On The Wall

Imtedligent

Statfictics.
Peiod

&, Video Parrol 3 From 2024-05-17 00.0000 —— pana 2 1080 128

o E024-05-17 235050

E W Aan B W aam

human wehide

Misgs Management

Video Intercom

Maointenance Configur... >

6.3Decoding On the Wall

6.3.1 Decoder

Click [Smart Video Surveillance] > [Decoding on the wall] > [Decoder].

Hon

18:00
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Smart Video Survediisnce ! Orcoding on the wall | Decader

Dacodar Name. | &

T Refrash S hew B Debors

Decader Name 1P Address Part Trpe

]
7 intailigent

-
S Video Patral
£ Map Maragement

L) > 1 5D rews parpage * Jump Ta 1 i Page Tatal of § recends
Bl Maintenance ¢ R . .

6.3.1.1 Add Decoder

1. Click [Newl].

Decoder Name™
IP Address”
Port”

Type”
UserMame”

Password

Operations.

bin dain

110200,

| PEMXPT0

Comve st o i |

Field Description:

¢ Decoder Name: Custom decoder name.

IP Address: IP Address of the decoder.

e Port: Default port 10200.

* Type: Select the device model to access the decoder. Support PEMXP70 and DEC6109
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decoder access.
¢ Username: Enter the business username.
e  Password: Enter the business password.

2. Click [OK] to save and exit, or click [Save and New] to continue.
Delete

Click [Smart Video Surveillance] > [Decoding on the wall] > [Decoder], then click [Delete].

TV Wall

Click [Smart Video Surveillance] > [Decoding on the wall] > [TV Wall].

TJZKBioCVAccess = £ @ wnn v
A videa view 3 Smart Vides Surveiiinnce | Decoding on tha wall | Ty Wall
BY oevice Management i Qa <
E3 pecosingonthewas T Refrah T New B Detere
= P
a P pTo 0 r
Create TV Wall

1. Click [Smart Video Surveillance] > [Decoding on the wall] > [TV Wall], then click [New
(Create TV Wall)].
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2. Enter acustom TV Wall Name.

3. Inthe Matrix Settings box, customize the number of rows and list of input layouts, and click [Set

up] to apply the layout.
&sNote: Matrix Layout pane settings, supporting a minimum of 1 * 1 and a maximum of 8 * 8.

4, Click next to enter the TV wall binding decoder interface, as shown in figure below.

Decoder channel list

ol

5. Select the TV wall pane to which you want to add a decoder channel, and then click [Decoder
Channel] on the left to complete the binding.

6. Click Finish] to finish adding the TV wall.
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Large Screen Control

Click [Smart Video Surveillance] > [Decoding on the wall] > [Large Screen Control].

(ZKBio CVAccess

Device Management

=4
CF Video View
=2

Dacoding On Tho Wall

Diecudes

Wall

Imtedligent
Statistics
s Video Patrol
Miag Management
& vidoo intercom

Bl Mointenance Contigur. .

Icon

[=d

o
WA
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SR

Video Preview

Collection of Plan

Merged screen

Split Screen

Floating Window

Down Wall

1 Split Screen

4 Split Screen

8 Split Screen

vl [ —

€
arf Vidan Survaillance ¢ Dacoding On The Wall # Large Brraen Condral
Davics Flat Rotational pabol
Parameter
Alarm Setup

O O =nmn -

Description

Select a screen to show the events of linked alarms

Previewing the current screen

Join the list of collection profiles

Merge multiple scattered screens into one

Separate the merged screens

Floating screen window

End on the wall

1 Split Screen

4 Split Screen

8 Split Screen
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Icon Parameter Description
9 Split Screen 9 Split Screen
16 Split Screen 16 Split Screen
25 Split Screen 25 Split Screen
Plan
Click this icon i to save current patrol settings to [Plan].
name Opefations i e
AR 2§ Fatrol wingens Patrnl wandiow
n £ H
il £ u
16503 = 16504 S
B = ofg]
Rotational patrol (New)
(JZKBio CVAccess i = ©Q O aamn -

B Device Management 3 Gmari Videa Survaillance - Dacoding On The Wall / Large Scrasn Gondral

Davice Fla Rotalional palol o v
CF  Video View > 2

=1 1E(33)
3 Docoding On ThaWall
Decoder

Tv Wall

(’ Imtedligent

@ Statistics
2 Video Parral
& Map Mansgement

& vidoo intercom

Bl Mointenance Contigur. . N

1. Click [Smart Video Surveillance] > [Decoding on the wall] > [Large Screen Control]>[TV
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Wall] to selecta TV.
2. Select a window, click [Smart Video Surveillance]>[Decoding on the wall] > [Large Screen
Control]>[Rotational patrol]>[more]>[Window Configuration] to add configure patrol

window.
Device Plan Rotati I
et Tv Wall |test *
Rotationa patrol Q < 16.60-1 16.60-2
Patrol window
 Refresh i
Name '_T‘ Ne'a‘."
2 Edit
Ui Delete
~" Enable
1‘6.60—3 16.60-4

3. Click [Smart Video Surveillance]>[Decoding on the wall] > [Large Screen
Control]>[Rotational patrol]>[more]>[New] to add a new video rotational patrol.

MiEmoer of windows Mame

Fiotation tme secand
Channel Name Cwned Device Q o
Adles Selectedi(D)
Channel Mame  Ownea Davice  Device Siatus Channel Name  Dwned Device  Device Status
CH3 L}
CH2 116
IP Camera 116

HoloSans S0C 203
10.8 51.130 203 Mo data
HoloSens SDC 18 203

1-249 50 rows per pags

*  Number of windows: Number and name of this rotational patrol plan.

& Note: When configuring the number of polling windows, the number of windows filled in
should be consistent with the actual number of windows.

For example:

As shown in the following figure, we have configured 4 patrol windows, so we should fill in 4 in

the Number of Windows.
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Smarl Video Suveillance ( Decoding On The Wall I Larpe Screen Control

viGH. Plan
= I Rotational —l oy
Footatinsl aol Q 42 A6 601
Paro mindow
5 Aetrasn Maore
Name Rolsfion fime
tact p1:]
16603
Paro mindow

e Name: Rotation name.

16
Fatrel wndow

T eet
Patrsl window

* Rotation time(second): The duration of camera rotation patrol

4. Click [Smart Video Surveillance]>[Decoding on the walll > [Large Screen

Control]>[Rotational patrol]>[more]>[Enable] to add a new video rotational patrol.

Intelligent

Behavior Analysis

Configuration of intelligent functions for behavioral analysis of front-end cameras by ZKBio

CVAccess.

&Note: The default interface is part of Holowits' functionality.

Click [Smart Video Surveillance] > [Intelligent] > [Behavior Analysis].

Smart Video Survediinnce | intaligent ¢ Behsvier Analysis

oo ¢ Inusion Detsction Presmivitin
BY oevice Management

3 pecoding en the wan

& meeiigent

Corerwd situatian Linwags ssting

okl Linkage:

Link Recned
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» Parameter Configuration

Configure to enable intrusion detection.

> Regional Settings

e Crossed: Indicates that a line is currently drawn for this smart feature.

¢ Not Scribed: Indicates that a line is currently not drawn for this smart feature.

Click [Video Link Drawing], draw the detection area.

Video Inedrawing X

MName Operations
Areat £ o

6.4.2 Crowd Situation

Configuration of intelligent functions for crowd situation of front-end cameras by ZKBio CVAccess.
#sNote: The default interface is part of Holowits' functionality.

Click [Smart Video Surveillance] > [Intelligent] > [Crowd Situation].

® S 0w
CF videa view 3 Smart Vides Surveifiance | intaligant / Crasd alustion
oo 4 Targat Counting '
7 Devica Management Papmetes Configaratio
Enatés Target Caum Tor cleaeng enesin Statistics Aeset
m=
L Decoding on the wall n
. R —y B ——
& mseligent
1
Ao Al
Audie Alarm
Lizet Flashing alam

Light Flaabring Alsr=

Foganal Surings

Videa Drawing [o— Mat scribad

Schurde Setings
TFHmw  [EDwiete ALL

@ constes 5 Stan Thes EneTirs . Mose Cpesiions
&, \hdea Patral

B wap Maragement

& videa intercam

[ maintenance Configur...

Page |180 Copyright©2025 ZKTECO CO,, LTD. All rights reserved.



ZKBio CVAccess User Manual

General Intelligence

Configuration of general intelligence functions of front-end cameras by ZKBio CVAccess.
&sNote: The default interface is part of Holowits' functionality.

Click [Smart Video Surveillance] > [Intelligent] > [General Intelligence].

TJZKBioCVAccess = £ @ wnn v
8 videa View 3 Smart Video Surveifinnee | inteligent { General intelligence

& oevice Managsment

3 oecosingentewas 3

& mteligent

e Sensitivity: Detection sensitivity.
. Mode:
1) Intelligent: Can distinguish between people or vehicles.

2) Normal: Nodistinction between people and vehicles.

Global Linkage

Click [Smart Video Surveillance] > [Intelligent] > [Global Linkage].
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Viden View 3 Smart Video Survelliance | Intelégent ( Global Linkage
Ghobal Lnkage ¢  Browse Personnel ¥
Device Management
Linkegs Mame Lo S +3 Persormel 1D | N Q @

Decading on te wall

& meeiigant G Rafresh T New  ® Dalste  + Enabls ) Disabls i Refrash @ Dakts Parsonna|
Linkags N3me Linksga Triager Conditons Endble  Pérsn,  Dpersilens Pardonngl 1D Firet Name  Last Nama
Hetrior Aralysis
Corowand Sitisaton
Hodsin Ho deta
@ stansncs
2. Video Patrol
£ Map Management
BEl vies intercam
1] 50 rowa per page Jump To 1 J0 Pags  Tatal of & records ] §Q sows par page Jump To 1 48 Pags  Total of b records

@ maimenance configur

Link Record

Click [Smart Video Surveillance] > [Intelligent] > [Link Record].

Videa View 3 urveifiance ! inteligent ¢ Link Record

0731927 23 59°58 Evant Nama Channsl Name Mara

Device Management Q e

Decoding on the wal

Aren Hame Channel Name Wiedin F Beracnnal 0 First Hame Event Name Event Alemarka

S meslligent

Behaior Analysks

smnsties

\idea Patral

Map Maragtment

Videa Inteseam

Maintenance Configur... >

Click [Clear All Data] to pop up prompt and click [OK] to clear all records.
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Statistics

Alarm Report

In this module, you can access the data for the type of personnel or person can select the start time
and end time the serial number of the video channel, and different alarm types to filter the report.

Click [Smart Video Surveillance] > [Statistics] > [Alarm Report].

[JZKBioCVAccess i % = B adoin
3 video View > Smart Video Survellisnce | Siatistics | Alerm Repart
Wiasa. I you miesdd o saarch for fissercal alarme of NVABDD mask recogniion albmisTigh-isquency persosnel samme. please mabis the sam Inkage caglurs funciien of the slanm ype torsspondng 1o NVR300!

Device Management
& i Davkea ~  Channd = TinaFren 20231020 039000 | To 231637235959 Bdgem Typa v Typs Dutals - a
B pecading on o wan

1 Expo

¢

Imtelligant Alarm Hama Channal Hama Saapehel Pheta Pansiama Alarm Tima Evant Lovel  Lisi Libeary Nama Similarity  Dparations
@ suatistics .

Pafrot Repart

Pl Alarm

o daln
2. Video Patrol
£ Map Management
BEl vies intercam
Bl : 2 : ¢ 0 raws gar pa tai o O racs

@ Maimenance Configur... L E i p = ST iy

Patrol Report
In this module, you can access the data for the type of personnel or person as dd, aa, vip, or VIP,

Forbidden list, pass list, and Stranger to get data to follow the options.

Click [Smart Video Surveillance] > [Statistics] > [Patrol Report].
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TZKBioCVAccess i £ @ wnn v
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B Dovich samagarmant an Poama e H 3 0527 00:00°00 027 21 a @
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@ Maintesance Conigur... >

Patrol Alarm

In this module, you can access the data for the type of personnel or person as dd, aa, vip, or VIP,
Forbidden list, pass list, and Stranger to get data to follow the options.

Click [Smart Video Surveillance] > [Statistics] > [Patrol Alarm].

Wideo View > S Surveifiance | St tiatl

Flan Nama Fapianis Tina From | 20230537 000008 | o MUIA037 23 E5 50 a &
Device Management & .
Decoding on the wall 3 D Refrash X Expon

Plan Name  Time Fraparter Patra| Group Hame Task Time Pariod  Alarm Leval View The P Repon Costent
Imtelligent

¥ sutstcs

Alem Ropait

&, \edeo Patral

A map maragement

& videa intercam

@ Maintesance Conigur... >

Video Patrol

On the preset path, you can check the punch-in by a real-time preview of the camera remotely to
achieve the same patrol task as the traditional punch-in effect.
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Patrol Group

Create a patrol group to add patrol personnel.

Click [Smart Video Surveillance] > [Video Patrol] > [Patrol Group].

(JZKBio CVAccess = #® S 0w
Q Video View 3 Smart Video Survelllsnce ! Video Patrol / Patrol Group
Patrol Group ¢ Pairol Group User &
n Device Management
Patol Group Name Q ¢ Uger Mame Q @
@ Decading on the wal
O miiigant G Rafresh T Haw T Dalets O Rafrash @ Dalate User
Faliol Graup Nass  Remarks Oiperations User Name  Firal Name  Lasi Name

@ surisies
2 \dea Patrol

Paeal Plan

Real-Tane Patrol

No date No data
M Wap Management
H& vides irtercam
o B0 rowa per page Jump To 1 J0 Page Tatal of O records 1] 50 FOWE pET BEgR JumpTa 1 {0 Paga  Tatal of § secords

@ maimenance configur

Add Patrol Group

Click [Newl].

‘Smart Video Surveillance / Video Patrol / Patrol -ér:oas_p

Patrol Group
Patrol @mup-Namee| | G &
3 Refresh fl Delete
[ Pﬂif‘ﬂl New x

Patrol Group Name®

Remarks

Cancel

i
|

Field Description:

e Patrol Group Name: Enter the name of the patrol group for easy searching and management
non-repeatable.

¢ Remarks: Text notes of the patrol group.
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6.6.1.2 Add Patrol Group User

. . =]
In the patrol group list, click &' button to enter and select to add group members.

Add User

A\ Heve zre system users and not personns!
Usemamsa || il

Altzmetive Selected(d)

Uzername First Name: Last Name Ussiname First Nama Last Hame

Mo dala
Na data

50 rows per page =

Select the required patrol users and click the [OK] button to complete the addition. The added users

will be displayed in the group member list on the right.

& Note: Patrol users are users of the system. For adding users to the system, please refer to Adding
Users.

6.6.2 Patrol Plan

Set a patrol plan for the patrol team.

Click [Smart Video Surveillance] > [Video Patrol] > [Patrol Plan].

Smart Video Surveifiance ! Video Patral | Parrol Plan

Flan Nama Q @

T Refrash Fhew B Debors B Send email

Fran Name Start Oate End Gare Patral Group Name Number OF interactive Camaras Patral mode Operations.

bin dain

£ Map Maragement

(nf

© s 4 Soremiparpags - JumpTe 1 8 Page  Total of § racards

@ maintesan
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6.6.2.1 Add Patrol Plan

1. Click [Newl].

Plan Mama* | | Patral Group® | i - |
Start Date™ |2023-10-30 End Date” | 20231108 |
1 Delat= i Dalete all
] - 4 [ 8 10 12z M 18 18 Ed 22 2
Ma
[ 2 1 g & 10 iz " 16 18 @ 22 24
Tu
0 z 4 8 8 1o 12 i 16 18 20 22 24
We
i 2 4 [ [ 10 12 " 18 18 Bl 22 24
Th
] 2 1 3 8 10 2 " 18 18 ] 2 74
Fr
o 2 4 [ ] 1o 12z 4 16 18 @0 2 24
Sa
o 2 . g 8 10 12 " 16 18 0 2 24
Su
EEETE o

Field Description:

¢ Plan Name: Give the plan a name, make it easy to view and find, not repeatable.

e Patrol Group: Optional created patrol group.

e Start Date: Set the start date of the patrol. The start date must not be less than the end date.
e End Date: Set the end date of the patrol. The start date must not be less than the end date.

e Patrol Time: Drag the time bar to select the time period that needs to be patrolled. Multiple
copies are supported.

2. After editing this page, click [Next] to enter the camera selection interface.

Page |187 Copyright©2025 ZKTECO CO,, LTD. All rights reserved.



ZKBio CVAccess User Manual

Patrol Plan

Kumber OF Interactiva Camaras * 33 Map e -

Patrol made- Auto Patral - Patrel Time:

Channed Hams a ¢
Altsrmative Selected(0) & #
B Channel Nama Patrol .. IP Address Channal Nama Patrol P Addrass

CH1 30 192.168.137.36

£

<
Mo data

i-1 » 3 50 rows par pags ~

: ey
Previous Siep I .‘L,J I Cancel

Field Description:

¢ Number of interactive Cameras: Set the number of cameras that need to be chick-in, (like “5”
means that Chick-in must be completed on 5 cameras during this patrol plan, this number must
be less than or equal to the number of cameras you have chosen)

e Channel Name: Search the channel

e Device List: Select the equipment on the map that needs to be patrolled. The device list shows
only the devices that have been added to the current map, if you want to add a device, go to
Device Add

e  Map: Select the map that needs to be patrolled.
&Note:

1) You can set the length of time you need to watch each camera by clicking on the cruise
time, which is 30 seconds by default.

2) The camera used in the patrol plan needs to be added in the center of the map.
6.6.2.2 Delete

Select the Patrol Plan to be deleted and click the [Delete] button.

& Note: Ongoing or pause plans cannot be deleted, please complete the plan first.

6.6.3 Real-Time Patrol

Click [Smart Video Surveillance] > [Video Patrol] > [Patrol Plan]. Online patrols are only available
if the patrolman is logged into the system.
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TJZKBioCVAccess = @ aomn ~
A videa view 3 Smart Vides Surveiiince ( Video Patrsl | Real-Time Patro

Video Cperation ~  Patral Plan
BY oevice Management

O Flian Nowms e Dt End Duia Patrd Group Tutal Bumbar OF Vidsos Bimbien OF Ininiactve Comeas
@ Decoding on the wall > s - v
— by 2 L e 20231106 1" 1 4

@

Inlalligent ¥ \ Video Device

CH1
@  sussses
£ \idva Patrol o Today's patrol task list
Op Task List
Pagrod Geoan 4
0&.20-20. 37122 '

Paticl P V.

([ R i Pt

A map maragement

& videa intercam 5

@ Maintesance Conigur... >

View different states of the Patrol plan.

Displaying the patrol plan, click ® to patrol.

After clicking [Start Patrol], the video patrol will start. The map will display all cameras on the patrol
route, as shown in the figure below:

#Note:
1) You need to add a camera in the center of the map in advance.

2) The camera points in the list are connected on the map to form a patrol route.

o=

3) Areddotonacamera indicates a camera on patrol.

When the camera is patrolling, the floating window on the map will display real-time images.

Map Management

Click [Smart Video Surveillance] > [Map Management]. Click [New] to add a E-map, then you can
click [Add Camera]. Add the cameras to the map, then adjust the position and [Save position].
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1JZKBio CVAccess = % © 6 s~
B Devics Mansgament < Smar Video Survaillance | Map Managemant | Video Map
S Refrash S Wew £ Eat B Dotete Bisave @ Add Camera
S video View
Map Index < b 3
& Docoding On The Wall + B3 Detault Group
rBn
{7 imettigant
B Siatistics
.&. Video Patrol
S Mg Managemeit s
4]
E
Fresat - @

Crise

—

* =_ WP

il &é A

—— i o

5 @ -
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"

M vidoo istarcom =

@ Maintenance Configur__. 3

Meanwhile, the camera can be controlled through pan tilt.

6.8Maintenance Configuration

6.8.1 Developer Log

Click [Smart Video Surveillance] > [Maintenance Configuration] > [Developer Log], then click
[One-Click Collection] to download all system logs and system information.

1)ZKBio CVA I € @ wmn -
L video View 3 Smart Vides Survediinnce | Maintensnce Configuratios | Oeveioper Lag

& oevice Managsment

@ Decoding on the wall

T meeitigent

@  sussses

2 \ges Patrol

& Map Managsment

| Downioad #l system lnge. sywierm nformation. eic |

B& vidsa intsecom

£l mamstenance Configur...

Colert et Log

Paramters

6.8.2 Client Request Log

Click [Smart Video Surveillance] > [Maintenance Configuration] > [Client Request Log].
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11 ZKBio CVAccess i £ 0 wwn -
Q Video View 3 1 ance | Maintenance Configuration | Cllant Regqoest Log

& oevice Managsment

3 pecoding en the wat

s Path Request Aeault Time Eorsuming IF Addreas
& mesiiigent

@ sumses

2 \ges Patrol

& wap Management
[ Qe —

£l Maistenance Coongur... -

Devedoy o

Paamutens

B2 3 s« s 40 jwes parpage - Votal ol & raconde

Click [Clear All Data] to pop up the prompt and click [OK] to clear all data operations.

Export selected personnel information in the area; you can export Excel, PDF, CSV format.

CU Request

Click [Smart Video Surveillance] > [Maintenance Configuration] > [CU Request].

TZKBioCVAccess i % R ——
E3 wideo view 3 nance Configuratias | CU Fequast
BY Oevice Management Faquatt Faramisr Cllsst 1P Retuast Hesut | — <] uam- 1O U
B Decoding en the wan
Device 1P Fath Mequest Result  Time Consuming

& mesiiigent

@ sumses

2 \ges Patrol

& wap Management

(T

£l Maistenance Coongur... -

Paamutens

Click [Clear All Data] to pop up the prompt and click [OK] to clear all data operations.
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Export selected personnel information in the area; you can export Excel, PDF, CSV format.

Parameters

Click [Smart Video Surveillance] > [Maintenance Configuration] > [Parameters]. Set up all the
settings, then click [OK].

[DZKBioCVAccess % S @ s -

C8  video view 3 Smart Video Survelllance | Maintsnance Canfigeration | Paramatsrs

[ T —— o
Parsonal sensitive information protection

B pecading on o wan
Captured Phota

(¥ imeeiiigant B caplua Frato
o 4
@ siastics

é- Vides Patrol

Cu Server Paramater Settings
&4 Wap Maragsment

B8 wioea imtarcom > B Cuserver Hutp URL
ip 127 010 158098

T4 maimtznance Configur...
Cuserver WS URL

Developes Log w1270 01 B3 058 wabockel
Chert RequesiLog Swrver [P
CLUF Request

WS State

Consact

Rrrwsar rontrols

Field Description:

e CU Server Parameter Settings: Set Up CU server HTTP URL and WS URL and enter Server IP
address then can view WS state.

o Browser Controls: Set up the File Storage location and change and restore the path

o Log Parameter Settings: Set Up the debug log and Access log, and select Yes/No.
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Video Intercom

Basic Management

This module describes how to configure basic settings in ZKBio CVAccess.
Building

Add Building

To perform the following steps, to add a building:
Step 1: On the Video Intercom module, click on “Basic Management > Building”.
Step 2: Click on the New, and the page for adding a building will be displayed.

Step 3: On the page for adding buildings, configure the required details as shown in the figure
below, and adjust the parameter settings as indicated in the same figure.

% Q8 @ wn-

Vidao |ntmrcam ( Bzpic Managamant | Bulding

Buiding Neme Sutiding Humber Acen Name - R L

S Refrech  FMow @ Defele. T Exporl & impert

Bulding Name  Bullding N ArsabNeme  Ogerations

| CGebsids 3 Aroa Kams & W
Delzull Bylidingl. 2 Arpa Nama & W
Dataull Buiding: 1 Araa hal R
Exuifing Nams |IB=auss
Bulding Mumbe: 3
Cance
1-3 3 Bl rows par page. = JumpTo 1 11 Fage:  Tefal of 3 tecords
Parameter Description
Building Name Enter the name of the building.
Building Number Enter the number of the building.
Area Select the area name.
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7.1.1.2 Delete

On the Building interface, select the building, click on the Delete, then a confirmation pop-up, and

click OK again to confirm and permanently remove the selected building from the list.

Prompt

Ploase selact the objects you want lo oparatal

7.1.1.3 Edit

The edit function allows users to modify existing building details within the application.

Select the Building, click on Edit, and then, click OK after modifying the building details.

7.1.1.4 Import

Import floor data in batches using the provided template.

import x
File Format (@) Excel

Select File Not Uploaded

Update Existing -

Data () Yes(s) No

The first line of the data formal is table name, the second fine s header, the third
line iz the import data, please checkthe file and ihen import

7.1.1.5 Export

Device information can be exported in EXCEL, PDF, CSV file format.
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Export x
User Password” | |
File encryption (8 Yesi ) No
File encryption | | Feck
password®
File Format |EXCEL - |
Da_ta. to Export (&) All (max 100000 records)

() Selected (max 100000 records)
Start Position |1 |

Total Records | 100 |

BT o

7.1.2 Unit

7.1.2.17 Add Unit

To perform the following steps, to add a unit:
Step 1: On the Video Intercom module, click on “Basic Management > Unit”.
Step 2: Click on the New, and the page for adding a unit will be displayed.

Step 3: On the page for adding units, set the required content as shown in the figure below.

Unit Mama®
it Kumger
Beierging Buildrg”

Unit Name Enter the name of the unit.

Unit Number Enter the unit number.
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Belonging Building Select the belonging building.

7.1.2.2 Delete

The Delete function allows the user to remove existing units from the application.

On the unit interface, select the unit then click Delete. A confirmation pop-up will appear, click OK to
confirm and permanently remove the selected unit from the list.

Prompt

Are you syre you want to perform the delete
operation?

7.1.2.3 Edit

The edit function allows users to modify existing unit details within the application.

Select Unit, click Edit, and then click OK after modifying the unit details.

Edit

Unit Nama* Defautt Uni|
Unit Mumbear® i1 ]

Belonging Bullding” | Diefaut Building 1 .

C o e
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Export

Device information can be exported in EXCEL, PDF, CSV file format.

Import

User Password®
File encryption
File encryption
password®

File Format

Data to Export

Export

Yes: ) No

EXCEL e
%) Al imax 100000 records)
Selected (max 100000 records)
Start Position 1
Total Records 100

oK cancel

Import floor data in batches using the provided template.

Parameter

File Format
Select File

Update Existing

Data

import

) Excel
Jhend Mot Uploaded

Yes (v) No

Cancel

This menu is used for configuring DTMF.

DTMF (Dual-Tone Multi-Frequency) is a telephone communication technology for sending signals

through telephone key presses. After configuring DTMF in this menu, the command will be

synchronized with the connected devices and apps. This synchronization is used to match the

door-opening command between the app and the device, facilitating direct door opening via the

app.
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BioCVAccess i

B Basic Management Video Intercom / Basic Management / Parameters

Building

DTMF Setting
Unit

DTMF:

The "SIP Service Mode" option in System [X Cloud Settings has been hidden.

A new "SIP Service Mode" option has been added to Video Intercom [X] Parameters .

Vidaa i ntoream { Easic Managament [ Faramatars

DTMF Setting
AFP Call Number Type Sziting

519 Sernoe Mode Consgeasan
OTMF:

APP Call Number Type Setting

Call Number Type
Edtension Humbar 98 Accuet

SIP Service Mode Configuration

S Service Mods
s Cind 1P NO-Pay PEX Sans IKEWD CVHyBerGme

o

D

B Device Managamant
ol Exserosion Mansgrmest 3

@ Access Management

R e

Device Management

Device Operation Guide

Add Devices

To perform the following steps, to add a device:
Step 1: Click on Access Module > Device > Device.
Step 2: Click New to add a device, for more detailed operations, please refer to chapter 4.1.1.

Step 3: After adding devices in the Access module, the support video intercom will automatically
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sync with the Video Intercom module. Currently supported device models include SenseFace 7A/7B
and SpeedPalm V5L.

ZKBio CVAc I O & @ amn -~

Vidao Intercom / Davice Management | Davice

B Bosic Management

L ST N— Delvce: Mame: 1P Address Deice Type | —— - e Name ~ | Buiting Name e B &

s O Refresn  TFNew @ Deete T Expart B Control -~ @ Seiep v & View! Get -

Device Name Status Device Trpe Ares Name IP Address Communic Externai N Buiding Marme Device Number Firmware Vers Operations
10551240 aming Door Statien  Area Name 10.8 51248 £ B
10851208 Ottling Doer Statien  Arga Nama 10654208 £ H B
DNk amilng &rga Mame 0BS5S an Default Bulltingt 1 momi91228 £ B E
ang Dhiles IFFBX Alea Name 10.6.51.248 (0L 10.5.51 248 5¢ £ B

& Exension Mansgement 3

@ Access Managomani

1-4 50 rows parpage = JumpTe 1 i1 Page  Tolal of 4 recerds

Bl video lvercom Reponts 3

7.2.1.2 Delete

The Delete function allows the user to remove existing devices from the application.

On the device interface, select the Device then click Delete. A confirmation pop-up will appear, then
click OK to confirm and permanently remove the selected device from the list.

Prompt

AfE You Eure yau wanL o pedann ihe delels
oparal

7.2.1.3 Export

Device information can be exported for all transactions in Excel, PDF, and CSV format.
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Export x|
User Password®
File encryption ) Yes{ Mo
File encryption St
password®
File Format EXCEL ¥
Data to Export (&) All {max 100000 racords)

) Selected (max 100000 records)
Start Position 1
Total Records 100

Cancel

Control

® Reboot Device

It will reboot the selected device.

® Synchronize Time

It will synchronize device time with the server’s current time.
® Synchronize People Data

Synchronize data of the system to the device. Select device, click Synchronize People Data and click
OK to complete synchronization

Set up

® Add Extension

It will add the extension for the device.

® Add Address Book

It will add the address book to the device.
® Upload Media Files

Click to upload the media files for the device.
View/Get

® View Extension

Select the device and click View Extension to get the device extension data.

® View Address Book

Select the device and click View Address Book to access the device address details.
® GetRecord

Select a device and click Get Records to access the device data.

® Device Web Service
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Select a device and click Device Web Service to get the web service details of the device.

IPBX Device Operation Guide

This device type is used to assign SIP accounts to devices and the APP for SIP protocol-based video
intercom applications. Before using this feature, you need to purchase a GDS PBX server from ZKTeco.
If you prefer not to purchase IPBX server hardware, you can subscribe to our cloud SIP. The following
steps provided operational instructions for the GDS PBX service.

® GDS Device
To perform the following steps, to add a GDS device:
Step 1: Click on the Video Intercom > Device Management > Device.

Step 2: Click New, and the page for adding a GDS Device will be displayed.

Newr x |
Device Name™
Manufacturer” MediaServer .
IF Address’
Communication Port” 58085
Administrator Password”
External network address”
Transpaort Protocol® UDP e
Device Type" IPPBX -
Area” Area Name ik

Cancel

Step 3: Manufacture: Select GDS and add the corresponding parameters.
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Parameter

Device Name

IP Address

Communication Port

Username

Administrator
Password

External Network
Address

Transport Protocol

Device Type

Area

MNew X
Device Name® Test Group
Manufacturer” GDS »
IP Address’ 10 .8 .16 . 114
Communication Port” 8089
Username™ admin
Administrator Password”
External network address® .1 0.8.16.114.5066
Transport Protocol” UDP =
Device Typa™ IPPBX o
Area” Area Name ¥

Cancel

Description

Customize the name of the server.
Fill in the IP address of PBX Server.
Fill in the Port of PBX Server.

The username of PBX Server.

Fill in the administrator password.

The address of the actual SIP communication (The port number is the
default UDP port for SIP services).

Transport protocol for SIP, default is UDP.

Device type, default is IPBX

The area in which the PBX server is located

Access Management

This menu is used only for configuring and synchronizing access permissions for personnel entering

and exiting for DNK device types.
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Access Control Group

Access control groups define groups and categories of video intercom to facilitate subsequent
permission assignment operations.

Setting operations includes creating access-level groups and adding doors to access-level groups.
Add Group

This section describes how to create steps for Access Control groups in the module of Video
Intercom.

To perform the following steps, to add a group:
Step 1: On the Video Intercom module, choose “Access Management > Access Control Group”.
Step 2: Click New, and the page for adding access control groups will be displayed.

Step 3: On the page for adding access control groups, set parameters based on the new
requirements, as shown in the figure below.

New x
Level Mame’ I|
Description
Cancel
Parameter Description
Level name Customize the name of the access control groups.
Description Add description as needed.

Step 4: Click OK to finish configuring the access control right group.
Add Device

To perform the following steps, add a device:

Step 1: On the Video Intercom module, choose “Access Management > Access Control
Group>Add Device”.

Step 2: Click “Add Device”, and the page for selecting a door will be displayed. Add a door as
required, as shown in the figure below.
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Selectedidy
Device Name Atea Name  Building Na... Unit Name Device Name Area Mame  Building Na..  Unit Name

10.8.51 248

10851 208

50 tewe ped page - Total of 2 records

Step 3: Click OK to finish configuring the device for the video intercom right group.

Parameter Description
Device Name Enter the name of the device.
Area Name Enter the name of the Area.

7.3.1.3 Delete Devices

The Delete function allows the user to remove existing devices from the application.

Select the device then click Delete Device. A confirmation pop-up, click OK to confirm and
permanently remove the selected device from the list.

Promgt

AfE You Eure yau wanL o pedann ihe delels
oparation?

7.3.1.4 Export/Import
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Export the permission group information of the Access Control Template:

In the Video Intercom Module, click Access Management > Access Control Group>Export>Export
Access Group”, then You can export doors of access level in Excel file format. Enter the user
password in the displayed security verification dialog box and click OK. Select whether to encrypt
the file and the file format to export, and Click OK.

ZKBio CVAccess i % O & 6 -
s Basic Manageasent 5 Yidao Infercom / Access Managamant / Access Condrol Group

Access Control Group & Browse Levels Test Device Combination ¥

B Device Management

i Lawel ame QO B & Device Name Deees Typa | —— o owmer QB &

== Extension Managemant >

[ Y T r—— T Refrash Sk New [ Delate T Refresh @ Delste Davice
Level Mame Descrigs ber . Operations [ Device Name Device Type  Area Name  Building MNa.. Unit Name
o 8 ACCRAE G
Tast S L = 10251248 Doar Station -~ Area Hama
11 50 rows par page dump Te 1 1 Page -1 50 rows par page - JumpTo 1 i1 Page
B Video itercom Reposts > pRrEag ekt
Expist Acoass Group W

H

T
il Cancel

Export the device Access group of Access Control Template:
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1JZKBio CVAccess %® Q8 0 wunn -~
B Basic Managensent Vidua Injarcom J Accoss Managemant | Accoes Cantrol Graup
Access Control Group < Browse Levels Test Device Combination ¥

B Device Management

Lawel ame QO B & Device Name Devece Type | —— wosr QO B &
& FExtonsion Managemant
a [ro——— T Refrash  SFNew [ Dotete | LIk import T Refresh @ Delste Davice

Level Hame Disagrip, T BXptAccess B ier..  Opsrations [ Device Name Device Type  Area Name  Building Ma..  Unit Name
it ecessi Sroap . |
Tast . £ B 10.2 51.245 Door Station -~ Area Name
Sal Access By Parson
1-1 50 d Jump To 1 11 Page 1-1 5 N - Jump To 1 i1 Page
B Video itercom Reposts > AN T RagS. . 4 0 rows par page ump To "
Exporl Dewion Access Group b

User Password”

File encrypiio i N

File Faem EXCEL -

Cida o Expord il frniia 100000 necond=

Cancsl

Set Access by Levels

This section describes the operation step that sets access by levels in the module of video intercom
in ZKBio CVAccess.

Add Personnel

To perform the following steps to add personnel:
Step 1: On the Video Intercom module, choose “Access Management>Set Access by Levels “

Step 2: Under the operation column of the corresponding permission group, click “Add Personnel”.
Then Add personnel page is displayed. Select personnel as required.
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= © & @ s
Vidno Intarcam | Actass Managamant t_‘ﬁ.m:n;_sgay Lovals
Access Control Group 4 Browse Levels Test Perzonne! Infommation *
anagement »
Layel Name QB e Pareanel 10 Hame | worer O B &
n Managemasnt 3 . =
3 Refrazh T Expert Personnel Access Level & Impoil Persennel Access Lavel 3 Refresh @ Delets Pergonnel
'n Level Hame - Descripllon Operalions | Personned 1D First-Hams: Lazl Name Bullding Weme LIt Mame
0 e
Add Persennel ®
 Qery Buidrg unit
Persanel 10 | Nam a B &
Allernaliee Saectedil)
Personne...  First Name  Last Name Personne., First Mame  Lagt Nama
N tiata
110405 Kik
158 L@ =
111 & *
10086 # N dats
RRRLE LT kara
¥a0 50 fows par page e .
It Wrpage - JumpTe 1 10 Page
Cancsl |

| |

Step 3: Click OK to complete the assignment of personnel add.

Parameter Description

Personnel ID Enter the personnel ID.

Name Enter the name of the person.
Building Name Select the building name.
Unit Name Select the unit name.

Export Personnel of Access Level

Click Export, enter the user password in the displayed security verification dialog box, and Click OK.
Then choose whether to encrypt the file and the file format to export and click OK.

Export personnel of access level ®
User Password*
| File encryption ¢ Yes() Mo
File encryption Pt
password”
File Format EXCEL .
Data to Export e All (max 100000 records)
Cancel

Import Personnel of Access Level

Click Import and then click Browse to select a file from the stored location. Finally, click OK.
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Import Personnel of Access Level ®
File Format (®) Excel
Select File Not Uploaded

The first ine of the data format iz table name, the second line i header, the third
ling is the import data, please check the file and then import

7.3.2.4 Delete Personnel

The Delete function allows the user to remove existing personnel from the application.

On the Set Access By Level interface, select the personnel then click Delete. A confirmation pop-up
will appear, then click OK to confirm and permanently remove the selected personnel from the list.

Prompt

Flaase salect the objacts you want tn operatal

7.3.3 Set Access by Person

This section describes the operation step that set access by the person in the module of video
intercom in ZKBio CVAccess.

7.3.3.1 Add Personnel

To perform the following steps, to add personnel:
Step 1: On the Video Intercom module, choose Access Management>Set Access by Person.

Step 2: Under the operation column of the corresponding permission group, click “Add to Levels”.
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The Add level page will be displayed. Select the level as required.

% 08 @ wn-
Vitno Intarcam ¢ Acvass Managamant f Sui Arcuss By Parsan
Edit Personnel For Levals ¢ Browse Personnel 11040% From Levels ¥
Parsonnel [ Hama Moms O B & Lowel hame a B e
O Rafrash T Expert  § Synchronize Access Level {3 Reftesh T Deleto From Levels
L Perscnne._ First Ma... LastNa.. Building.. UsitNa:. RoomN.. -Operaling | Level Name Descrinlion
110485 Kk E -
158 £ ] A l
A fo Leveic ®
Livel Hame a B 2
Allernalive Selecledi0)
Level Mame Description Leval Nama Cescription
7 | Fo datz
| Test
1 pos
-
Na data
ik |
3 N e 11 50 fows per fage Jump Te erpage - JumpTo 1 1D Page
Bl ideo hvercom Reponts 3

Step 3: Click OK to complete the assignment of personnel add.

Parameter Description
Level Name Enter the name of the level for the person.
Export

Click Export, enter the user password in the displayed security verification dialog box, and Click OK.
Then choose whether to encrypt the file and the file format to export and click OK.

Export o
User Password*
File encryption ») Yes( ) No
File encryption o
password”
File Format ZIP -
Cancel

Synchronize Access Level

Select the level to be synchronized and send the corresponding device area data in the software to
the device.
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Promgt

Az yau want to perfanm ihe Synerrize
Accass Leval eperalion®

7.3.3.4 Delete from Levels

The Delete function allows the user to remove existing levels from the application.

On the Set Access By Person interface, select the personnel then click Delete. A confirmation
pop-up will appear, then click OK to confirm and permanently remove the selected personnel from
the list.

Promgt

AfE You Eure yau wanL o pedann ihe delels
oparation?

7.4_Extension Management

This module is used for managing and assigning extension numbers.
Prerequisite
ZKBio CVAccess supports two types of SIP servers:

® PBX Server: For addition and operation methods, please refer to IPBX Device Operation Guide.
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® Cloud SIP: Enable Cloud Sip ,please refer to Cloud Setting.

Extension Number

An extension number is a code or number used within a company or organization to identify
individual telephone sets, typically in internal telephone systems.

New

Click on "New" to add a single extension number. To add multiple extensions at once, use the
"Import” function.

Haw =

Ak
Cance

Parameter Description
Name Customize the extension name
Extension Type Default communication type for SIP
Extension Customize the extension number; for example, the number for Room 401,
Number Unit 2, Building 1 can be defined as 12401 for easy internal recognition
Extension .

Password for the extension
Password
Voice Mail Enable voicemail, this parameter is only valid for PBX servers
Voice Mailbox The voicemail password for this extension, this parameter is only valid for
Password PBX servers
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Enable
) Enable the Do Not Disturb mode to ignore all incoming calls, this parameter
Undisturbed ] )
is only valid for PBX servers
Mode

Incoming Calling
Caller ID number
Number

Calling Name Caller ID name

Intranet point-to-point call device IP; enter the IP here, and the call will be

. o made to the direct dial address first; if the direct dial address is unreachable,
Direct Dialing

then the call will be made through SIP; dual protection, effectively avoiding
Address

communication issues in case of network interruption or SIP server
downtime.

7.4.1.2 Delete

On the Extension Numbers interface, select the extension name then click Delete. A confirmation
pop-up will appear, then click OK to confirm and permanently remove the selected extension name
from the list.

Prompat

Extansion 111101 ks bound by devics
10851 246

Am your sure wou want to padarm the delels
]

o I

7.4.1.3 Import

User need to add extension numbers in bulk, user can use the Import function.

Step 1: Download the import template by clicking Import -> Import template.

& Import -

4 Import

3 Download extension information import template
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Step 2: Fill in the information into the import template.

Extension Information Template

Extension Number Name Direct Dial Address Calling Number Calling Name
400 Popy Xiao Popy Xiao
401 Lambert Chen Lambert Chen
402 Leo Hou Leo Hou
403 sfsfd sfsfd
404 fsids fslds
405 fsisf fsfsf
408 fsfsf fsfsf
407 fafsf 1sfsi
408 fsfsdfd fsfadfd
409 fssdfds fssdfds
410 fafsdfdaw Tsfsdfdaw
411 fafsw tsfaw
412 fsfsfi fsfsfi
413 afsfdsf afsfisf
414 wdsfsfs wadsfsfs

Step 3: Click on Import, then click Browse to select the import template, and click OK to start the
bulk import process.

ZKBioCVAccess = %

| Exti ion Man: nt | Extanci

Basic Management ; Video |

Name | | Extension Number | | Q B ¢

Device Management

Extension Management O Refresh  TFNew T Delete 1T Export | Import ~

. | Name Exiension Numb Operation:
Extension Number ? =
\ssignment L litios A
I| Import x® I
File Format Excel
| Salect File (075 Extension Template-test-20241010.xisx ]
Update Existing o5 5 Mo

Data

Cancel

Once the progress reaches 100%, user will be prompted with the results of the import, as shown in
the figure below.
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Total Progress

Data processing, please wait......

Data processing, please wait._
Succeed: 15, Failed: 0.
Operation finished

Export

Impart

Upload successful, starting to parse data, please wait
The data has been parsed, starfing database updates.

Export the relevant information of the extension numbers.

ZKBioCVAccess i ®
= Basic Management Video Intercom | Ext W tIE Humb
L Nams | | Extension Number | i =
Ed Device Management | ; |

Extension Managemant S Refresh T New @ Delete | 2 Export | o import ~

Eitansion Nambor | Name Extension Number ‘Operations

tnnaic —

Extension Assignment B 133103 Z m

Col Export

Voice Interaction ~4 Configure Extension Numoner Name

extension information

User Password”

File encryplion

File encryption
password”
Fite Format

Data fo Export

@ Access Managemenl

Extension Assignment

i Cirect Dialing Address

4 Incoming Call Number

4 Calling Name
¥os Mo
Py
EXCEL X

All {miax 100000 records)
Selected (max 100000 records)
Start Position 1

Total Records 100

Cancel

B

Close

This feature is designed to assign extension numbers to devices, personnel, and system users added

to ZKBio CVAccess.
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(JZKBio CVAccess = Q8 6 xmn-
B Basic Managensent P Voo Infercom /£ J Extanzion
o [ e — L Exlension Mumber || Sync Stahus | — - Terminal Type ——— - | Binding Objects a B <
1 Extension Managemant -~ O Refrech B Extension Agsl £ Synchronized Extenzion T Expert 2 Import

Extension Number Termiinal Type Binding Objecls Syic Status Cperations

1101 Device 10.8.51.246{10.4.51.248) 7

BO1 System Users admin{admin) I

B0 Device 108 51 208(10.8.51 208) e I

110402 Pessonnel 110402{h81 KKkK) -] E

10401 Personnel addikara) L] F
@  Access Managomamt 3

15 50 rows per pags Jump To 1 /1 Page  Tetal of § racords

B Video itercom Reposts >

Extension Number Assignment

7.4.2.1.1 Assign Accounts to Devices

Select the Terminal Type from the drop-down list the as Personnel, System users, Device, then
select the Personnel ID for the device you wish to bind, and select the Extension Number. The
account information will be automatically synchronized to the device, eliminating the need for users
to manually configure the address on the device.

Authorized Contacts: Assign the selected contact list to the device, enabling it to dial the short
numbers or extension numbers within that contact list.

Note: SenseFace/SpeedPalm /DNK devices require a firmware upgrade to support the contact list
functionality. User can refer to the hardware suggestion list for the required firmware versions.

B e Casrw

'S (]

Extension Assignment *

Terminal Type® Personnel o=

Personnel ID*

Extension Mumber®

| Authorized Contacts ¥

i

i < >
OK I Cancel
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Result Verification

In the device's visual intercom interface, under "Account,” the user can see that the SIP server and
account information have been automatically written in, as shown in the figure below.

= Account

General

R
S|P Server QL/]

Servar Address ziiecololdey.com

Server Part 5080

Login Name 2104065

Weer Nama zk104965

Fassword

Dtmi
Metwark

Transport Protocol

7.4.2.1.2 Assigning Accounts to Personnel (App)

Terminal Type: Select "Personnel" as the Binding Type;
Personnel ID: Select the Personnel ID for the individual to whom you want to assign the account.
Extension Number: Select the extension number in the Extension Number field.

Authorized Contacts: After selecting the contact list, the contacts in that list will be automatically
synced to the APP.
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Extension Assignment b 4
Terminal Type” Personnel x
Personnel |ID* 116
Extension Number”® 118
Authorized Contacts ) ZKTeco1 hd
'l {4
' Cancel

Once the personnel enable APP Login, they can log in and immediately use the APP for visual
intercom communication.

1JZKBio CVAccess i = © 8 @ awmn-
L - Parhtans] Bl Forconnal | Fersonna! { Farson
Deparimert Name Personnel 10 Hame more~ O B O£
P T Refresn  TFMew e Personnel Adjusimenta W Delee T Expan & import
B Persannel 10 Firsl Heme Last Name Dapartmant Name card humber & Staiislicz ogin Enab . Create Time
Dismissed Personnel I
: £} Resel Seif Login Password
5 = B 1:04p3 Kk 2024-11-08 10:33:4
Panding Reviaw
B B viaw Faca Fickira
Custom Altributes akal Huy&€ 2024-11-08 16:0%:4
Paramatars 158 & L B 2024-11-08 16354
bl e H S Diable App Login
L K ) # Extratsng Facial Tampiates 20241108 10:2r L
10086 2 4 e 2024-11-08 16:251
11108001 Kara L = o ] 3024-11-08 16:24:4
110401 warg SRENR o 2024-11-06 16:11:4
110802 i Iekkk L= 2024-14-05 16114
2515 2836 2834 s -] 2024-11-05 18144
101002 -] T024-11-06 181174
4142 41428 REETLTS e 1844717138 =] - 2024-11-06 16119
110403 » - ] 2024-11-06 161174
1-20 50 rows per pags = JumpTe 1 11 Page  Tolal of 20 records

B Casd Management

Result Verification:

After the personnel logs into the APP and enters the Video Call application, the interface status will
display as "Connected"; if the personnel have not been assigned an extension number, entering the
application will prompt "You have not been assigned an extension number, please contact the
administrator."
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206 @ » @@ 00 £ 10t Sl S0l 50
£
< ® Connected 's‘i._ﬁ
All Missed
i zk104966 2024-06-11 14:06:29

zk104966 2024-06-11 14:06:25

1 2 3
4 5 6
T 8 9
" 0 #

ams F—
1L Kg {X
— .

7.4.2.1.3 Assigning Accounts to System User (App)

Terminal Type: Select "System User".
Username: Choose the system user to whom the account needs to be assigned.
Extension Number: Select the extension number.

Authorized Contacts: Assign the contact list to the system user; after the assignment, the system
user can view contacts and make calls through the APP.
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Extension Assignment

Terminal Type* System Users

Username”® admin
Extension Number” 118
Authorized Contacts () ZKTecot

Cancel

Result Verification:

After logging into the APP, upon entering the Video Call application, the interface status will display

as "Connected"; if no extension number has been assigned, the application will prompt with "You

have not been assigned an extension number, please contact the super administrator."
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2:06 @ » e®
4 ® Connected
All Missed

< zk104966

(S zk104966
1 2 3
4 5 6
7 8 9
* 0 #

(4 26106 Sl Sul (5500

3

2024-06-11 14:06:29

2024-06-11 14:06:25
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7.4.2.2 Synchronized Extension

Following the aforementioned steps to assign extension numbers to devices, personnel, and system
users, the system will automatically synchronize the data to the devices or APPs. If the
synchronization is interrupted or not successful, you can also click on "Synchronize Extension" to
resynchronize.

Prompt

A you wani 1o parfom me Synchonized
Extenslon cperation?

7.4.2.3 Import

If you need to add extension numbers in bulk, you can use the Import function.

Step 1: Click on Import -> Download extension information import template, then enter the
details.

Extension binding information template

Extension Number Terminal Type Binding Objects
101 Personnel 101
102 Personnel 102
103 Personnel 103
104 System User Test
105 Device 105

Step 2: Download the import template by clicking Import -> import template.
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Imeait

Fite Foumzt & Excal
Seiect Flie [EEIT mot vgeagen

Tiie st e of A it i i3 {nbie neme, Ere s=cand Gne i@ hescee (e i
line ia the import date. plegoe Chehi the Be and (hen eaport

o I

Step 3: Click on Import, then click Browse to select the import template, and click OK to start the
bulk import process.

Irport o

Fiie Fermat (&) Excel
Sifect File Pt Upraaded

T lired line ol the dals ool s Sibls rme, the second [me = Heoder, i e
knie s the wporl dala, please chock B Bo e then impod

o I
| I e e M, |

7.4.2.4 Export

Export the relevant information for the extension assignment.

Expost x
User Password! | |

File encryplicn (%) ¥esiT) Mo

File snerypbon | | s

P sswnrd’

Fila Foemat |D(DE,_ -

Dt bo Expert () Al e POO0OD recards]

(7 Siebatied (e 00000 recoeds)

Start Paskion i.1 |

Total Records |1m

o I
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Unbinding Extension

Click on the “““licon, to unbind the extension number from its current association.

ZK oo O 8 @ -

Basle Managensant Sl Voo Intercam ¢ / Ext
- : Exlenaion Number o — ~ | Termanai Type | —— = | Binding Otjects | | R
Extonsion Managemant - T Refroch B i A 2 Syncnionized I Expert  kimport =
Exlansion Number  Terminal Tupe Binding Cjects Sync Salug Dperations
IR T Dovica 0551 T4B{10 8 51 248) ]
1 gt Bystam Uzars admim{admin] -] [
B0 Davice 1084 Untinding Exchansion *® I
! Tioao2 Fersos| ""4 AT you W 10 pesTinm e Lnbnding Extansee | &
[ Farzonnal 1108 (]
Canced
Managumant
¢ %5 5 4 Shrawsperpage - JumpTo 1 /1 Fage  Tetal of 5 records

Repoits >

Contact List

User can create a contact list and assign it to devices or the app.

JZKBio CVAccess i = P
B Bosic Management 3 Widao Infercom i Extension Managemant | Contacts

Contacts < Extension Number ¥
B Device Management 3

Conacts Name QB & Exiension Numbes QB &
1 Exmension Managemant

Extension Numbes O Refresh  =FNew [ Detete T Export % Import O Refresh  © Delete

Extension Assignmant Contacls Name Description Operatiens Exlension K...  Short Number Estension N..  Binding Objects
_ 2 & o ' : 0402137 kkkk]

Vokes Intferaction 110401 1 = ARLELRIVETEN
@ Access Managomant >

1-1 50 rows per page Jump To 1 1-2 50 rows par page Jump Te 1 1 Page  Tolal of 2 records

@ Wideo hivtercom Reports >

Create a New Contact

Click the New to create a new contact list.
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New b 4

Contacts Name” éBuilding 1-Unit1|

Description

Cancel

Add Extension

=
Click on the [s icon to add an extension number to the contact list, as shown in the image below:
Add Extension x
Extension Number Hame aQa B <
Alternative Selected(4)
Extension Mumber Name Extensicn Number Name Short Number
82306 Deviee 92305 PC
125 FLZ-Indoor S2304 connie
124 Boopalam .J: 18 Papy PC Client
123 Jessica - 17 Senseface 7A
122 Manual :
121 Joao
=
19 50 rows per page Total of 8 records
Cancel

After selection, the right sidebar allows you to edit and customize the Short Number.

Short Number: Users can customize it, and Short Numbers can be duplicated. For example, if there
are 4 members in the engineering maintenance team (4 extension numbers), to facilitate answering
calls, they can all define their Short Number as 101. When this contact list is synchronized to the
device or extension numbers, dialing 101 from the device will ring all 4 members of the engineering
maintenance team.

Note:

1. The ZKBio CVAccess APP (ZKBio Zexus) supports this contact list feature.
SenseFace/SpeedPalm devices need a firmware upgrade to support it.

2. After creating a contact list, you can assign it to individuals, system users, or devices in the
Extension Assignment section.
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Delete

Click Delete to remove the contact list.

Prompt

Are you sure you want to perform the delete

operation?
Cancel
Export
Click Export to export the contact list.
. ZKBio CVAccess i %= Q8 @ -~
5 Basic Management 3 Yidao Infercom / Extencion Managemant | Contacis
Contacts < Extension Number ¥
B Device Management >
Conacts Name £ B 5 Extangin Numbas a B &

“n  Extonsion Managamaent -~

Extension Number O Refrash = New B Dawte Y |k import O Refliesh B Delete

o Comagt st irmelon Exlension K.  Short Number Extension .. Binding Objects

A mant Contacls Name E -
+ Expen Extenaion Information of e Comact List - . e
T 1 110401 (kara)
@ Access Managomant 3
EE] Wideo lntercom Reports > [ 50 rows par page. = Jump o 1 12 50 raws parpage - JumpTo 1 1 Page  Tolsl of 2 records
® Export Contact List Information
| Contacts
Contacts Name Deseription
Building 1-Unitl
ZEKTecol Popy testing
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® Export Extension Information of the Contact List

I Video intercom address book extension information

Contacts Name Extension Number Short Number Extension Name Binding Objects
" = : Senseface
ZKTecol 523086 101 Device 7A(192. 168. 137. 60)
ZKTecol 92305 102 PC
ZKTecol 115 107 Popy 115(Popy xiao)
ZKTecol 123 104 Jessica 111 (Jessica)
TKTecol 125 103 FLZ-Indoor
ZETecol 119 105 Test app Test
ZKTecol 118 106 Fopy PC Client
ZKTecol 117 106 Senseface 7A
ZETacol 122 104 Manual 112 (Manuel)
ZKTecol 116 107 Speedpalm V3L
ZKTecol 124 104 Boopalam 114 (Boopalan)
ZKTecol 121 103 Joao 113 (Joaa)
Import

Click "Import" to import a contact list.

You can download the import template and then proceed with the import based on the
requirements of the template.

O Refresh I Delete

J Import Contact List Information

A Import Extension Information of the Contact List

Voice Interaction

IVR (Interactive Voice Response) is a telephone service technology that allows users to interact with
an automated telephone system through telephone key presses or voice commands; this feature is
only available with PBX Server.

This feature can be used for two major applications: Access Control linkage to video intercom; and
IVR Intelligent Voice Interaction.

1. Intelligent Voice Interaction

The IVR system can improve service efficiency, reduce labor costs, and provide users with
uninterrupted service 24 hours a day. For example: Suppose the user has configured the IVR
extension number to 10086 and has pre-configured the voice guidance content, then the user can
dial 10086 via the app, and the guidance content will be played automatically; the user can press
buttons according to the guidance, such as pressing 1 to call customer service, pressing 5 to hang up,
etc. (Currently, the ZKBio CVAccess Mobile App does not support retrieving keyboard input during
the call process, the next version will support it; the current version can be used in conjunction with
the indoor unit.)
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Create a New Voice Interaction

Click on Video Intercom -> Extension Management ->Voice Interaction page, it will enter into the
voice interaction interface then click on New to display the window as shown in the figure below.

% 02 0 wn-
Viduo Intarcam / Extonsion Managemant | Voics Inte

Name Q B &
T Refroch  ZF Ne g =

Device Mame

Basic ntormation Keypad [

8 Wl Dievica Nama - Hame’ il Sumber

cos Descripton

ops i
'y i { X0 BCESS INe RYICH'S WD Service

Cances

13 4 4 SDrowmperpege - JumpTo 1 /1 Fage  Tetal af 3 records

® Basic Information

The PBX Server's IVR feature basic information configuration, with field explanations as follows:

Parameter Description
Device Name Select PBX Server
Name Custom Name: Name this voice interaction
Number Configure IVR Extension: Set the extension number for the IVR
Description Description: Provide a description for this IVR
® Keypad

Configure the purpose and actions intended to be achieved by the IVR.
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New x
4 Basic Information Keypad 1)
Add i
Key Action Text Operations
1 Extension 9997 Edit Delete
k. &
4 3
[ o< e

Click "Add" to begin the configuration.

Key™
Action™

Extension Number”™

Transfer to Vioice Interaction
Hang Up

Key Keyboard values: 1-9, *, #

A total of 3 actions are supported:

Action Extension: Dial an extension number. After selecting this option, you can further choose

the extension number.
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Transfer to Voice Interaction: Transfer to another IVR. After selecting this option, you
can further choose the IVR number.

Hang Up: End the call.

Note: To ensure the normal use of the IVR function, after you have completed the configuration of
the above content, you must go to the PBX's Web-IVR page to find the IVR you just saved and edit it
to upload the required voice files, as shown in the figure below:

IVR > Edit IVR: Test Group

sioniT Key Pressing Events

%2 Call Features

-l Mone
Prompt gaojing.wav @
. i . 8
G must not exceed SOMB.
File name can only in alphanumeric
characters and special characters -
t 3
onse Tir il 10
2 Timeout Prompt wr-create-timeout &% Upload Audio File |
walid Input Prompt imvalid & Upload Audio File |

2. Access Control Linkage

Click on Access > Access Rule > Linkage, and click on "New" to start configuring the linkage. In the
output actions, you can find Video Intercom. You can select the IVR and the extension number you
wish to call.

After the configuration is complete, when the triggering conditions are met, the system will
automatically call the specified extension number and play the IVR voice, preventing security
personnel from missing emergency alerts.

x © & @ wr
Accass § Accass Ganrol | Lirk |
] Hes ¥
age Neme 1
Lnkage [ d Lriage tame® Test Daice 10,851 245
1 |
G.Iltlloah Lrkaga Trigger Condtions  Add Input Poré”
¥ Mormai vertty Cioen B E Ay
Linkage Mame: B 1051 2461
VR VR8st x*

hatitcalion Recients Add
£ 110402 {Personnel 110402}
10451 (Fersannal 110401

A e e

Cancel

< % [} s 3 Ebrows perpage - dumpTo 1 i Fags  Total af O records.
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Obtain IVR

Click on Video Intercom -> Extension Management ->Voice Interaction page, and click on Open
IVR the window as shown in the figure below:

Cilan WS b

(]
[
1
el
in

Parameter Description

Device Name Enter the name of the device.

Video Intercom Reports

In the video intercom report, you can query all video intercom records, which include call records
and unlock records. You have the option to export all records or query specific records. This section
describes the Step for querying and exporting reports in ZKBio CVAccess.

Call Records

Record Query

To perform the following steps to get the call records:
Step 1:In the Video Intercom module, choose “Video Intercom Report > Call Records”.

Step 2: On the call Records interface, fill in the corresponding query information and click the icon

to complete the query of all records, as shown in figure below.
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(WZKBio CVAccess i = Q8 6 xn-
Busalc: Managumsent P Vidoo Intarcam / Vidoo Intarcom Reports / Call Racords
Tima F 081 [ To 2 -4 & Jame |
~e . ) me From | 2034-00-14 000000 | To | 2024-11-14 23 5859 Device Name | o B €
Extonsion Managemant > T Refresh [ Gel Records T Expont
Device Mame Incaming Call Num...  Called Number Start Tine Call Duration End Time Total Guration Event Neme Aatus
Access Managerent »
Vidao intercom Roposts
Uinkack Recards
Mo data

2 3 4 5 * 50 1ows perpage - Tolal of O records

Get Records

To perform the following steps to get the records:

Step 1: On the Video Intercom module, choose “Video Intercom Report > Call Records > Get

Records”.

Step 2: On the Get Records interface, select the indoor station, as shown in figure below.

= © & @ s
Vidno Intercam / Yiden Intercom Reporls | C3ll Racoeds
Tima Fiom | 202408-14000000 0 202611-14225958 | Deveetame | ] 8 B &
L Refresh | B GelRecords | T Esport
Device Namg Incoming Call Mum...  Cefled Humber Slatt Tine Call Duration End Tie Total Dusation Event Name Status.
G2 Records. »
Davice Nama' {
Start Trae™ 20241107 112927
End Tims 20241414 12997
Cance:

< Wl 2 3 4 5+ iowsperpege - TelslofOrecerds

Parameter Description

Device Name Select the name of the device.
Start Time Enter the start time of the device.
End Time Enter the end time of the device.
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Step3: On the Select device interface, select the device you need, as shown in figure below.
| Select Device *® -
|

Device Name IP Address Q &

Alternative Selected()

Device Name |P Address Device Name IP Address |
ﬂ 10.8 42 B6 10.8 42 66 |
| : |
No data
11 50 rows per page
Cancel

Step 4: Click OK to complete the complete acquisition of device records.

Export

Click Export, enter the user password in the displayed security verification dialog box, and click OK.

Select whether to encrypt the file and the file format to export and click OK.
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User Password®
File encryption
File encryption
password®

File Format

Data to Export

Export

(& Yes() No

Pk

EXCEL ke

=) All (max 100000 records)

Selected (max 100000 records)
Start Position 1
Total Records 100

[ Cancel
| Call Records

Eing

Tine Device Name brea Nans Hunber Event Type I.)u.rat

ionfs

acond
2023-11-20 22:55:37 221 Area Nanso 10, 5. 14. 3 12
2023-11-20 19:15:14 221 Aroa Nane 10001 4
2023-11-20 19:11:19 221 Aroa Name 1001 3
2023-11-20 19:10:55 221 Area Nane 1001 1
2023-11-20 19:05:54 221 Area Nane L0001 5}
2028-11-20 19:05:4§ 221 Area Nane L 10001 4
2023-11-20 19:07:27 221 bres Nane 10001 5
2023-11-20 17:44:49 221 Area Name 10.8.14. 3 4
2023-11-20 16:13:04 221 bdrea Nane 10.8.14. 8 4
2023-11-16 19:54:01 221 dres Nane L 10001 2
2023-11-16 19:53:52 221 bdrea Nane | 10001 3
2025-11-18 15:52:23 271 4res Nane |r 2010008 i}
2025-11-16/ 15:51:49 2721 4res Nane |r 2010008 i}
FOFZ-11-1fH 1G:R/1 83 am Aram Wano i 20 annR i

Unlock Records

Record Query

To perform the following steps to view the query of all records:

Step 1: On the Video Intercom module, choose “Video Intercom Report > Unlock Records”.

Step 2: On the unlock Records interface, fill in the corresponding query information and click the

icon “ tocomplete the query of all records, as shown in figure below.
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% O B8 @ amn -~

¥idao Infercom / Video Intarcom Roports / Unlock Racords

Time From | 2004-00-14 000000 | To 2024-11-1423 6850 Fersonnel 0 Dinice Name 0 B @
Extension Management O Refrech [ Gel Records T Esport
Time Device Name Ares Mame Pessoansl D First Name Lasl Mame Untucking .. Unlocking Slatus
Access Managerent
Vidoo Intercom Reports
Call Raconds
Mo data

2 3 4 5 * 50 1ows Der page Tolal of @ records

Get Records

To perform the following steps to view the query of all records:

Step 1: On the Video Intercom module, choose “Video Intercom Report > Unlock Records > Get
Records”.

Step 2: On the Get Records interface, select the indoor station, as shown in figure below.

= ©8 0 wn-
Vo Intarcam ¢ Vidaa Intrcom Reparls | Unlack Rocords

Tima Fiom | 2024084000000 0 20264114235958 | Personned (0] | Device Name a8 &

3 Retresh I Export

Tims Device Name Ares Hame Persoanel (D Firsl Hame  Last Name Undacking ..  Unlocking . Status

Gt Reconds x
Devics” CEch
Cances
Mo itz

< Wl 2 3 4 5+ iowsperpege - TelslofOrecerds

Parameter Description

Device Name Select the name of the device.

Step 3: On the Select device interface, select the device you need, as shown in figure below.
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Device Namg|

Alternative

Device Name

Speedpalm V5L

Select Device

IF Address Q €

Selected(d)

IP Address

192 168.68.15

50 rows per page

Cancel

Device Name IP Address

No data

Step 4: Click OK to complete the complete acquisition of unlock records.

Export

Click Export, enter the user password in the displayed security verification dialog box, and click OK.

Select whether to encrypt the file and the file format to export and click OK.
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Export X
User Password®
File encryption () Yes() No
File encryption L
password®
File Format EXCEL b
Data to Export All (max 100000 records)
Selected (max 100000 records)
Start Position i)
Total Records 100
Cancel
. A ] c [ E F = H
1| Unlock Records
2 Tine Devige Hans Ferzoamel ID First fans Last Fane Unlock Methad Fnber Stakus
3 S023-11-83 14050146 164 Fazzvord oo Succced
4 Z025-11—F3 145043 164 Fassvard i
£ £023-11-B3 14:50:30 14 Fasavord o000 Succeed
& C023-11-53 14:90: Sled Fazzvord cogo Succced
4 Z025-11-F3 14.75 6a Z1fid Fassvord 2299
3 £023-11-E3 1 164 Pasavord a9
¥ Z023-11-23 14.28:49 —led Fagzword Cooog Suocoed
L Z025-11=FF 17 40 5d —16g Fassvord LI Snoceed
1 £023-11-B2 09:57:44 116 Face
12 Z023-11-22 O5:67: ~lle Fanu
= Z023-11 PP 070227 114 Face
14 £023-11-B2 07:00:38 116 Face
15 2023-11-22 O7:00:17T -116 Yaoe
16 s023-11-PF 064740 16 Face
i 2023-11-21 02:3%: 16 Fase
1 2023-11-71 03:36: 16 Facs
I E25-1 10 25057 06 14 Fassvord 153454
0 S023-11-B0 25:37:08 4 Fasavord 11
2023-11-20 19:08: id Farzword oo Snrceed
i~ 4 Fassvard {ux[ili] Succeed
S023-11-20 15:06:08 [ BT Fassvord feiti] Succeed
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System

System settings primarily include assigning system users (such as company management user,
administrator, and access control administrator) and configuring the roles of corresponding modules,
managing database, setting system parameters, and view operation logs, etc.

1)ZKBio CVAccess ® € @ s -

£ Eystem Management

@ Authonty Management 3

@ communicston mana...

Langusge Nams 12 Built-in FinishediAll Operations
English {United States & 2BEVNIATO 2l
stasian o 128EsA AT I
Japaneag (Japan)
- +
l i
mch 3
irkiah -+
Spanich T
Thai S
Chinass (Talwan) 2
Fomanian o 2k
i L] i
114 %0 rems par page ump Ta 1 i1 Page  Total of 15 secord

System Management

Operation Logs

Click [System] > [System Management] > [Operation Log].

1ZKBio CVAccess = = 2 @ admin -
T TTE TR = clum | Syataim Masagamant | Dparatias Lag
DOpsraiee || Tima MI3HTI60000:00 | To 2033103 235888 More= Q1 @
T Refresh £ Exp Ciwiewiog & Log Doenien d
Oparater  Tima 1P Addrass Modula  Objest  Operation  Operation Datall Resell  Tima {ms}
nemin 20231026 10ELEE 16216613730 Avcess Map Save Poakia) Map Homa:nz Lest;
admin 2023-14-26.10:52.44 192168 137 30 Atgess  Linkage  New Linkags Name vidas inkags
agmin 20210026 104748 5635213 241 Attendans Attengan: Haw Hame 33 uccess 16
aiein 20239026 10.27:24 162 168 13730 Access  Map Add Comars Hame CH1 1
admin 20231026 102728 102166 13730 Arzens  Map Save Poaltial Mag Kome:ng test:
ate 5102714 192168137 30 Aegass  Resdar  Biading/unbll Sindinglunkisding the camara

& 152 168 13730 FAsadar B tinbinging the camara
g 192 168.137.30 Spstem Ui User Lagin - Usar Legin.admin

s 182.168.137:30 warl Vig Diniea  Now ['Statis™ 1" Address™" 152 168 137 367 Uss
admin 2023-13-35 10.25:35  152.168.137.30 SmanVid Déiica  Now FStatus” "1™ "Addrass™ 152 168137 367 U5
agm 26 10:259% 182 168 137 30 Seari Vid Device Hew [Statun™ 1" "Addrass™."152 168 137 36" "Use
asdamin 26 102691 192168 137 30 Smart Vid Device  Mew [Status 1" “Addrass™ 152 168 137 367 Us
admin 20231826 101565 BE2E213241 System  Usar User Login  User Lagin admin

1825 10:85:47 182166 13730

@ numority Munsgement >

@ communication mana... >
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All operation logs are displayed on this page. You can query specific logs by conditions.
» Export

You can export selected leave data in Excel, PDF, and CSV file format.

Operation Log
(Iperation Dperation Time O peration 1P Module Operating | () peration O peration Content Result Elapsed
User D hjeet Type me
{ Millisecon
ds)
admin 2018-12-28 D2:41:46 17231110 Access Access Export Export 0 15
Kights By
Personnel
admin 2018-12-28 02:41:45 17231110 Access Aecess Export Export 4] 13
Rights By
Personnel
admin 2018-12-28 02:41:43 17231110 | System 1l sy User Login User Loginadmin 0 1]
admin 2018-12-28 02:36:19 17231.L10 Access Acoess Export Export V] 16
Rights By
Daor
admin S018-12-28 02:36: 18 172.31.1.10 | Access Access Export Export 0 19
Rights By
Doar
admin 2018-12-28 02:28:10 17231110 Access All Expon Export Faled 20016
Exception
Eventy
admin 2018-12-2802:28:11 17231110 Access All Export Export 0 1234
Exception
Events
admin 2018-12-28 02:22:07 17231110 Access  |Last Known| Export Export 0 15
| Position
admin 2018-12-28 02.22:06 1723110 Access  |Last Known| Export Export 0 26
Paosition
admin 2018-12-2802.14:15 172301110 Access All Export Export Failled | 12014
I'ransaction
5
admin 2018-12-2802:14:19 172.31.1.10 Access A Export Export 0 4470
Transiction

8.1.2 Database Management

Click [System] > [System Management] > [Database Management].

® € 0
L5 Systemn Management System ! Sysiem Monagement ( Dats Masagement
Dpasatr || Q &

O Refrash @ Backup Immedistely B Backup Scheduss BB FTP Server Setting B Resauscs file backup

Dperator Start Tine Daisbose Yersion  Backwp Immadinely  Backup Slatus Eracémp Path File Typs Dperations
admin 2023-10-20 10:00.08 4.0 e o D.iSecusiyDBBack! Datsbass fite & @
Parameters
@ Auhorsy Management >
-1 G0 rows per pans Jump Ta 1 M Pege  Tolal of 1 records

Comminication mana.

History of database backup operation logs is displayed in this page. You can refresh, backup and
schedule backup database as required.

> Backup Immediately

Backup database to the path set in installation right now.
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#sNote: The default backup path for the system is the path selected during the software installation.
For details, refer to ZKBio CVAccess Installation Guide.

» Backup Schedule
Click [Backup Schedule].

Backup Schaduls -
- From | 2014-08-08 18:00-00 StertEveny7 ~ Day
The last backup tim=. 2023-10-20 16:00 86
The next backup time.2023-10-27 16:00.00 Jeft 1 day & hour 32 minute 7 second.

Back up to FTP sarver at the same time

A\ Th= Backup capy of the datahase. ihe datbase server and the server must be on the
gamy compuler, I the backup fails. please refar 10 the user manual FAQ

|

Set the start time, set interval between two automatic backups, click [OK].

> Restore Database
1. Click the start menu of the PC > [All Programs] > [ZKBio CVAccess] > Then run “Services
Controller”, and you can find out the icon of “Services Controller” in Taskbar as follow, right click

that icon, then left click “Restore Database”.

| ZKBioAccess
0 Envirenment Testing Tools
[ services Controller |
% Uninstall ZKBicAccess
1) ZKBioAccess

‘Configuration Database Local Backup Path
Restore Database
Senvice is running, click here to stop

Exit

2. Inthe popup window, click [Browse] to choose the backup file to restore the database.

& Note: Before restoring a database, it is recommended that you back up the current database to

avoid data loss.
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Rectore

Database

-Restore Database

Please select a file to restore the database:

| | Browse.. |

0%

Restore

Close

8.1.3 Area Settings

Area is a spatial concept which enables the user to manage devices in a specific area. After area

setting, devices (doors) can be filtered by area upon real-time monitoring.

Click [System] > [System Management] > [Area Settings]. The system, by default, has an area

named “Area Name” and numbered “1”.

®
System | Erstem Wapagement | Ares Sattings
Area Kimbas | dras Bama (= U}
D Refresh T Wew B Detate T Expen & Impurt
Aren Humber  Ares Hame BarentAr= ParentAre.  Remares
1 Ares Namo Default
Message Nodfication)
Patameters
@ authonsy Management >
-1 50 rews parpage ump Ta 1 i1 Page

@ communicaton mana..

> AddanArea
1. Click [Newl].
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Meaw

If the new ares failed to show in the area list, please confact the
administrator to re-authorize the user to edit the areal

Area Number* [

Parent Area® iArea Name ».

" |
Area Name® | |

Remarks |

Fields are as follows:
*  Area Number: It must be unique.
* Area Name: Any characters with a length of less than 30.
* Parent Area: Determine the area structure of the system.
2. Click [OK] to finish adding.
> Edit/Delete an Area

Click [Edit] or [Delete] as required.

8.1.4 System Parameter

This function is used to view parameters that have been created.

Click [System] > [System Management] > [System Parameter].
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2023-10-20 16:60

it 20241020 16:40

202310-30 1E-40

3023.10-20 16:40

2023
@ Auhorsy Management >

0-20 1640

150

System ¢ System Monagement | Systas Parameter

AttUpdateDayCardStan s

IvaQiskDatnlinen

lea vidan path

|vs 3 IsEmablu

|va anabialog

202

26 14:30 00

[heptType™ 8 runtima" " 610008

CoProgram Filas\ZKBiz CUAECass

fafas

twar

Tha Parameta Hams Duserigton a ¢
T Refrash
Ceention Time  Tha Baramater Name Tha Parameter Yalue Dascription

AntipdateDayCardStar Craate Tims

“c Iya Alwrm Photes

2023-10-20 16:40 ivs informntion snapshot  true
1640 fvx catibackip 10120216
1640 lvs snapshat path € \Pragram Filas\ZKBls CUAccassisar 3T

2023-10-20 16:40 Sy=temRolePermizsioning  true SystemfpieParmissionlnit Madute Init Fiag
207310-20 16:40 Admsinit trug Admeintt Madula init Flag

30231020 1640 Admslpgradayarsian viDa Adms Upgrade Yarisan

2023-10-20 1640 adms encrypiad mansmisel 1

2023-10-20 16°40 IvsUpgeadaVarsion ViR lvg Upgrads Yersion

2023-40-20 1640 |vebail true lysinit Module Init Flag

# S0 rows par page Jump Te 1 S Page  Tolal of 208 recocds

B communication mara. >

E-mail Management

Set the email sending server information. The recipient Email should be set in Linkage

Click [System] > [System Management] > [Email Management].

System ! Eystem Maragement | E-mall Management

Sarde Racipunt a e

D Refrash T Delate

Servor Sorlings T Exgen

Sender Sutject Satmit Tima Sand Time Eiror Message
Audio File
Certficats Type
Message Noafication
Patameters
Ko datn
@ authonsy Management >
[ 50 rems parpage ump Ta 1 % Page  Total of  recerds

@ communicaton mana..

Click [Outgoing Mail Server Settings].
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‘Outgoing Mall Server Settings

.Oi.l‘tgﬂi.l.'lg Ma"il Sen‘er.S-eiﬁn_g_s

Email Sending Server® | :(ﬂl.l.:J..‘_LLXJL‘.:I

Port* ; S5L TLS STARTTLS
Email Account™ {xmEamx xxx)
Fassword

Sender Nams

A\ Pleass complele the emall veriflcation

“ Note: The domain name of E-mail address and E-mail sending server must be identical. For

example, if the Email address is: test@gmail.com, then the E-mail sending sever must be:
smtp.gmail.com.

8.1.6 Dictionary Management

Data dictionary management function, users can find the meaning of error code and self-check
software errors.

Click [System] > [System Management] > [Dictionary Management].

ZK i BHOOO® 8 adnir
teen Management System ! System Monagement / Dictionary Mansgement
uodule| —— = Dissienary classfcaton ——— -0
Wodule Dictlamary classification Koy name  Value
Syatam Gandar u Mals
Syatam Gendar F Femals
Syatem Rerult ¢ Falled
e Systam Haalaan trus Yoz
Systam Boslaan talsa Ne
Systam Radult 1 Budcaud
Systam Gandar v Usknawn
Syatem Arceas Connection Status -1300 Dumus sbaormalities
Syatam 4ccess Conmaction Staws 5000 The master device has been rscated and the 1ub-devics s waiting to sxecote
Syatam Dacument Trpe 1 0]
Syatem Document Type 3 Pasaport
Systam Dacumant Type 4 Delvar Licansy
Systam Detumant Typa [ Oitars.
Systam Agcess Connaction Status  -1112 Command has basn masually datatad
Syatem Access Connaction Stals 1111 Lommand has besn deleted from iha synchiandus data
©  Aumorsy Management >
PRI | s o o omsereme - neTe d  TPa T orsos ecan
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Data Cleaning

The data cleaning time settings are available to set. The data volume increases with the use of the
system. To save the storage space on the disks, you need to periodically clean old data generated by
the system.

Click [System] > [System Management] > [Data Cleaning].
Record

This option helps you to set the frequency of retain the recent data of the access transaction,
attendance transaction, elevator transactions and visitor transactions etc.

Syslem | System Management [ Dats Cleaning

DHsk space clagnup

System

Record

Access Transactions *

Hefzing the recent

15 - Manth -

Execution Time

LRRRH =

Attendance Transactions *
Retains the tecent

- Manth -
Execution Time

03:00:00 -,

Disk Space Cleanup

In this option you can set the frequency of the retains the recent and also clean up the selecyted days
data.

System | System Managemenl ! Data Cleaning

Disk space cleanup

System
Ivs Alarm Photos”

Retains the recent
7 ~| Day -
Exscusion Tima

010000 -,
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System

This option helps you to clean up the system operation log, device commands and database backup
file.

System | System Managemenl ! Data Cleaning

Racord

System

Disk space cleanup

System Operation Log *

Retainz the recent

15 *  months of data
Exzcusion Time
030000 -

Device Commands *

FRatainz tha racant

[ = morhs of data

Execiion Time

Q0000 -

})...
Darabase Backup File *

Ratains tha racent

B * muonths of data
Exacution Time

040000 .

[ in

ATE

Audio File

Click [System] > [System Management] > [Audio File].

JZKBioCVAccess % & O wmn v
£2 gystem Management System ! Eystem Maragement | Audia Fiin

Fia Atas || Q <

D Refrash S New B Dalara

File Allas Size Sutfr Operations
Alarm %8 mav £
Message Nodfication)
Patameters
@ authonsy Management >
2 50 rews par page ump Ta 1 i1 Page  Total of 1recerds

@ communicaton mana..

1. Click [Newl].
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New

File Upload® [EETE2 Not upioaded
File Alias* |

Bize

Suffix |

A Please upload a wav or MP3J file, the size of 0 to 10MB!

Save and New “ | Cancel

Fields are as follows:

*  File Alias (Name): Enter the file name. Any character, up to 30 characters.

* Size: After uploading the file, the file size is automatically generated.

*  Suffix: After uploading the file, the suffix of the file is automatically generated.

2. Click [OK] to finish adding.

& Note: You can upload a sound from the local. The file must be in wav or mp3 format, and it must

not exceed 10MB.

8.1.9 Certificate Type

The system initializes 9 certificate types. User can add the required certificate type for personnel and
visitor registration.

Click [System] > [System Management] > [Certificate Type].
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JZKBioCVAccess % € @ o v
£ Eystem Management o nt | Certificats Type
Language Pock
Cperaton Log
[«
Passpart
D
Oirars
m Autharity Management 3
40 rews par pagn wmp Ta 1 i1 Page  Total of 4 recerds

@ communicaton mana..

Message Notification

This function is used to open/close the event notification of access and attendance transaction.

Click [System] > [System Management] > [Message Notification].

System ! Eystem Maragement | Massage Hetdication

otificationg. 2L

Accass Transactians

Amendance Transactions

5 Emal

@ authonsy Management >

@ communicaton mana..

Parameters

Click [System] > [System Management] > [Parameters].
QR Code Setting

1. Enable QR code, select “YES” or “NO” for Enable the QR code

2. Enable QR code If YES select “YES > Static”. It will be fixed the QR information same manner for
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the rest of time.

3. Enable QR code If YES select “YES> Dynamic > Valid Time". It will generate new QR code every
30 seconds.

System | Syslem Managemeni | Parameiers

QR Code Setting

Video watermark

sitive Information pro.

Enable QR Code
No (&) Yes

Qreode Type

Statle %) Dynamic

Encryption Mode

Mode & Mode E

Walid Time:

30 secand|30-300

Fi

Video Watermark

This option helps you to add watermark and tile to your videos.
Video watermark Privacy Palicy

Enable watermark

% Mo Yoz

Personal Sensitive Information Protection

After enabling the personal sensitive information security protection option, the sensitive personal
data involved in this module will be desensitized or obscured, including but not limited to names,
card numbers, ID numbers, photos, etc.

Personal sensitive information protection

B First Nama B LastName B Email wd Davice Commands

i A

Privacy Policy

Click [View] to view the privacy policy.

Privacy Policy

Dt -
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8.2Authority Management

8.2.1 User

Add new users and implement levels for the user in the system.

Click [System] > [Authority Management] > [User].

System | Avtharity Mansgement | Laer

Usamanme | st ama Q <o

T Refrash  Whew @ Detere

Username Firstisme  LastNome  Emall Auth Separment Authorize Ara Stete Superiser St Operations
agdmin: st L L £
-1 . | toremsparpage - JumpTa 1 i1 Page  Total of 1 retards

@ communicaton mana..

> New

1. Click [System] > [Authority Management] > [User] > [New].

Usermnames™

Fazsword i2 o compesition of 4 1o 18 characters, default |s

Confirm Password™
State

Multiple Login
Mazimum Number

Superuser State

Rola -

Auth Department | -

ff you dant select depardment you will not have fll
deparmental permissicn
Authorze Aroa -

It you don't sedect zone you will not have full zone

peEnmission
Email

First Name
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Fields are as follows:
* Username: Any characters within a length of 30.

e Password: The length must be more than 4 digits and less than 18 digits. The default
password is 111111.

e  State: Enable or disable the user to operate the system.
*  Super User State: Enable or disable the user to have the super user’s levels.
* Role: You need to define the role as explained in Role.

*  Auth Department: If no department is selected, then the user will have all department
rights by default.

*  Authorize Area: No area selected means the user possesses all area rights by default.
e Email: Type your email in the correct format.
*  First Name: Type your initials.

2. After editing, click [OK] to complete user adding, and the user will be shown in the list.

Role

When using the system, the super user needs to assign different levels to new users. To avoid setting
users one by one, you can set roles with specific levels in role management and assign appropriate
roles to users when adding users. A super user has all the levels, can assign rights to new users and
set corresponding roles (levels) according to requirements.

Click [System] > [Authority Management] > [Role].

TJZKBioCVAccess = £ @ wnn v

B system Managemest 3 yatem | Autharity Management [ Rols

0 Authority Management

.9
B o= o8B F

aminislralsn Adminlauatar 2023-10-30 1640 21 &

@ communicaton mana..

1. Click [System] > [Authority Management] > [Role] > [New].
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2. Set the name and assign permissions for the role.

System | Authority
Rala Hami | m :ﬁ"
3 Rairach # Dalata
5 1 ‘]
| % Rols Cads
| Role Name®
L Assign Permissions
! ) Personnel Acceas Attendance Smast Video Survelliance APP Syalemn 3
S 3 Personnel
s [ Card Management
|
Select All " A"
: oK Cancel

3. Click [OK] to save.

Client Register

You can add client types for the system and generate registration codes for client registrations of
each module function. The number of allowed clients is controlled by the number of allowed points.

Click [System] > [Authority Management] > [Client Register].

% = e adm

i S Pe PN < =iem | Athority Mansgement | Cint Regiater
0 A i Raghiiraton Data | Char Typa ——— v | Awation e > A e

Uisar O Refrash T New 2 Resel B Delute

Fole Begistratio . Cllentname  Repistration Key  Actie Aclivated D Crestion Cate  CilensType  Operationa

Sysiem

Mo

Mo data
2 parpage Ta g tal of 1

@ communicaton mana..

1. Click [Newl].
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Client Type®

Registration Code™

Fields are as follows:

*  Client Type: The value can be APP Client, OCR-Personnel, OCR-Visitor, ID Reader-Personnel,
ID Reader-Visitor or Signature- Visitor, Card Printing- Personnel, Card Printing-Visitor.

* Registration Code: The registration code for APP Client is used under Network Settings on
the APP login page and that for Print Card-Personnel is used under Parameter Settings > Client
Registration. Only new registration codes added on the server are authorized and one
registration code can be used by only one client.

2. Click [OK] to finish adding.

8.2.4 Security Parameters
Click [System] > [Authority Management] > [Security Parameters].

System ! Autharity Managemert [ Security Parameters

Securily Parameters

Lagin Verification Setting

Brompt after anlaring an arror -

Default Password Stength
hana Wk Madkam © (s Strang -

Falied Login

5 - Timas)
Agcaunt Will Lock

0 ~ | minitus
Pasaward Valid Days(Day}

@ -
Password Modification

Forcactio medly tha passwwend in lagin

= Sesurity Password Verification
Secure Password Authentication Interval

Hane -
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It includes None, always prompt verification code, Prompt after entering an error.

Do not open verification code: The system allows no verification code
Open verification code: Users must fill in the verification code when logging in to the software.

Open after input error: The system will pop-up a verification box after filling in the wrong
Username and password.

Weak: The passwords that can be used must contain at least 8 characters and contain at least 2
of the following types: numbers, lowercase letters, uppercase letters, and special characters.

Medium: The passwords that can be used must contain at least 8 characters and contain at least
2 of the following types: numbers, lowercase letters, uppercase letters, and special characters, as
well as numbers and lowercase letters or only numbers and uppercase letters.

Strong: The passwords that can be used must contain at least 8 characters and contain at least 3
of the following types: numbers, lowercase letters, uppercase letters, and special characters.

The account will be locked if user fails to login the system as per the software setting. For
example, if the system allows user fill in wrong username and password for 2 times. The
system will be locked for 10 minutes after exceeding 2 times of operation.

Users can set the validity as 30 days, 60 days or permanent. If password gets expired, user cannot

login to the system.

There are 2 options that user can set. Not mandatory and forced to modify the next time you login.

Not mandatory: The system does not need to modify the initial password.

Forced to modify the next time you login: It is compulsory to modify the initial password after
the second login.

Minimum password authentication interval.
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Communication Management

Device Commands

Click [System] > [Communication] > [Device commands], the commands lists will be displayed.

[ZKBioCVAccess i  # =
ﬂ Systemn Management 3 System ¢ Communication manegement / Device Commands
@ Authvority Managensenl 5 Submit Tirs From Ta Sailal Mambie Back To Rasufls —— - Mara Q &
' communication mana.., TiRefrash B Clasr Commands T Expect

[+ Sarinl Number Immed. Submit Tema Aeturn Tima Raturna Remarks

1 ETRTEr I TP HE310-2600.0008  2923-10-26 000004 0

i HDE3-16-26 00.00:08 29251026 00:00.02 0

1% 2023-10.25 141825 20331025 141832 0

ELY 5585205000012 e I023-19-25 MN02329 2023-10-2511 0305 0

ERY 555205000012 ] 2023-19-25 11.02:39  292340-25 110297 O

3 sssaz0stnaniz @ 2023-410-25 110218 1§

EF: 3 20231025 000041 2

1 106z 0

10 g669205000012 @ HEI-10-24 1T 2600 29TTA0-241T2601 0

3 sseos0smy @ HE3-10-24 172508 2023-10-2417.2504

22 727321270802 3804 142145 DDDIA0 24142028 0

Fis Z023-10-24 147145 2923-10-24 142135 0

% e T4FUHE 20231024 1420325 0

25 -} IDE3-10-24 1471158 2923-10-24 143124 D

4 aa 2

If the returned value is more than or equal to 0, the command is successfully issued. If the returned
value is less than 0, the command failed.

Clear the command lists.

Export the command lists to local host. You can export to an Excel file. See the following figure.

Device
Commands

| D Serial Number Content Immediately Cmd| Submit Time Return Time Returned Value
4

DATA UPDATE

userauthorize
Pin=2AuthorizeTi
mezoneld=1Auth
: i 2017-12-18 2017-12-18
1504 20100501999 orizeDoorld=1 false 10-5415 10-51-91 0

Pin=1AutharizeTi
mezoneld=1Auth
orizeDoorld=1
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Communication Device

Click [System] > [Communication] > [Communication Device], you can view all equipment
information and communication in the system. Detailed information such as accessed module, serial
number, firmware version, IP address, communication status, and command execution can be

(JZKBio CVAccess = #® £ 0
B systen Mansgement > EIIERE { Communication Device
@ Aumority Mana 5 Module Dvice Sarlal Numbsr Davica Name Mora Lo R+
I Communication mana... O Relrash B2 view authorized davica

Motduls  Dewcs Serisl Device Flrmware Davice Mamn  Device (P& Subnet Mash  Gatsway Enable  Status  Esscutory Command Cosnt

att E550205008012  ZAM1B0-NF-Var1 18 *Face il 192.186.137.5 -] Cnlne o

acc T2T3N2709020  ZAM200-NFBOWF-Ver) 442 RevFaca 19 TO2 168 137.5 246 PE5 JEEA 192 16E1371 8 Cnling o

t-2 S0 rows par page Jump Ts 1 M Page Total of 2 recards

Communication Monitor

Click [System] > [Communication] > [Communication Monitor], the device service port and its
details will be displayed:

[DZKBioCVAccess % S @ s -

- —— 3 Systam ¢ Co ¢ Communication Monitar

@ Aumhority Managensent >
Adms Serviee Settings
Server Side Natwark Condition
L
Adms Service Pont
a8
s
Project conirol file version
tiane
Turn on encry pled trangmission

Mo = Yo

Servar Side Network Condition

Whether the Internet connection is normal

Yes

“Note: While installing ZKBio CVAccess, you need to put port number properly.
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7] Setup - ZKBioAccess [E=nRen x|

New Ul Design

Elegant and user-friendly
design with professional
access control logic

Please enter a valid port from 10-65535 (except 21,80,6380 and 5432}

Web Access Port 8098 Device ADMS Port 8083 [ < Back ] [ Cancel ] E Mext >
Add exception to the firewall

ADMS port is used to connect to the device and the web access port is used to access the website.
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Service Center

This module integrates the device and event logging of the system module. Users can import a map
to the map center to view the distribution of monitoring points and alarm sources. When an alarm
occurs, users can view the location and surrounding conditions of the alarm source, select a suitable
monitoring point, and view video live, playback, and human movement functions.

Device Center

Device

Devices added to the access control and video module are displayed on the screen, and basic device
information is displayed, as shown in figure below.

(JZKBio CVAccess i = © 8 @ un-

52 [avice Centar Bl :orvice Cantar | Davica Cantar | Davica

_ Dewce Home Source Module - #Area Name c B <
TrRefrech (3 Device synchronization T Exporl
Serial Number Device Name Device Model Fhimware V... [P Address Balong Areas  Sowrce Mo..  Slatus Operalions
YMKIZ£1600014 10.5.51.246 SpeedFalm V5L ZAMIBD-NFS0 10.8.51.246 Area Name Access e o
VDE2242400043 10.8.51.208 SanseFace TA ZAMTO-NFTOV 10.2.51.208 Area Name Access L 2
CEIX201480010 10.8.51.233 SpeedFace-VSLIP| ZAMITO-NF-Vi 10851233 Area kame Access e [+
CRIXZ01460013 YT SpeedFace-VELIP| ZAMITO-HF-¥ 10:8 51 220 3 ACCEES e &
CLIR202860180 CLIR202260100 xFacef10 ZAMITO-NF-Vi 10.8 51.233 Area Hame Atlendance e 43
¥HY2241500002 inbioB2{ inBI0620 AC Var 1115 102 16 83 Araa kama Accass -] ]

[ Event Conme

16 50 rows per pags Jump Ta 1 /1 Fage  Tetal of & raconds

{2 Notification Center

® Device Synchronization:

Synchronize data of the system to the device. Select device, click Synchronize Data to Devices and
click OK to complete synchronization.

&sNote: Synchronize Data to Devices will delete all data in the device first (except transactions), and
thus download all settings again. Please keep the internet connection stable and avoid power down
situations. If the device is working normally, please use this function with caution. Execute it in rare
user situations to avoid impact on normal use of the device.

Event Center

Through the definition of the event level and type, it makes the level prompt for the record
generated under real-time monitoring.
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The Event Type

The software contains event types by default. You cannot add new event types. You can customize
the level of the event type.

This section describes how to modify step.

Modify Event Type

To perform the following steps to modify event type:

Step 1: On the Service Center module, choose Event Center > Event Type.

Step 2: On the Event Type page, select the event type to be modified and click Event Level. The
Event Level dialog box is displayed.

| Modify event type b4

Event Level ---——-- -
emergency
Exception

General

normal
icene

Step 3: After selecting the desired level, Click OK to complete changing the event type level.

The Event Record

This screen records all events generated on the platform, as shown in figure below:

Service Center / Event Center / Event record

Event lme | 2021-12-20 000000 Tar  2021-12-20 23.59.59 Evert Level e b Processing state e = More~ Q&

T Retrest B contirm
Event objaci Exent nams EventL... Ewventume Evenl source Area Source . Caplure... Pancra Process..  Frocessing remark
1 Visitor Registration normal 2021-12-20 11:52:456 1 Papy-Building Visitor Uncanfirme
1 Visitor Registration normal 2021-12-20 11:52:43 1 Fopy-Bullding  Visitor Uncontirme

In the event record list, after selecting multiple events and clicking Confirm, enter the confirmation
details and save. The processing status of the selected events will then change to "Confirmed".
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9.3Notification Center

® Notification Record

This interface records the notification reminding events generated by the attendance and visitor

BB Device Conter 3 Service Canter / Notification Canter | Notification Recerd
[ Event Conter 3 e Raader Type e
 Refrash
Natification Reicard Lo Notitication Type
Wisitor Ressrvation Wisitor Dynamics

Visitor Chacked Out Visitor Dynamics
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Source Mo Value Create Time Operations
Visitar Reservatioin: visitor(ravi) will visit name1 at 2022.07-22 13.{ 2022-07-22 030051 (&

Visitor Exil: 2022-07-22 07:24:48 visilor{ani) exit at BLR 2022-07-22 07:24:49 &
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FAQs

Q: How to use a card issuer?

A: Connect the card issuer to the PC through USB port, and then click individual personnel card issue
or batch card issue. Move the cursor to the card number input box, and punch the card on the card
issuer, then the card number will be automatically shown in the input box.

Q: What is the use of role setting?

A: Role setting has the following uses: 1. Set unified level for the same type of users newly added, just
directly select this role when adding users; 2. When setting system reminder and determine which
roles can be viewed.

Q: How to operate if | want to set accounts for all personnel of the Company’s Financial
Department?

A: First, create a new role in system setting and configure the functions to be used for this role. Then
add a user, set user information, and select the user’s role, thus adding a new account. For other
accounts, do the same.

Q: In Windows Server 2003, why the IE browser displayed error when access the system, how
to solve it?

A: This problem occurs because Server 2003 has [Security Configuration Option] settings. If you
want to access the system, please configure it as follows: click Start — Control Panel — Add or Remove
Program, select [Add and remove Windows components] in the interface and click [Internet
Explorer Enhanced Security Configuration] option, clear the checkbox. Then click [Next] to
remove it from the system. Open the system again the browser will access the system properly.

Q: If backing up or restoring the database fails, the possible reason?

A: Backup fails: Please check the system environment variables, please go to Properties > Advanced
to set the environment variables as

“C:\Program Files\ZKBio CVAccess\Main Resource\postgresql\bin:"
“C:\Program Files” is the system installation path, you can modify by your actual situation.

Restore fails: There are several reasons: The system version is too high or too low, or the database
has been damaged, you need to follow the prompts to change the system version or repair the
system, re-install the database.
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END-USER LICENSE AGREEMENT

Important information - read carefully:

This End-User License Agreement ("EULA") is a legal agreement between Sketch and you (either an
individual or a single entity). The SOFTWARE PRODUCT includes the Software application,
associated media, printed materials, and online or electronic documentation. By installing, copying,
or otherwise using the Software Product, you agree to be bound by the terms of this EULA. If you do
not agree to the terms of this EULA, do not install or use the Software Product.

SOFTWARE PRODUCT LICENSE

The Software Product is protected by copyright laws and international copyright agreements, as well
as other intellectual property laws and agreements. The Software Product is licensed and cannot be
sold by any third party.

1. GRANT OF LICENSE
This EULA grants you the following rights:
Installation and Use: You may install the software in an unlimited number of systems.

Replication and Distribution: You may distribute the software to an unlimited number of systems;
provided that each copy shall be a true and complete copy, including all copyright and trademark
notices, and shall be accompanied by a copy of this EULA. The Software Product may be distributed
as a standalone product or can be included in your own product.

2. DESCRIPTION OF OTHER RIGHTS AND LIMITATIONS
Limitations on Deconstruction, Decompilation, and Disassembly

You may not deconstruct, decompile, or disassemble the Software Product, except and only to the
extent that such activity is expressly permitted by applicable law notwithstanding this limitation.

Separation of Components

The software product is licensed as a single product. Its components may not be separated for use
on more than one system.

Software Transfer

You may permanently transfer your ownership, provided the recipient agrees to the terms of this
EULA.

Termination

Without prejudice to any other rights, ZKTeco may terminate this EULA if you fail to comply with the
terms and conditions of this EULA. In such a case, you must destroy all copies of the Software
Product and all of its components.

Distribution

The Software Product may not be sold or be included in a product or package which intends to
receive benefits through the inclusion of the Software Product. The Software Product may be
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included in any free or non-profit packages or products.
3. COPYRIGHT

All titles and copyrights in and to the Software Product(including but not limited to any images,
photographs, animations, video, audio, music, text, and applets incorporated into the Software
Product), the accompanying printed materials, and any copies of the Software Product are owned by
ZKTeco. The Software Product is protected by copyright laws and international agreements.
Therefore, you must treat the Software Product like any other copyrighted material except that you
may install the Software Product on a single system provided you keep the original solely for backup
or archival purposes.

LIMITED WARRANTY
NO WARRANTIES

ZKTeco expressly disclaims any warranty for the Software Product. The Software Product and any
related documentation are provided "as it is" without warranty of any kind, either express or implied,
including, without limitation, the implied warranties or merchantability, fitness for a particular
purpose, or no infringement. The entire risk arising out of use or performance of the Software
Product remains with you.

NO LIABILITY FOR DAMAGES

In no event, ZKTeco shall be liable for any damages whatsoever (including, without limitation,
damages for loss of business profits, business interruption, loss of business information, or any other
pecuniary loss) arising out of the use of or inability to use this product, even if ZKTeco has advised of
the possibility of such damages.

Acknowledgment of Agreement
| have carefully read and understood this Agreement, ZKTeco Ltd.,'s Privacy Policy Statement.

If YOU ACCEPT the terms of this Agreement:

| acknowledge and understand that by accepting this agreement, | have to abide by the terms and
conditions to use the Software Product to ensure smooth function. | also acknowledge that ZKTeco

can terminate the License Agreement if | don’t comply with the terms and conditions.

IF YOU DO NOT ACCEPT the terms of this Agreement.

| acknowledge and understand that by refusing to accept these terms, | have rejected this license
agreement and therefore have no legal right to install, use, or copy this Product or the Licensed

Software that it incorporates.
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