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Without the prior written consent of ZKTeco, no portion of this manual can be copied or forwarded
in any way or form. All parts of this manual belong to ZKTeco and its subsidiaries (hereinafter the
"Company" or "ZKTeco").

ZK is a registered trademark of ZKTeco. Other trademarks involved in this manual are
owned by their respective owners.

This manual contains information on the operation and maintenance of the ZKTeco equipment. The
copyright in all the documents, drawings, etc. in relation to the ZKTeco supplied equipment vests in
and is the property of ZKTeco. The contents hereof should not be used or shared by the receiver with
any third party without express written permission of ZKTeco.

The contents of this manual must be read as a whole before starting the operation and maintenance
of the supplied equipment. If any of the content(s) of the manual seems unclear or incomplete,
please contact ZKTeco before starting the operation and maintenance of the said equipment.

It is an essential pre-requisite for the satisfactory operation and maintenance that the operating and
maintenance personnel are fully familiar with the design and that the said personnel have received
thorough training in operating and maintaining the machine/unit/equipment. It is further essential
for the safe operation of the machine/unit/equipment that personnel has read, understood and
followed the safety instructions contained in the manual.

In case of any conflict between terms and conditions of this manual and the contract specifications,
drawings, instruction sheets or any other contract-related documents, the contract
conditions/documents shall prevail. The contract specific conditions/documents shall apply in
priority.

ZKTeco offers no warranty, guarantee or representation regarding the completeness of any
information contained in this manual or any of the amendments made thereto. ZKTeco does not
extend the warranty of any kind, including, without limitation, any warranty of design,
merchantability or fitness for a particular purpose.

ZKTeco does not assume responsibility for any errors or omissions in the information or documents
which are referenced by or linked to this manual. The entire risk as to the results and performance
obtained from using the information is assumed by the user.

ZKTeco in no event shall be liable to the user or any third party for any incidental, consequential,
indirect, special, or exemplary damages, including, without limitation, loss of business, loss of profits,
business interruption, loss of business information or any pecuniary loss, arising out of, in connection
with, or relating to the use of the information contained in or referenced by this manual, even if
ZKTeco has been advised of the possibility of such damages.
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This manual and the information contained therein may include technical, other inaccuracies or
typographical errors. ZKTeco periodically changes the information herein which will be incorporated
into new additions/amendments to the manual. ZKTeco reserves the right to add, delete, amend or
modify the information contained in the manual from time to time in the form of circulars, letters,
notes, etc. for better operation and safety of the machine/unit/equipment. The said additions or
amendments are meant for improvement /better operations of the machine/unit/equipment and
such amendments shall not give any right to claim any compensation or damages under any
circumstances.

ZKTeco shall in no way be responsible (i) in case the machine/unit/equipment malfunctions due to
any non-compliance of the instructions contained in this manual (ii) in case of operation of the
machine/unit/equipment beyond the rate limits (iii) in case of operation of the machine and
equipment in conditions different from the prescribed conditions of the manual.

The product will be updated from time to time without prior notice. The latest operation procedures
and relevant documents are available on http.//www zkteco.com.

If there is any issue related to the product, please contact us.

ZKTeco Industrial Park, No. 32, Industrial Road,
Tangxia Town, Dongguan, China.

+86 769 - 82109991

+86 755 - 89602394

For business related queries, please write to us at: sales@zkteco.com.

To know more about our global branches, visit www.zkteco.com.

Page |2 Copyright©2025 ZKTECO CO,, LTD. All rights reserved.


http://www.zkteco.com
mailto:sales@zkteco.com
http://www.zkteco.com

ZKBio CVAccess User Manual

ZKTeco is one of the world’s largest manufacturer of RFID and Biometric (Fingerprint, Facial,
Finger-vein) readers. Product offerings include Access Control readers and panels, Near & Far-range
Facial Recognition Cameras, Elevator/floor access controllers, Turnstiles, License Plate Recognition
(LPR) gate controllers and Consumer products including battery-operated fingerprint and
face-reader Door Locks. Our security solutions are multi-lingual and localized in over 18 different
languages. At the ZKTeco state-of-the-art 700,000 square foot ISO9001-certified manufacturing
facility, we control manufacturing, product design, component assembly, and logistics/shipping, all
under one roof.

The founders of ZKTeco have been determined for independent research and development of
biometric verification procedures and the productization of biometric verification SDK, which was
initially widely applied in PC security and identity authentication fields. With the continuous
enhancement of the development and plenty of market applications, the team has gradually
constructed an identity authentication ecosystem and smart security ecosystem, which are based on
biometric verification techniques.  With years of experience in the industrialization of biometric
verification, ZKTeco was officially established in 2007 and now has been one of the globally leading
enterprises in the biometric verification industry owning various patents and being selected as the
National High-tech Enterprise for 6 consecutive years. Its products are protected by intellectual
property rights.

This manual introduces the operations of ZKBio CVAccess software.

All figures displayed are for illustration purposes only. Figures in this manual may not be exactly
consistent with the actual products.

Features and parameters with % are not available in all devices.
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Document Conventions

Conventions used in this manual are listed below:

GUI Conventions

For Software

Convention Description

Bold font Used to identify software interface names e.g. OK, Confirm, Cancel.

Multi-level menus are separated by these brackets. For example, File > Create >

>
Folder.
Convention Description
<> Button or key names for devices. For example, press <OK>.

Window names, menu items, data table, and field names are inside square
brackets. For example, pop up the New User window.

Multi-level menus are separated by forwarding slashes. For example,
File/Create/Folder.

Symbols

Convention Description

\ |

b This represents a note that needs to pay more attention to.

The general information which helps in performing the operations faster.

[ B¢

D . ¢ The information which is significant.
0 Care taken to avoid danger or mistakes.
c The statement or event that warns of something or that serves as a

cautionary example.
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Introduction

Today, the modern companies' concern for security has rapidly increased. To achieve this, ZKTECO
brings you ZKBio CVAccess that helps the customers to integrate the operations of access control
and attendance on one platform. The system is divided into four modules, namely: Personnel, Access,
Attendance and System Management.

Features:
* |t can manage about 2000 personnel data.
* It has a powerful data processing capacity.
*  Users’ data are more secured with multi-level management role-based level management.

e |t can track events and operations in real-time to ensure proper feedbacks of data to the
management.

Configuration Requirements:
¢ Dual-core processor with a speed of 2.4GHz or above.
e System Memory of 4GB or above.

* Available space of 10GB or above. We recommend using NTFS hard disk partition as the
software installation directory.

¢ Monitor Resolution of 1024 x 768px or above.
Operating System:

*  Supported Operating Systems: Windows 7 / Windows 8 / Windows 8.1 / Windows 10 /
Window 11 /Windows Server 2008/2013(32/64).

e Supported Database: PostgreSQL.

*  Recommended Browser version: IE 11+/Firefox 27+/Chrome 33+/Edge.

Personnel Module

The Personnel module is used to set the person details and their department. It primarily consists of
two parts: Department Management settings, which is used to set the Company’s organizational
chart; Personnel Management settings, which is used to add the personal information, assign
departments, maintain and manage personnel details.

Access Control Module

The Access Control module is a web-based management system that enables the normal access
control functions, management of interconnected access control panel via computer, and unified
personnel access management. The access control system sets door opening time and levels for the
registered users.
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Time & Attendance Module

The Attendance Module consists of timetable, shift and schedule management, cross-regional
attendance Management. You can also manage other exceptions such as leave, late, overtime etc. At
the same time, access control can be configured along with attendance management to generate
attendance records.

Video Intercom Module

The Video Intercom Module can be used in conjunction with door stations, indoor stations, and mobile
terminals, as a professional visual communication and access control platform. It can achieve functions
such as real-time two-way audio and video calls, remote door unlocking, access permission
management, and other security communication features.

Smart Video Surveillance Module

The Smart Video Surveillance Module can be used in conjunction with NVR, IPC device, as a
professional video management platform, it can achieve functions such as preview, playback, video
wall display, map configuration, intelligent configuration, video patrol, visual intercom, alarm
statistics and reporting, and other management features.

System Management Module

The System Management is primarily used to assign system users and configure the roles of
corresponding modules, manage databases such as backup, initialization, and recovery, and set
system parameters and manage the system operation logs.

Service Center Module

This module integrates the device and event logging of the system module. Users can import a map
to the map center to view the distribution of monitoring points and alarm sources. When an alarm
occurs, users can view the location and surrounding conditions of the alarm source, select a suitable
monitoring point, and view video live, playback, and human movement functions.
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2 System Operations

2.7Login

User Login

After installing the software, double-click the ZKBio CVAccess icon @ to open the software. You

may also open the recommended browser and enter the IP address and server port in the address
bar. The IP address is http://127.0.0.1:8098 by default.

If the software is not installed in your server, you may input the IP address and server port in the
address bar.

#sNote: The username of the super user is [admin], and the password is [admin], then click [Login].
After logging-in for the first time, you need to reset your password.

2.2Activate the System

Please refer the corresponding license activation document.

2.3Modify Password

You can modify the login password in [Personal Information]. Click on the profile picture in the top

right corner.
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FPersonal Information

Usermname® admin
Usemame should be composed between 1-X
and in letters numbers, or symbaols (@7 -+

Reset Password

Password”®

Confirm Password®

Multiple Login
Maximum Number
Limit multiple login for the same account
Superuser State
Fole
Auth Department
IT you don’t select department you will not have i
departmental permission

Authorize Area

Zone you will not have full zone
Email
First Mame admin
Last Mame
Fingerprint #F Download New Driver &0

Select the [Reset Password] check box to modify the password.

b

& Note: Both the Superuser and the new user are created by the super user (the default password for
the new users is 111111). The username is not case-insensitive, but the password is case-sensitive.

2.4About

i) About
Click the [About] button O J

software version and license information.

2.5Help
@) Help

on the top right corner of the interface to check all the

Click the [Help] button ~ onthe top right corner of the interface to view user manual.

Page |15 Copyright©2025 ZKTECO CO,, LTD. All rights reserved.



ZKBio CVAccess User Manual

2.6Language

&) Language

Click the [Language] button on the upper right corner of the interface to switch

the language.

Language x
Current Language: English
Mew Language

Deutsch Pyccrmi italiano Portugués (Brasil)

Francais i = Espafiol Bahasa Indonesia

- Tiéng Viét FSr(Era) Lz

polski romana Tiirkce
2.7Exit the System

—) Logout

Click the [Logout] button )10 on the upper right corner of the interface to exit the
system.
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Personnel

You can configure the Personnel Management and Card Management in this module.

(JZKBioCVAccess i S @ amn -

& Personnel ~

Person
Access Attendanca  Smart Video System

Department Survsillance

Position

Cord Number  Personnel 1D First Name  LastName  Action Opsrator Time Change Time
Dismissed Personnel

Pending Review

Custom Attributes

Parameters

No data

= 1 50 rows per JumpTo 1 0 Page  Total of 0 records
& card Management Saesenisnp AR :

Personnel Management

The personnel management includes these modules: Personnel, Department, Position, Dismissed
Personnel, Pending Review, Custom Attributes, and Parameters.

iJZKBio CVAccess = S @ wmn -
& Personnel o Personnel | Personnel / Person
Deparment Name Personnel ID. Name More Q ¢
Department
@ A€ O Refresh T New B Personnel Adjustments @ Delete T Export - sk Import Mare
Position
[® Department Name(0) Personnel 1D First Name Last Name Department Name Card Number Verification Mode Enable App login enabl Create Time Ope
Dismissed Personnel
Pending Review
Custom Attributes
Parameters.
No data
0 50 rows per page Jump T 1 0 Page Total of 0 records

B card Management
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Personnel

By using this management, the user shall register the personnel in the system, or import the
personnel information from other software or file into this system. For details, see Common

Operations.

The main functions of Personnel Management include Add, Edit, Delete, Export and Import

personnel, and Adjust Department.
Add Personnel

1. Click [Personnel Management] > [Personnel] > [New].

New X
Personnel ID” 2842 Department” Department Name - =
First Name Last Name
Gender e - Mobile Phone
Certificate Type o - Certificate Number
Birthday Email
Hire Date Position Name -
Device Verification Password Card Number &

Biometrics Type FO

Enable app login

4 Access Control Time Attendance Personnel Detail »

Levels Setiings Superuser No x

i General Device Operation Role Ordinary User hd
Extend Passage

7) Access Disabled

Set Valid Time

Add Select All Unselect All

Cancel

Fields are as follows:

e Personnel ID: An ID may consist of up to 9 characters, within the range of 1 to 79999999. It
can be configured based on your requirements. The Personnel ID contains only numbers by
default but may also include letters.

zNotes:

(1) When configuring a personnel number, check whether the current device supports the
maximum length and whether letters can be used in Personnel ID.

(2) To edit the settings of the maximum number of characters of each personnel number and
whether letters can also be used, click Personnel > Parameters.

* Department: Select from the drop-down menu and click [OK]. If the department was not
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set previously, only one department named [Company Name] will appear.
*  First Name/Last Name: The maximum number of characters is 50.

* Gender: Set the gender of personnel.

*  Mobile Phone: Enter the phone number of the user.

* Certificate Type: There are four types of certificates: ID, Passport, Driver's License and
Others.

*  Certificate Number: Enter the ID number.
e Birthday: Input employee’s actual birthday.
*  Email: Input employee’s Email ID. The max length is 30.

* Device Verification Password: Set password for verifying on the device using personnel
accounts. It can only contain up to 6-digits. It cannot be the same with other user’'s password
and the duress password.

* Card number: The max length is 10, and it should not be repeated.

* Personal Photo: The picture preview function is provided, supporting common picture
formats, such as jpg, jpeg, bmp, png, gif, etc. The best size is 120x140 pixels.

*  Browse: Click [Browse] to select a photo on your local drive to upload.
e Capture: Taking photo by camera is allowed when the server is connected with a camera.

* Register Fingerprint / Finger Vein /Palm /Face: Enroll the Personnel Fingerprint, Finger
Vein, Palm, or Face. To trigger the alarm and send the signal to the system, scan the Duress
Fingerprint.
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Register x®

14 Fingerprint Finger Vein Palm registration Face Re ¥

(#) Fingerprint Scanner () Remote Registration

Duress Fingerprint

0y
Q@Q )

Device Driver needs to upgrade to the new version:Driver Download

Register Fingerprint:

Biometrics Type Fl0O

1) Move the cursor to the fingerprint icon position, a registration pop-up or driver download dialog
box will appear, click [Register].

Select a fingerprint, press the finger on the sensor three times, then “Fingerprint registered
Successfully” will be prompted.

3) Click [OK] to complete registration.

T

0 Al
I/ '.I Duress Fingerprint
UL fé) \5 UL
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Fingerprint

Duress Fingerprint

#Notes:

(1) Click a fingerprint to delete.

(2) Ifyou need to register a duress fingerprint, select the “Duress Fingerprint” check box.

(3) Iffingerprints are duplicated, “Don’t repeat the fingerprint entry” will be prompted.

(4) If the fingerprint sensor driver is not installed, click [Install driver] and the system will prompt to
download and install the driver.

(5) After installing the fingerprint sensor driver, if the fingerprint register button is grey in IE

browser while it is normal in other browsers (such as Firefox, Google), you can change the
settings of IE browser, as per the following:

a. InInternet Explorer, click [Tools] > [Internet Options] > [Security] > [Credible Sites], add
http://localhost to the credible sites, then restart the Internet Explorer.

b. InInternet Explorer, click [Tools] > [Internet Options] > [Advanced] > [Reset] to pop up a
dialog of Reset Internet Explorer Settings, click [Reset] to confirm; then restart the Internet
Explorer (you may try when Point 1 does not help).

c. Ifall the above settings do not work, please execute following operations (take IE11 browser
as an example): click [Tools] > [Internet Options] > [Advanced] > [Security], check the
option of “Allow software to run or install even if the signature is ...”, and remove the
select “Check for server certificate revocation”, then restart IE.

d. Ifthe browser is below IE8, the fingerprint registration page will be different:
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Fingerprint >

Zlick the checkbox to register or delete fingerprint
ﬁ | ! %6 ["] Duress Fingerprint

Fingerprint

The finger information:
Right Hand
Forefinger

the checkbox to f

[J I:IDDDID

) @ L@Qé

The system supports access from the Live20R fingerprint device and the fake fingerprint
prevention function.

e.

/JJ L@@ﬁ

Set the Access Control parameters for the personnel. Click [Access Rule]

Fmgarprint
The Anger Information;
Right Hand
Middie Finger
B i s B e I:l Fl ¥

2.
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1 Access Control Time Attendance Personnel Detail »
Levels Settings 7) Superuser No =

z g Device Operation Role Ordinary User -

i A

Extend Passage

Access Disabled

Set Valid Time
Start Time* 2023-10-17 00:00:00
End Time™ 2023-10-17 23:59:59
A\ The vaiid time of some devices on
Add Select All Unselect All
Cancel

Fields are as follows:

* Level Settings: Click [Add], then set passage rules of special positions in different time

zone.
Add to Levels ® |
Level Namei Time Zone Q ¢
| Atemative Selected(0)
| Level Name Time Zone Level Name Time Zone
B 3 24-Hour Accessible
12 24-Hour Accessible ==
=
| f K1 24-Hour Accessible
=
Ee
No data
1-3 50 rows per page
Cancel

* Superuser: In access controller operation, a super user is not restricted by the regulations
on time zones and has extremely high door-opening priority.

* Device Operation Role: It will define the authority level in the device of the user.
* Disabled: Temporarily disable the personnel’s access level.

* Set Valid Time: Doors can be set to open only within certain time periods. If the check box
is not selected, the door is always active.

& Note: The system will automatically search for the relevant numbers in the departure library
during verification.

The Personnel Information List, by default, is displayed as a table. If Graphic Display is selected,
photos and numbers will be shown. Put the cursor on a photo to view details about the
personnel.

Page |23 Copyright©2025 ZKTECO CO., LTD. All rights reserved.



ZKBio CVAccess User Manual

& Notes:

1) Not all devices support the “Disabled” function. When a user adds a device, the system will
notify the user whether the current device supports this function or not. Please upgrade the
device to use this function.

2) Not all the devices support the “Set Valid Time” function. Some devices only allow users to set
the year, month, and day of the local time. When a user adds a device, the system will notify the
user whether the current device supports this function or not. Please upgrade the device to use
this function.

3. Click [Personnel Detail] to access the details and editing interface and enter information.

1 Access Control Time Attendance Personnel Detail k
Employee Type =0EE - Hire Type i -
Job Title Street
Birthplace Country
Home Phone Home Address
Office Phone Office Address

4. After entering the information, click [OK] to save and exit, the personal details will be displayed
in the added list.

Edit Personnel
Click [Personnel] > [Person], then select a person, and click [Edit].
Delete Personnel

Click [Personnel] > [Person], then select a person, and click [Delete] > [OK] to delete.

& Note: All relevant information about the person will be deleted.
Adjust Department

1. Click [Personnel] > [Person], then select a person, and click [Adjust Department].

(JZKBio CVAccess i 3

£, Personnel v Personnel / Personnel / Person

_ Dspartment Nams Personnel ID Name Morsr Q€

Department
& oAb O Refresh =+ New ‘Personnel Adjustmer W Delete - T Export ¥ Import More

[ Department Name(1) Personnel 1D Es Adust Department  fyame Department Name Card Number Verification Mode

[@ Change Position

Position
Dismissed Personnel

81 Department Name

Pending Review

& Dismissal
Custom Affributes

Parameters
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2. Select from the drop-down list of “New Department”.

3. Click [OK] to save and exit.
3.1.1.5 Statistics

Click [Personnel] > [Person] > [Statistics]. View the number of personnel, the number of
fingerprints, face templates, finger vein enrolled, card numbers, gender and other statistical
information.

Department

Statistical Type Current Total
Male
Female
Unknown

Person

Fingerprint

Near Infrared Face
Finger Vein

Palm Vein

Visible Face

Card

Face Picture

3.1.1.6 Export

Click [Personnel]> [Person]> [Export] to export personnel information, personnel biometric
templates and personnel photo.

Personnel / Personnel / Person

Department Name Personnel ID Name | More Q &
5 O Refresh  # New  ts Personnel Adjustments -~ @ Delete 1' & Import = -+ More -

[5 Department Name(1) Personnel 1D First Name Last Name Departmer T Export Personnel Verification Mode

Export Biometric Templat
817 Bor STt T Export Biometric Template

T Export Persannel Photo
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1. Select the type of file and Export mode as required.

Basic Information

|| Custom Attributes

User Password®

File encryption

|| Personnel ID

|| Department ...

Card Number

Position Num...

| | Office Phone
|| Job Title

|| Home Phone

|
® Yes() No

Export Personnel

" | First Name
Gender

Email

Position Name
| Employee T...

~ Street

| Home Address

|| Last Name
Birthday

| Department ..
Mobile Phone

Certificate Type Certificate N.._

Hire Date
| | Office Address
| | Birthplace

Verification ..

| Hire Type

| Country

File encryption | | Myt

password”

File Format | EXCEL v |

Data to Export (®) All (max 100000 records)

() Selected (max 100000 records)
Start Position [1 |

Total Records | 100 |

Personnel
 Pemsonnel 101 First Kmi. Law Namy Depuriment Dapariment Home Card Number
432 B 2 Maskeiing Depari ment
M e mple 4 Financisl Depart meni
I e 51 i M ariyting Peparimint G475
i sl gl ] Durvelog n s Doparteant SC5TREN
il Juf L Dupariment Kama

2. Export the Biometric Template.

Export Biometric Template

User Password” | |

(® Yes( ) Neo
File encryption | | gl
password”

File encryption

File Format

|EXCEL v
(&) All (max 100000 records)

|

Data to Export

Cancel
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3. Export Personnel Photo.

Export Personnel Photo

User Password® |

(®) Yes( ) No

File encryption

File encryption

password”

File Format \zIp

|

3.1.1.7 Import

Click [Personnel] > [Person] > [Import] to import personnel information and personnel biometric
templates. It only supports personnel information templates for importing.

Personnel / Personnel / Person

Department Name

A _K
L

[ Department Name(1)

O Refresh T New  t8 Personnel Adjustments -~ @ Delete =~ 1 Export - BEEINEEEES - More ~

Personnel ID

Name

Personnel [D

81%

First Name

Last Name

More =

Department Name

Department Name

Q ¢

¢k Import Personnal
A Import Biometric Template
L Import Personnel Photo

A Import Dismissions

Enabl

& Download Personnel Import Template

& Download Di

Import Temp

1. Import Personnel: Select “Yes” for [Update the existed Personnel ID in the system], the
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original data will be overwritten when the personnel ID is repeated; select “No”, the opposite.

Import Personnel

File Format (®) Excel

Select File Not Uploaded
Update Existin

Dgta 9 () Yes(s) No

The first line of the data format is table name, the second line is header, the third
line is the import data, please check the file and then import.

|

2. Import Biometric Template.

Import Biometric Template

File Format (® Excel
Select File Not Uploaded

The first line of the data format is table name, the second line is header, the third
line is the import data, please check the file and then import.

3. Import Personnel Photo: The personnel photo needs to be named by personnel ID, supporting
common picture formats, such as jpg, jpeg, png, gif, etc.

Import Personnel Photo

Import mode (®) Photo () Compressed package
Personal photos Face Picture
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3.1.1.8 More

Statistics

Click Personnel > Person > More, then select Statistics.

£ Reset Self Login Password

View Face Picture

~" Enable App Login

9 Disable App Login

1, Extracting Facial Templates

Statistical Type
Male

Female

Person

Fingerprint

Near Infrared Face
Finger Vein

Palm Vein

Visible Face

Card

Face Picture

Statistics

V120
V58.12

Current Total

View the number of Person, Male, Female, and the number of Fingerprints, Near Infrared Face, Finger

Vein, Palm Vein, Visible Face, Card, and Face Picture.

Reset Self Login Password

Click Personnel > Person > More, then select Reset Self Login Password.
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Are you want to perform the Reset Self Login
Password operation?

Cancel
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Figure 2- 35 Statistics
View Face Picture (V6.0.0 or above supported)

Click Personnel > Person > More, then select View Face Picture.

@n’o

1109005 1109001 1109004 1109009 111303 111304 111302

View Face Picture x

Enable APP Login

Click Personnel > Person > More, then select Enable app login. Selected persons will be enabled
ZKBio CVSecurity Mobile APP login.When enabling the APP function, an email will be sent to the
selected personnel. The email content includes: personnel information, instructions on how to
download the ZKBio Zexus APP and how to log in, along with a QR code containing enterprise
information for quick scanning and login.

Person ID 1 has been successfully registered

Device Verification Password:

Card Number:

You can download the ZKBio Zexus APP from the app store, log in as Personnel, then click on Me to upload your personal face photo (please make sure to upload a photo with
a clear face so that it can be synchronized to the device for face recognition entry and exit). The operation steps are shown in the figure below

| F=
¥ O

& Changs Password

@ Privscy Policy

> © Apout

Step 1: i 7 Step 2: Step 3:
Please select Personnel to log in Scan the enterprise codeand log in ME - Click on the avatar to
with your Personnel ID and password upload a facial photo

(initial password: 123456)
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Disable APP Login

Click Personnel > Person > More, then select Disable app login. Selected persons will be disabled
ZKBio CVSecurity Mobile APP login.

O Refresh  =# New g Personnel Adjustments W Delete - T Export - & Import ~ -~ More \:
Personnel ID First Name Last Name Department Name Card Number Verification Mode Enable App loginje
667 JK Department Name =
666 Ngaliman Ng Department Name =
1147 wusaqi yaha Department Name 2461369181 =
1146 WLP 123456 Department Name 2461500509 8=
22 uu Department Name 1367759229 BJsa=
Department

Before managing company personnel, it is required to set a departmental organization chart of the
company. Upon the first use of the system, by default it has a primary department named [General]
and numbered [1]. This department can be modified but can't be deleted.

Main functions of Department Management include Add, Edit, Delete, Export and Import
Department.

JZKBioCVAccess % S O admn ~

= Personnel - Personnel / Personnel / Depariment

Person Depanment Name || Deparmant Numbar Q ¢
P o O Refresh  F New [ Delete T Export % Import
Position
[F Department Name Department.  Department Name Parent Department . Parent Department . Creation Date Operations
Dismissed Personnel
1 Department Name 2023-10-20 16:40:14 £

Pending Review
Custom Attnbutes

Parameters

1-1 50 rows per page dump To 1 1 Page  Total of 1 records

Card Management >

Add a Department

1. Click [Personnel] > [Personnel Management] > [Department] > [New].
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ZKBioCVAccess i

Personnel > Personnel / Personnel / Department

Person Department Name \7 Despartment Number |7| Q| ke
Department

it O Refresh B Delete T Export a Import -
Position

4 B Department Name
Dismissed Personnel New
v [ testt

x- arent Department .. Creation Date

2023-10-20 16

Pending Review

Lpanmenl Name 2023-10-24 10

Custom Aftributes Department Number |

Department Name™
Parameters
Sort” 99999

Parent Department -

Cancel

Fields are as followed:

* Department Number: Letters and numbers are available. It cannot be identical to the
number of other departments. The number shall not exceed 30 digits.

* Department Name: Combination of characters up to 100.In case of different levels, the
department names can be repeated.

e Sort: It is used to set the priority (level) of a department within a parent department. The
smaller the number of department sort is, the higher ranks such department has. You can set
any number from 1 to 999999.

¢ Parent department: Select a parent department from the drop-down list. The parent
Department is an important parameter to determine the company’s organizational chart. On the
left of the interface, the company’s organizational chart will be shown in the form of a
department tree.

2. After filling the details, you can click [OK] to complete adding; or click [Cancel] to cancel it or
click [Save and new] to save and continue adding a new department.

To add a department, you can also choose [Import] to import department information from other
software or other documents into this system. For details, see Common Operations.

Edit a Department

Click [Personnel] > [Personnel] > [Department], select a department and click £
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Personnel / Personnel / Department
Department Name ‘ Department Number ‘- | Eed =g
" ;|" O Refresh  Z# New W Delete T Export s Import -
4 5 Department Name Department... Department Name Parent Department ... Parent Department ... Creation Date Qperations
» [ test1
& Department Name 2023-10-20 16:40:14 v
10 test1 1 Department Name 2023-10-24 102652 | 2 | W

3.1.2.3 Delete a Department

1. Click [Personnel] > [Personnel] > [Department], select a department and click E.

Prompt

Are you sure you want to perform the delete
operation?

2. Click [OK] to delete.

zNote: If the department has sub-departments or personnel, the department cannot be deleted.
3.1.2.4 Export

1. Click [Personnel] > [Department] > [Export], the import interface is as follows.
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User Password®

File encryption ® Yes() No
File encryption |—| b
password®
File Format |ﬁ|
Data to Export (s) All (max 100000 records)
(") Selected (max 100000 records)
Start Position ‘1—|
TetalRecords 100 |

2. It can be exported in EXCEL, PDF, and CSV file format.

Department
_Department Name Department Number | Parent Department Number Parent Department Name. Created Date_
ZKTeco 1 2018-12-21 14:10:08
Marketing Depart ment 2 1 ZKTeco 2018-12-21 14:10:08
Develop ment Depart ment 3 1 ZKTeco 2018-12-21 14:10:08
Financial Department 4 1 ZKTeco 2018-12-21 14:10:08

3.1.2.5 Import

1. Click [Personnel] > [Department] > [Import], the import interface is as follows:

File Format (®) Excel
Seleci File Not Uploaded

The first line of the data format is table name, the second line is header, the third
line is the import data, please check the file and then import.

e |

2. Import department information: can import EXCEL, CSV format files.

3. After importing the file, the system will match the imported report field and the data segment

field automatically.
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3.1.3 Position

Introduces the configuration Steps of manually adding a job in ZKBio CVAccess, and adding a job is
used to define the job information of a person.

ZKBio CVAccess i ® S @ mr
Personnel v Personnel /| Personnel / Position

Postion Number || Posiion Name Q <@

@ G Refresh  TF New @ Delete T Export 3 Import -

Position Number  Position Name Parent Position Number Parent Position  Operations

No data

© 5 5 S0rowsperpags - JumpTa 1 0 Page Tofal of 0 records

B card Management

3.1.3.1 Add Position

1. Click [Personnel] > [Personnel Management] > [Position] > [New].

2. On the new job interface, fill in the corresponding parameters according to the adding
requirements.

Position Number®
Position Name™
Sort”

Parent Position

o I

Fields are as followed:
e Job number: Customize the job number for easy memory.

* Job Title: Customize job title.

Page |35 Copyright©2025 ZKTECO CO.,, LTD. All rights reserved.



ZKBio CVAccess User Manual

e Sort: Sort job listings, only numbers are supported.

*  Parent position: Select the corresponding parent position from the drop-down radio box.
If you need to cancel, click Selected again.

3.1.3.2 Edit

Click [Personnel] > [Personnel Management] > [Position], select a position and click £

Personnel / Personnel / Position

Position Number - Position Name ‘ Q rod
e ;," O Refresh =+ New T Delete T Export s Import -
B 1 Position Number Position Name Parent Position Number Parent Position Operations

1A 1 2] &

3.1.3.3 Delete

1. Click [Personnel Management] > [Personnel] > [Position], select a position and click W,

Prompt

Are you sure you want to perform the delete
operation?

2. Click [OK] to delete.
3.1.3.4 Export

1. Click [Personnel Management] > [Department] > [Position], the import interface is as follows.
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User Password”

File encryption
File encryption
password”

File Format
Data to Export

|

(8 Yes() No

| v

T —

(s) All {max 100000 records)

() Selected (max 100000 records)
Start Position | 1
Total Records 100 |

2. It can be exported in EXCEL, PDF, and CSV file format.

3.1.3.5 Import

1. Click [Personnel Management] > [Department] > [Import], the import interface is as follows:

File Format
Select File

The first line of the data format is table name, the second line iz header, the third
line is the import data, please check the file and then import.

Import

(®) Excel

[ not Uploaded

o

2. Import department information: can import EXCEL, CSV format files.

3. After importing the file, the system will match the imported report field and the data segment

field automatically.

3.1.4 Dismissed Personnel

This parameter will display the personnel who are not working in company anymore. Once the
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person is dismissed, it will be listed.

Click [Personnel] > [Personnel Management] > [Dismissed Personnel].

JZKBioCVAccess % S O admn ~

= Personnel Personnel / Personnel / Dismissed Personne

Person Parsonnel ID Name Department Name More Q <
Department

S Refresh @ Delets T Export
Position

_ Personnel D First Name  LastName  Department Name Hire Date Dismissal Date Dismissal Type Dismissal Reason Operations.

Pending Review
Custom Attnbutes

Parameters

] 50 rows per page Jump To 1 /0 Page  Total of 0 records

Card Management >

Delete

1. Click [Personnel] > [Personnel Management] > [Dismissed Personnel], select a personnel
and click 1,

2. Click [OK] to delete.
Export

Click [Personnel] > [Personnel Management] > [Dismissed Personnel], it can be exported in
EXCEL, PDF, and CSV file format.

Pending Review

Click [Personnel] > [Personnel Management] > [Pending Review].
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iJZKBio CVAccess = % S @ amn v
& Personnel Personnel /| Personnel / Pending Review

Persan Parsonnel ID || Name 0l &

Department

G Refresh W Delete

Personnel D First Neme Last Name Mabile Phone Status Create Tims Operations

' W ewagar Jump To 1 0 Page  Total of 0 records
B card Management rows per page ump g

Delete

1. Click [Personnel] > [Personnel Management] > [Pending Review], select a review and click

]
2. (Click [OK] to delete.
Custom Attributes

Some personal attributes can be customized or deleted to meet different customers' requirements.
When the system is used for the first time, the system will initialize some personal attributes by
default. Customized personal attributes can be set for different projects according to requirements.

(JZKBioCVAccess # # S © amn ~
& Personnel - Personnel / Personnel / Custom Attributes
Person Display Name || Adtribute Value Q ©
Department
G Refresh 7 New T Delete
Position
Display Name  Atribute Value Input Type  Row Column  Display in Person List  Operations
Dismissed Personnel
Employee Type  Official Staff;Probation Pull-down List 3 1 No 2 W

Pending Review

Hire Type Contract Worker;Non ( Pull-down List 3 z No 2 W

e Job Title Text 4 1 No Z u
Street Text 4 2 No 2 w
Birthplace Text 5 1 No 2
Country Text 5 2 No Z m
Home Phone Text 6 1 No 2w
Home Address Text 6 2 No Z w
Office Phone Text 7 1 No 2 w
Office Address Text 7 2 No 2w
1-10 50 rows per page Jump To 1 /1 Page  Total of 10 records

Card Management

New a Custom Attribute
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Click [Personnel] > [Personnel Management] > [Custom Attributes] > [New], then edit the
parameters and click [OK] to save and exit.

Display Name™

Input Type™ iPu!i—dcwn List

Attribute Value *

Using a '; " delimiter.

Row™ ' 8

Column® |1

Display in Person List O Yes(® No

Fields are as follows:
* Display Name: Must be filled and should not be repeated. Max length is 30.

* Input Type: Select the display type from “Pull-down List”, “"Multiple Choice”, “Single Choice”
and “Text".

*  Attribute Value: Suitable for lists displaying as “Pull-down List”, "Multiple Choice” and
“Single Choice” lists. Use a “;” to distinguish the multiple values. If the input type is “Text”, the
attribute value is not suitable.

*  Row/Column: The column and row of a field are used together to control the display
position of the field. Numerals are supported. The column number can be either 1 or 2, and the
row number can only be 3 to 20. The combination of the column and row must not be
duplicated. As shown in the following figure, Employee Type, is in the first column and first row,
and Hire Type is in the first column and second row.

: Access Control Time Attendance Personnel Detail »
Employee Type ;__—' Hire Typs — 4
Job Title — Street E—
Birthplace -

Home Address

Office Phone

|
]
Country | |
|
Office Address |

\
Home Phone | ]
L

3.1.6.2 Editing a Custom Attribute

Click £ to modify the corresponding attributes.
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Personnel / Personnel / Custom Attributes

Display Name Attribute Value 2 b

O Refresh Z# New W Delete
Display Name Attribute Value Input Type Row Column Display in Person List  Operations
Employee Type Official Staff.Probation Pull-down List 3 1 No Z |
Hire Type Contract Worker;Non ¢ Pull-down List 3 2 No Z |
Job Title Text 4 1 No 2 |

Deleting a Custom Attribute

Click [Delete] to delete an unused attribute. If the attribute is in use, the system will pop up
confirmation before confirming to delete.

&Note: The custom attribute will not be recovered once deleted.

Parameters

1. Click [Personnel] > [Personnel Management] > [Parameters].

Rin
ZKBio CVAccess i 3 S @ anin -
& Personnel Bl Pcrsonnel / Personnel / Parameters

Person

Personnel ID Setting
Department Card Setting
Pending personnel settings
Position .
The Maximum Length Self-service Registration

Dismissed Personnel 9 conai sansiiival ;
Personal sensitive information pro
Pending Review Support Letters:
Yes ¢ No
Custom Attributes
. Personnel ID Auto-increment:
- - ®) Yes No

Card Setting

Card Format Display:

*) Decimal Hexadecimal
Card Reading Mode:
*) Read By Controller

Pending personnel settings

Enable Auto-audit:
Yes No

Self-service Registration

Card Management

2. You can set the maximum length for a Personnel ID and whether it will support letters or not. If
Personnel ID Auto increment is selected as Yes, then while adding personnel, the ID in the field
automatically updates to the next succeeding new number.

3. Set the maximum length (binary number) of the card number that the current system will
support.

4. Set the card format currently used in the system. The card format cannot be switched once it is
set up.

Page |4 Copyright©2025 ZKTECO CO., LTD. All rights reserved.



ZKBio CVAccess User Manual

5. Click [OK] to save the settings and exit.

Card Management

There are three modules in card management: Card, Wiegand Format and Issue Card Record.

Card

It shows the cards issued in the system with their status.

(JZKBioCVAccess i % € @ wmn v

& Personnel > Personnel | Card Management / Card

= ; Parsonnal LN A
B Cant sanagement o Card Number || srsonnel ID Deparnmant Name More Q &

G Refresh [ Batch Issue Card B3 Reported Lost Card 2 Reactivate Lost Card T Export

Wiegand Format

Card Number Personnel 1D First Name  LastName  Department Number  Department Name Issue Card Date Card State

Issued Card Record

Wiegand Format

Wiegand Format is the card format that can be identified by the Wiegand reader. The software is
embedded with 9 Wiegand formats. You may set the Wiegand card format as needed.

JZKBioCVAccess % S O admn ~

Personnel 1/ Card Management / Wiegand Format

— T Refresh ¥ New W Delete B8 Card Formats Testing
& Card Management
Name Mode Site Coda Auto Operations

Card
Wiegand Format26 Mode One o Yes z

— Wiegand Format28a Mode One (] No z

Issued Card Record

Wiegand Format3d Mode One o Yes Z
Wiegand Formatdda Mode One ] No £
Wiegand Format36 Mode One ] Yes 2
Wisgand Format3y Mode One ] Yes '
Wisgand Format37a Mode One ] No Z
Wiegand Formats0 Mode One [ Yes 2
Viisgand Formatee Mode One 0 Yes 2
1-9 50 rows per page Jump To 1 /1Page  Total of 9 records

This software supports two modes for adding Wiegand Format, if mode 1 does not meet your setting
requirement, you may switch it to mode 2. Take Wiegand Format 37 as an example:
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Personnel / Card Management / Wiegand Format

O Refresh  Z# New T Delete [ Card Formats Testing

| Name Mode Site Code Auto Operati/
| Wiegand Form; Edit x Z
| Wiegand Formi Name® [Wisgand Formates | K
| Total Bir 26
Wiegand Form; Z
Site Code 0
| Wiegand Formi] Auto l 2
Mode One |
Wiegand Formi  rirst parity Check(p) 1 Z
O] wiegsnaFon | Second Parity Check(p) 2% I 2
i Odd Parity Check(o) Even Parity Check(e) ciD(e) Site Code(s) Manufacturer Code(m)
B iegandForm| | sanpy  TheMadmum oo TheMaxdmum  goo. TheMadmum el TheMaxmum oo The Maximum 2
Length Length Length Length Length
] 14 13 1 13 2 24 0 0 0 0
] mmmmi 2
Mode Two
Wiegand Formi Card Check Format™ PCCECCCCCCECCEeCEteeeceep 2
Parity Check Format* ceeecEEeERERE0000000000000 _

Cancel

Format Specifying:

“P” indicates Parity Position; “s” indicates Site Code; “c” indicates Cardholder ID; “m” indicates
Manufacturer Code; “e” indicates Even Parity; “O” indicates Odd Parity; “b” indicates both odd check
and even check; “x” indicates parity bits no check.

The previous Wiegand Format 37: the first parity bits (p) check “eeeeceeeeceeceeeceeee”; the second
parity bits check “0000000000000000000”. Card Check Format can only be set “p, x, m, ¢, s”; Parity
Check Format can only be set “x, b, o, e”.

Issue Card Record

It records the life cycle of a card and will display the operations performed on the card.

1JZKBio CVAccess i ® S @ xmn -~
& Personnel > Personnel / Card Management ! Issued Card Record
" jon [—— - M

& caramanagement o Card Number || Action ore Q ¢

Cand G Refresh T Export

Wiegand Format Card Number Personnel 1D First Name Last Name Action Operator Time Change Time

No data
] 50 rows per page Jump To 1 /0 Page  Total of 0 records

&5 Note: The cards and card issuing records of an employee will be deleted altogether when the
employee’s account is deleted completely.
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Access Control

The system needs to be connected to an access controller to provide access control functions. To use
these functions, the users must install devices and connect them to the network first, then set
corresponding parameters, so that they can manage devices, upload access control data, download
configuration information, output reports and achieve digital management of the enterprise.

JZKBio CVAccess ] S O admn ~

% Access Device ~

fe
=
g
o]
[+3

Device Name Serial Number  Area Name  IP Address Commands List  Operations

Audliary Input
Auxiliary Output
Event Type

Daylight Saving Time
Real-Time Monitoring
Alarm Menitoring

Map

I Accessrule >

] 50 rows per page Jump To 1 /0 Page  Total of 0 records

[ Access Control Reports >

Device

Add an access device, then set the communication parameters of the connected devices, including
system settings and device settings. When communication is successful, you can view here the
information of the connected devices, and perform remote monitoring, uploading and downloading,
etc.
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Access / Access Device / Device

Device Name Serial Number IP Address More= Q &

O Refresh  F New W Delete T Export Q Search B Control - @ Setup - [ View/ Get - ® Communication ~

Device Name Serial Number  Ares Name 1P Address Ststus  Device Model  Register Device Firmware Version Commands List  Operations

No data

I Access rule

o ge - J To 10 P Total of 0 d:
D asoss aoatsermerie 5. T > 31 50rowsperpage ump Te. 1 age  Total of 0 recards

4.1.1 Device

4.1.1.1 Add Device

There are two ways to add Access Devices.
» Add Device Manually

1. Click [Access] > [Device] > [New] on the Action Menu, the following interface will be shown:

Device Name”

Communication Type* (®) TCPIP () RS485

IP Address™ s = = I
Communication port”

Communication Password

Control Panel Type |OneDou! Access Co... v

Area” EArea Name

Addto Level  Ce—— -

|

|

g

Icon Type* | Door - |
|

|

| |

Clear Data in the Device when
Adding

A\ [Clear Data in the Device when Adding] will delete data in the device
(except event record), please use with caution!
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Fields are as follows:

* Device Name: Any character, up to a combination of 20 characters.
* IP Address: Enter the IP Address of the device.

*  Communication port: The default value is 4370.

¢ Communication Password: A Password should be a combination of numbers and letters
of 6 digits.

&Notes:

(1) You do not need to input this field if it is a new factory device or just completed initialization.

(2) When communication password for the standalone device is set as “0”, it means no password.
However, in case of access control panel, it means the password is 0.

(3) You need to restart the device after setting the door sensor of the standalone device.

* lcon Type: It will set the representation of the device. You can choose as per the kind of
device; Door and Flap Barrier.

e Control Panel Type: One-door access control panel, two-door access control panel,
four-door access control panel, Standalone Device.

*  Area: Select specific areas of devices. After setting areas, devices (doors) can be filtered by
areas upon Real-Time Monitoring.

* Add to Level: Automatically add the device to the selected level. The device cannot be
automatically added to the selected level if the number of personnel exceeds 5000. You can add
personnel after the device is successfully added.

* Clear Data in the Device when Adding: If this option is checked, the system will clear all
data in the device (except the event logs). If you add the device just for demonstration or testing,
there is no need to select it.

2. After editing, click [OK], and the system will try to connect the current device.
If it is successfully connected, it will read the corresponding extended parameters of the device.

& Note: When deleting a new device, the software will clear all user information, time zones, holidays,
and access control levels settings (including access levels, anti-pass back, interlock settings, linkage
settings, etc.) from the device, except the events records (unless the information in the device is
unusable, or it is recommended not to delete the device is used to avoid loss of information).

1. Click [Access] > [Device] > [Search], to open the Search interface.
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No device found? Download Search Tools to Local Disk

Total Progress | | ‘

IP Address | Device Type | Serial Number

IP Address MAC Address Subnet Mask Gataway Add...  Serial Number Device Type Set Server

A\ The current system communication port is 8881, please make sure the device is set correctly.

"

2. (lick[Search], and it will prompt “Searching...... .

Operations

3. After the search is complete, the list and the total number of access controllers will be displayed.

Search

No device found? Download Search Tools to Local Disk

IP Address ‘ ‘ Device Type | | Serial Number ‘ @
IP Address MAC Address Subnet Mask Gateway Add... Serial Number Device Type Set Server
192.168.137.32 2552552650 192.168.137.1 7273212700020 RevFace 19

A\ The current system communication port is 8881, please make sure the device is set correctly.

Operations

x

& Note: UDP broadcast mode will be used to search access devices. This mode cannot perform a

cross-Router function. IP address can provide cross-net segment, but it must be in the same subnet,

and needs to be configured the gateway and IP address in the same net segment.

4, Click on [Add] in the search list.

If the device is a pull device, you may input a device name, and click [OK] to complete the device

adding.
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Add ®
Device Name® [192.168.137 32
lcon Type® Door -
Area” Area Name -
Addtolevwel | -

Clear Data in the Device when Adding

Ar

Cancel

* Clear Data in the Device when Adding: If this option is selected, after adding device, the
system will clear all data in the device (except the event logs).

If the device is a push firmware device, the following windows will pop-up after clicking [Add]. If
IP Address in [New Server Address] is selected, then configure IP address and port number. If
Domain Address in [New Server Address] option is selected, then configure domain address,
port number and DNS. The device will be added to the software automatically.

Add

Device Name® 192.168.213.1556

New Server Address” @IP Address  ()Domain Address
192 . 168 . 213 .25

New Server Port* 8088

Communication Password

Icon Type® Door
Area* Area Name
Add to Level —————

Clear Data in the Device when Adding =

Ar
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Mew
Device Name®
Communication Type® @ TCPAP
IP Address™®
Communication port* 4370
Communication Password
Icon Type® Door
Control Panel Type One-Door Access Conl
Area® Area Name

Add to Level e

Clear Data in the Device when
Adding

(oo ansnen o W corcer |

* New Server Address: To add a device by IP Address or Domain Address, devices can be
added to the software by entering the domain address.

* New Server Port: Set the access point of system.
e DNS: Set a DNS address of the server.

* Clear Data in the Device when Adding: If this option is selected, then after adding device,
the system will clear all data in the device (except the event logs). If you add the device merely

for demonstration or testing, there is no need to select it.

& Note: When using either of the above three device adding methods, if there exist residual
data in the original device, please sync original data to it after adding a new device to the
software by clicking [Device] > [Synchronize All Data to Devices], otherwise these original
data may conflict with normal usage.
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Access [ Access Device / Device

Device Name i Serial Number |_ _| IP Address |_

O Refresh  Z# New T Delete T Export Q Search & Setup ~ [& View/

Device Name Serial Number  Area Name i & Clear Administrator Permission .o podel

Clear C d
192.168.137.32 7273212700020 Area Name 1 © Cloar Comman ace 19
& Upgrade Firmware
3¢ Reboot device
@ Synchronize Time

~ Enable

& Disable

(R Synchronize All Data to Devices

The default IP address of the access device may conflict with the IP of a device on the local network.
You can modify its IP address: click [Modify IP Address] beside the [Add] and a dialog box will pop up
in the interface. Enter the new IP address and other parameters (Note: Configure the gateway and IP

address in the same net segment).

& Note: Some PUSH devices support SSL. To use this function, select the HTTPS port during software
installation and ensure that the device firmware supports SSL.

4.1.2 1/0 Board

On the device module, click [Device]> [I/O Board]> [New] to add the I/O Board device to the
software.

Name*
Davica Nama®

Protocol Type*

10 Board Typs®

RS485 Address”

RS485 Address Cods Figurs

After the canfiguration, you need 10 restart the devics

OK Cancel

Enter the name of the I/0 Board. Select the Device by clicking the Device Name field. The device list
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appears as shown below:

Device Name Serial Number Q ¢
Alternative Selected(0)
Device Name Serial Number Device Name Serial Number

No data
No data

14— b

0 50 rows per page ~
D 3

Cancel

Select the device and click OK. Select the 1/0 Board Type. Set the RS485 Code Address by changing
the corresponding button. Click OK to save the details. You can view all the auxiliary inputs in
[Auxiliary Input] interface.

Device Operation

For the communication between the system and device; data uploading, configuration downloading,
device and system parameters shall be set. Users can edit access controllers within relevant levels in
the current system; users can only add or delete devices in Device Management if needed.

Edit or Delete a Device

¢ Edit: Click the Device Name or click [Edit] to access the edit interface.

¢ Delete: Select the device, click [Delete], and click [OK] to delete the device.
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Device Name™
Communication Type*
Serial Number®

IP Address”
Communication port™
Icon Type®

Control Panel Type
Area”

Set Wiegand Reader

TimeZone

Edit

| 192.168.137.32 |
TCPIP - HTTP  RS485

| 7273212700020
192 168 137 32

2881
| =l
|Area Name hs

|
|
I Door - |
|
|
|

o

For the details and settings of the above parameters, see Device. Some details cannot be edited. The

device Name should be unique and must not be identical to another device.

Control Panel Type cannot be modified. If the type is wrong, users need to manually delete the

device and add it again.
4.1.3.2 Export

Device information can be exported in EXCEL, PDF, and CSV file format.
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User Password™
File encryption
File encryption
password®

File Format

Data to Export

®) Yes () No
\ | e

|EXCEL -
(&) All (max 100000 records)

() Selected (max 100000 records)

Start Position |1 |
Total Records | 100

|
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Device
Device Name Serial Number | Area Name|Com munic Network [P Address RS485 Status Device Register Firmware Version
ation Type | Connection Parameter Model Device
Mode
SpeedFace-V5 CGFEI84760043 |Area Name| HTTP Wired 192.168.213.67 Offline | SpeedFace- Yes 1.0.55
V5

4.1.3.3 Clear Administrator Permission

Select the required device, click [Clear Administrator Permission] to clear device administrator

permissions, and click [OK] to finish.

Access / Access Device / Device

Device Name Serial Number IP Address

T Refresh =+ New i Delete T Export Q Search & Setup ~ EBV\

Device Name R T T TR I I < Clear Administrator Permission

Clear C d
192 168 137.32 7273212700020 Area Name 1 © Clear Comman =

& Upgrade Firmware
3% Reboot device

@ Synchronize Time
v Enable

& Disable

2 Synchronize All Data to Devices

4.1.3.4 Clear Command

Select the required device, click [Clear Command] to clear the command being synchronized to the
device, and click [OK] to finish.

Access [ Access Device / Device

Device Name Serial Number IP Address

O Refresh ¥ New W Delete T Export Q Search & Setup - RV

Device Name Serial Number  Area Name | ¥ Clear Administrator Permission .o

Clear Command
[ 192.168.137.32 7273212700020 Area Name 1a(

& Upgrade Firmware
%% Reboot device

@ Synchronize Time
v Enable

© Disable

(R Synchronize All Data to Devices
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4.1.3.5 Upgrade Firmware

Select the required device that needs to be upgraded, click [Upgrade firmware] to enter edit
interface, then click [Choose File] to select firmware upgrade file (named emfw.cfg) provided by
Access software, and click [OK] to start upgrading.

Access [ Access Device / Device

Device Name Serial Number IF Address

T Refresh =¥ New @ Delete T Export Q Search [ EN8 0 & Setup -~ [@ View ! Get ~

[ Device Name Serial Number  Area Name | < Clear Adminisrator Permission . piodel  Re

Clear C d
% 192.168.137.32 7273212700020 Area Name 1 O Clear Comman ace1s @

3t Reboot device
@ Synchronize Time
~ Enable

© Disable

(8 Synchronize All Data to Devices

Upgrade Firmware b4

Selected Device(Can only upgrade equipment of the same type)
(») RevFace 19:192.168.137.32

Select File[Fi ey Not Uploaded

Total Progress

Hidden Info

Close

& Note: The user shall not upgrade firmware without authorization. Contact the distributor before

upgrading firmware or upgrade it following the instructions of the distributor. The unauthorized
upgrade may affect normal operations.

4.1.3.6 Reboot Device

It will reboot the selected device.

Page |54 Copyright©2025 ZKTECO CO,, LTD. All rights reserved.



ZKBio CVAccess

User Manual

Access [ Access Device [ Device

Device Name Serial Number IP Address

O Refresh  Z#¥ New W Delete T Export Q Search SN0 & Setup ~ BB Vie

[ Device Name Serial Numbar  Area Name |l ¥ Clear Administrator Permission .5

Clear Command
M 192168 137.32 7273212700020 Area Nama 1 © Cloar Comman ace

& Upgrade Firmware

@& Synchronize Time

" Enable
© Disable

(2 Synchronize All Data to Devices

4.1.3.7 Synchronize Time

It will synchronize device time with the server’s current time.

Access [/ Access Device / Device

Device Name Serial Number IP Address

O Refresh =¥ New 1 Delete T Export Q Search & sstup - [ Vie

[ Device Name Serial Number  Area Name |I ¥ Clear Administrator Permission .o

Clear C d
% 192.168.137.32 7273212700020 Area Name 1 © Cléar Comman ace

& Upgrade Firmware

3 Reboot device

@ Synchronize Time

" Enable
© Disable

(2 Synchronize All Data to Devices

4.1.3.8 Disable/Enable

Select device, click [Disable/ Enable] to stop/ start using the device. When communication between

the device and the system is interrupted or the device fails, the device may automatically appear in

disabled status. After adjusting the local network or device, click [Enable] to reconnect the device

and restore device communication.
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Access  Access Device / Device

Device Name Serial Number IP Address More = Q <&

S Refresh =% New M Delete T Export Q Search |Elei (8 & Setup ~ [B View/Get ~ ® Communication ~

[ Device Name Serial Number  Area Name |1 & Clear Administrator Permission .2 pogel Register Device  Firmware \/
Clear C d
192 168 137 32 7273212700020 Area Name 1 © Clear Comman ace19 @ ZAM200-N|
& Upgrade Firmware

4 Reboot device

@ Synchronize Time

~ Enable

& Disable

(8 Synchronize All Data to Devices

4.1.3.9 Synchronize All Data to Devices

Synchronize data of the system to the device. Select device, click [Synchronize All Data to Devices]
and click [OK] to complete synchronization.

Access [ Access Device / Device

Device Name Serial Mumber IP Address

S Refresh  Z# New W Delete T Export Q Search | @ Setup ~ BB View /(

2 Device Name Serial Number  Area Name | < Clear Administrator Permission .o o de

Clear C d
P2 192.168.137.32 7273212700020 Area Name 1 © Clear Comman ace 19
& Upgrade Firmware
%% Reboot device

@ Synchronize Time

~ Enable

® Disable
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Synchronize All Data to Devices x I
Selected Device e
Standalone Device : 192.168.137.32
Access Authority ¥ TimeZone, holidays Door Parameters
AntiPassback First-Person Open Door 4 Multi-Person Open Door
4 Linkage Auxiliary Input Setting
Total Progress
Close

“ Note: [Synchronize All Data to Devices] will delete all data in the device first (except

transactions), and thus download all settings again. Please keep the internet connection stable and
avoid power down situations. If the device is working normally, please use this function with caution.
Execute it in rare user situations to avoid impact on normal use of the device.

Set Device Time Zone

If the device supports the time zone settings and is not in the same time zone with the server, you
need to set the time zone of the device. After setting the time zone, the device will automatically
synchronize the time according to the time zone and server time.

Access [ Access Device / Device

Device Name Serial Number IP Address Mare Q
G Refresh T+ New T Delete T Export Q Search Control et u @ View / Get $ Communic:
Device Name Serial Number  Area Name |P Address
[+ Set as Registration Devi
192 168 137 32 7273212700020 Area Name 192.166.137.32 [ Sotas Registration Device

& Modify the Fingerprint Identification Threshold
E4 Set Extended Parameters
Set Video Intercom Server

E2 Replace Device

Set as Registration Device

Set the registration device only when the standalone device's data such as personnel can
automatically upload.
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Access / Access Device / Device

Device Name Serial Number IP Address More

O Refresh  # New W Delete T Export Q Search Control at up @ View / Get $ Communil
Device Name Serial Number  Area Name |P Address EB Set Device Time Zone
192 168.137.32 7273212700020 Area Name  192.168.137.32

X Modify the Fingerprint Identification Thrashold
E4 Set Extended Parameters
[ Set Video Intercom Server

EZ Replace Device

Modify the Fingerprint Identification Threshold

&sNote: Ensure that the access controller supports fingerprint function.

Access [ Access Device / Device

Device Name Serial Number IP Address More Q
O Refresh  ZF New @ Delete T Export Q Search Control = | set up B View / Get ® Communi
Device Name Serial Number  Area Name  IP Address ES Set Device Time Zone

192.168.137.32 7273212700020 Area Name  192.168.137.32 L° 5t@3 Registration Device

B4 Set Extended Parameters
[ Set Video Intercom Server

E2 Replace Device

Set Video Intercom Server

Configure the address of the video intercom server for the visible light device.

Access / Access Device / Device

Device Name Serial Number IP Address More
O Refresh  ZF New W Delete T Export Q Search Control Sef @ View / Get $ Commun
Device Name Serial Number  Area Name  IP Address EB Set Davice Time Zone

192 168137 32 7273212700020 Arca Name 19216 137 32 @ S¢t @ Registration Device

& Modify the Fingerprint Identification Threshold

E4 Set Extended Parameters

E2 Replace Device

Replace Device

Quick device replacement function. When the device is broken, only need to enter the serial number

of the new device, you can quickly copy the data of the old device to the new device.

& Note: Only devices of the same type can be replaced, such as visible light devices can only be

replaced with visible light devices, and controllers can only be replaced with new controllers.
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Access / Access Device / Device
Device Name Serial Number ‘ ‘ IP Address Mare = C

O Refresh  F New i Delete T Export  Q Search Control ~ [@ View / Get ~ & Commun

[ Davice Name Serial Number  Area Name  IP Address EB Sat Device Tims Zons

fb Set as Registration Devi
B 192.168.137.32 7273212700020 Area Name 192.168.137.32 [P 50t a8 Registration Devics

X Modify the Fingerprint Identification Threshold
E4 Set Extended Parameters

[ Set Video Intercom Server

4.1.3.15Get Device Option

It gets the common parameters of the device. For example, get the firmware version after the device
is updated.

Access [ Access Device / Device

Device Name Serial Number IP Address Maore = C

O Refresh =+ New W Delete T Export Q Search Control ~ & Setup ~ NSRS Ed @ Commur

[v] Device Name Serial Number  Area Name IP Address Status D anﬂ“wm

B2 Get Personnel Information

P2 192.168.137.32 7273212700020 Area Name  192.168.137.32

@ Get Transactions
T+ View Rules of Devices

8 View Device Capacity

4.1.3.16 Get Personnel Information

Renew the current number of personnel, fingerprints, finger vein and face templates in the device.
The final value will be displayed in the device list.

Access [ Access Device / Device

Device Name Serial Number IP Address More =

T Refresh T+ New W Delete T Export Q Search Control ~ & Setup ~ NERETNRCERY @ Commu

4 Device Name Serial Number  Area Name  IP Address Status D Get Device Option €

_ B Get Personnel Information

192.168.137.32 7273212700020 Area Name 192.168.137.32 Online R

B Get Transactions
T+ View Rules of Devices

2 View Device Capacity

4.1.3.17 Get Transactions

Get transactions from the device into the system. Two options are provided for this operation: Get
New Transactions and Get All Transactions.
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Access [ Access Device / Device

Device Name Serial Number IP Address Maore
O Refresh  Z# New W Delete T Export Q Search B Control & Set up 2 View / Get ~ [ Rl
Device Name Serial Number Area Name IP Address Status D Get Device Option ¢

192 168 137.32 7273212700020 Area Name 192 168 137.32 R ot Pmtat e eYen
#+ View Rules of Devices

& View Device Capacity

Get Transactions b4

Selected Device

The offline devices can not be operated!

10.8.15.79

Get New Transactions Get All Transactions

Set Valid Time |
Total Progress

Close

* Get New Transactions: The system only gets new transactions since the last collected and
recorded transaction. Repeated transactions will not be rewritten.

* Get All Transactions: The system will get transactions again. Repeated entries will not be
shown twice.

When the network status is healthy and the communication between the system and device is
normal, the system will acquire transactions of the device in real-time and save them into the
system database. However, when the network is interrupted or communication is interrupted
for any reason, and the transactions of the device have not been uploaded into the system in
real-time, [Get Transactions] can be used to manually acquire transactions of the device. In
addition, the system, by default, will automatically acquire transactions of the device at 00:00 on
each day.

& Note: Access controller can store up to 100 thousand transactions. When transactions exceed this

number, the device will automatically delete the oldest stored transactions (deletes 10 thousand
transactions by default).

View Rules of Devices
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Shows the Access rules in the device.

Access [ Access Device / Device

Device Name Serial Number IP Address More = {
S Refresh =¥ New T Delete T Export Q Search E Control & Setup | Vies i ® Commu
Device Name Serial Number  Area Name  IP Address Status D Get Device Option i€

192 168.137.32 7273212700020 Area Name 192.168.137.32 g FeleriRanimelimig)

B Get Transactions

2 View Device Capacity

View Device Capacity

It checks the capacity of personnel’s biometric details in the device.

Access / Access Device / Device

Device Name Serial Number IP Address Maore {
O Refresh —# New W Delete T Export Q Search Control & Set up B View [ Get ~ [l ReDiT T
Device Name Serial Number  Area Name IP Address Status D Get Device Option bt
B2 GetP | Inf ti
192.168.137.32 7273212700020 Area Name  192.168.137.32 g R BRI RO

& Get Transactions

T+ View Rules of Devices

Modify IP Address

Select a device and click [Modify IP address] to open the modification interface. It will obtain a
real-time network gateway and subnet mask from the device. (Failed to do so, you cannot modify the
IP address). Then enter a new IP address, gateway, and subnet mask. Click [OK] to save and quit. This
function is similar to [Modify IP Address Function] in Device.

Access [ Access Device | Device

Device Name Serial Number IP Address Mare a <
O Refresh  =# New i Delete T Export Q Search &l Control & Set up F@ View / Get
Device Name Serial Number  Area Name  |P Address Status  Device Model Rey
m &4 Modify C ication Password
192 168 137 32 7273212700020 Area Name 192 168.137 32 it )| B Moty Comninicalon Pestaord

Modify Communication Password

The system will ask for the old communication password before modifying it. After verification, input
the new password twice, and click [OK] to modify the communication password.
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Access [ Access Device / Device

Device Name Serial Number IP Address More = @& e

T Refresh ¥ New T Delete T Expert Q Search Control & Setup FR View / Get

Device Name Serial Number  Area Name IP Address Status  Device Model Rey IB Modify IP Address

192.168.137.32 7273212700020 Area Name 192.168.137.32 - RevFace 19 =] |

“Note: A Password should be a combination of numbers and letters of 6 digits.

Users can modify the fingerprint identification thresholds in the devices; it ranges from 35 to 70 and
it is 55 by default. The system will read the thresholds from the device. Users can view the threshold
devices list. More than one device can be changed by using the Batch operation function.

Doors

1. Click [Access] > [Device] > [Door] to enter Door Management interface (click “Area Name” in
the left, the system will automatically filter and display all access devices in this area).

JZKBioCVAccess i < @ amn -
% Access Device Il Access / Access Device / Door

Device Door Name | | Owned Device Area Name v Morer Q &

10 Board

_ G Refresh O Remote Opening O Remote Closing Vv Enable ~ © Disable & Cancel Alarm T Remote Normally Open More

Door Name Area Name  Owned Device Serial Number Enable Active Time Zone Door Sensor Type  Verification Mode Qwning Board ~ Operations
Reader

192.168.137.32-1 Area Name 192.168.137.32 7273212700020 o 24-Hour Accessible None Automatic Identificatio z
Auxiliary Input

Auxiliary Output
Event Type

Daylight Saving Time
Real Time Monitoring
Alarm Monitoring

Map

T accessrule >

1-1 50 rows per page Jump To 1 /1Page  Total of 1 records

[ Access control Reports >

Select the door to be modified, and click the Door Name or £ button below the operations tab
to open the Edit interface:
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Edit
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Device Name® 192.168.137.32 Door Number® 1
Door Name |192.168.137.32-1 Active Time Zone™ 24-Hour Accessible
Verification Mode™ Automatic |dentification « Lock Open Duration” 5

0 o Door Sensor Type® None

0 inute(0-120) Door Sensor Delay

Duress Password Passage Mode Time Zone | —— -

Emergency Password 8 Bit Intege Multi-Person Operation 10
Interval®
Host Access Status Entry - Slave Out of State Qut -
Disable Alarm Sounds
The above settings are copiedto ™ | -
Cancel

Fields are as follows:
¢ Device Name: It can’t be edited.

*  Door Number: System will automatically name it according to the doors quantity of the
device. This number will be consistent with the door number on the device.

& Note: By default, the suffix number in the Door Name is consistent with the Door Number, but
1/2/3/4 in Anti-Passback and interlock refer to the Door Number, rather than the number
following the Door Name, and they are not necessarily related.

* Door Name: The default is “device name - door number”. The name can be modified as
required. Numbers, letters or a combination of both are allowed up to 30 characters.

* Active Time Zone: Active Time Zone must be selected, so that the door can be opened and
closed normally. A Passage Mode Time Zone must be set within the Active Time Zone.

& Note: For a door, in Normal Open state, a person who is allowed to be verified 5 times
consecutively (verification interval should be within 5 seconds) can release the current Normal
Open status and close the door. The next verification will be a normal verification. This function
is only effective during the Active Time Zone of specified doors. And within the same day, other
Normal Open intervals set for the door and First-Person Normally Open settings will not take
effect anymore.

* Verification Mode: Identification modes include Automatic Identification, Only fingerprint,
Only Pin, Only Password, Pin and Fingerprint, Fingerprint and Password, Pin and Password and
Fingerprint, Face, Face and finger, Face and Finger and Password. The default value is Card or
Fingerprint. When both Card and Password mode is selected, make sure the door is equipped
with a reader that has a keyboard.

* Lock Open Duration: It is the time period for which the door remains unlocked after
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successful verification. The unit is second (range: 0~254 seconds), and the default value is 5
seconds.

* Operate Interval: It is the time-interval between two verifications. The unit is Seconds
(range: 0~254 seconds), and the default value is 0 seconds.

* Anti-Passback Duration of Entrance: Only one entry is allowed with a reader in this
duration. The unit is minute (range: 0~120 minutes), and the default value is 0 minutes.

* Door Sensor Type: None (will not detect door sensor), Normally Open, Normally Close. If
you have selected as Normally Open or Normally Close, you need to set Door Sensor Delay and
decide whether or not Close and Reverse-lock is required. When the door sensor type is set as
Normally Open or Normally Close, the default door sensor delay is 15 seconds, and then close
and reverse state is enabled.

* Door Sensor Delay: It is the delayed duration for the detection of the door sensor after the
door is opened. When the door is not in the Normally Open period, and the door is opened, the
device will start the counting. It will trigger an alarm when the delay duration is expired and
stops the alarm when you close the door. The default door sensor delay is 15s (range: 1~254
seconds). Door Sensor Delay should be greater than the Lock Open Duration.

* Duress Password, Emergency Password: Duress means any threats, violence, constraints,
or other action used to force someone into doing something against their will. In these
situations, input Duress Password (with an authorized card) to open the door. When the door is
opened with Duress Password, the alarm is triggered. Upon emergency, the user can use
Emergency Password (named Super Password) to open the door. Emergency Password allows
normal opening, and it is effective in any time zone and any type of verification mode, usually
used for the administrator.

Duress Password Opening (used with an authorized card): Password should be a number not
exceeding 6 digits. When Only Card verification mode is used, you need to press [ESC] first, and
then press the password plus [OK] button, then finally punch legal card. The door opens and
triggers the alarm. When Card + Password verify mode is used, please swipe legal card first, then
press the password plus [OK] button (same as normal opening in card plus password
verification mode), the door opens and triggers the alarm.

Emergency Password Opening: Password must be 8 digits. The door can be opened only by
entering the password. Please press [ESC] every time before entering the password, and then
press [OK] to execute.

*  When using Duress Password or Emergency Password, the interval for entering each
number shall not exceed 10 seconds, and both the passwords should not be the same.

¢ Disable Alarm Sounds: Select the Disable Alarm check box to disable the alarm voice in
real-time monitoring page.

The above Settings are Copied to: It has below two options.

(1) All doors in the current device: Click to apply the above settings to all doors of the current access
device.

Page |64 Copyright©2025 ZKTECO CO., LTD. All rights reserved.



ZKBio CVAccess User Manual

(2) All doors in All Control devices: Click to apply the above settings to all doors of all access devices
within the current user’s level.

2. After setting parameter(s), click [OK] to save and exit.
Reader

1. Click [Device] > [Reader] on the Menu, then click on reader name or Z button.

1JZKBio CVAccess i ® S @ xmn -~
[®. Access Device o Access / Access Device | Reader
Dievice: Readar Name || Door Name Q ¢

110 Board

Door

_ Reader Name Door Name Communication Type  In/Out  Bound camera Owning Bosrd  Operations
192 168,137 32-1.In 192 168.137.32.1 In 2

Auxiliary Input

s s

192 168 137.32-1- 192.168.137 321 Qut
Ausdliary Output

Event Type

Daylight Saving Time
Real-Time Monitoring
Alarm Mnitoring

Map

Il AccessRuie >

12 50 rows per page Jump T 1 /1 Page  Total of 2 records

[ Access control Reports >

* Name: Set the name of the reader displayed on the list page.
Auxiliary Input

It is mainly used to connect devices like infrared sensors, smog sensors, smoke detectors, etc.

1. Click [Access Device] > [Auxiliary Input] on the Action Menu, to access below shown interface:

2. ClickonNameor £ button to modify the parameters as shown below:
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Device Name"

Number

Name®

Printed Name"
Active Time Zone

Remarks

Fields are as follows:

Edit

192168137322

Budliary Input-1 |

N
24 Hour Accessible v

* Device Name: You can customize the name according to your preference.

*  Printed Name: It will be the printed name on the hardware, such as IN5.

* Active Time Zone: Auxiliary input will be available only in the specified time segment.

&Note: Only Name can be modified.

3. Click [OK] to save the name and exit.

4.1.7 Auxiliary Output

It is mainly used for alarm output and with active linkage function.

1. Click [Access Device] > [Auxiliary Output] on the Action Menu to access the following

interface:
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1JZKBio CVAccess i ® S @ xmn -~
[%. Access Device OBl Access / Access Device / Auxiliary Output

Device Name Devics Name Printed Name Q <

110 Board

G Refresh Remote Open @ Remote Close Remote Normally Open
Door
Name Device Name Number  Printed Name  Passage Mode Time Zone  Owning Board  Remarks Operations
Reader
Auxiliary Input
Event Type
Daylight Saving Tme
Real-Time Monitoring
Alarm Monitoring
Map
No data
Il Aaccess Rule >
] 50 rows per page Jump To 1 0 Page  Total of 0 recards

[ Access control Reports >

2. Click £ button to modify the parameters:
Fields are as follows:
* Name: You can customize the name according to your preference.
*  Printed Name: The printing name in the hardware, for example, OUT2.

* Passage Mode Time Zone: The auxiliary output will be in normally open or normal close in
the selected time zone.

&Note: Only Name, Passage Mode Time Zone and Remarks can be modified.

3. Click [OK] to save the name and remark and exit.

Event Type

It will display the event types of access devices.

1. Click [Device] > [Event] to access the following page:
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ZKBioCVAccess = % S @ admin ~
e Davice Il Access / Access Device / Event Type
Device Event Description | v EventNumber :] Event Level | —— — | Morer Q &
110 Board
O Refresh ) Set Audio

Door

Event Name EventNumber  Eventlevel  Device Name Serial Number Operations
Reader

Normal Verify Open. 0 Normal 192.168.137.32 7273212700020 2 <
Auwiliary Input

. Verify During Passage Mode T 1 Normal 192.168.137.32 7273212700020 2

Auwxiliary Output
Event Type First-Personnel Open 2 Normel 192.166.137.32 7273212700020 2z
i e Multi-Personnel Open 3 Normal 192.168.137.32 7273212700020 A
Real-Time Monitoring Emergency Password Open 4 Normal 192.168.137.32 7273212700020 2
Alarm Monitoring Open during Passage Mode Tii 5 Normal 192.168.137.32 7273212700020 2
ke Linkage Event Triggered 6 Normal 192.168.137.32 7273212700020 2

Cancel Alarm 7 Normal 192.168.137.32 7273212700020 A

Remote Opening 8 Normal 192.168.137.32 7273212700020 2z

Remote Closing 9 Normal 192.168.137.32 7273212700020 2

Disable Intraday Passage Mod 10 Normal 192.168.137.32 7273212700020 2

Enable Intraday Passage Mods 11 Normal 192.166.137.32 7273212700020 2z

Operation Interval too Short 20 Exception 192.168.137.32 7273212700020 2z

Door Inactive Time Zone Verify 21 Exception 192.168.137.32 7273212700020 2

I AccessRute >
¢ ¢ 150 5 3 50rowsperpage ~ JumpTo 1 /i2Page  Total of 67 records

[@ Access control Reports >

2. (lick [Edit] or click on the event type name to edit:

Edit

Device Name” 192 168.137.32
Event Name™ ' Normal Verify Open

Event Number® 0

Event Level®

Event Sound () Already Exists ()

Copy to all devices

Fields are as follows:
* Event Level: Normal, Exception, and Alarm are available.
¢  Event Name: It cannot be modified.

* Event Sound: You can set custom sound being played when the event occurs in real-time
monitoring.

* Copy to all devices: This event will be applied to all current devices within the purview of
the same user event number.
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> Set Audio

Same as the event sound. Click [Set Audio]:

Set Audio

Event Sound () Already Exists () Upload

-

You can upload audio from your local PC. The file must be in wav or mp3 format, and it must not
exceed T0MB.

For more details about Event Type, please refer to Access Event Type.
4.1.9 Daylight Saving Time

The Daylight-Saving Time is a function to adjust the official prescribes local time to save energy. The
unified time adopted during the implementation is known as the "DST". Typically, regions that use
daylight saving time adjusts clocks forward one hour to standard time close to the start of spring in
the summer to make people sleep early. It can also help to save energy. In autumn, adjust clocks are
adjusted backward to get up early. The regulations are different in different countries. At present,
nearly 70 countries adopt DST.

To meet the DST requirement, a special function can be customized. You may adjust the clock one
hour ahead at (hour) (day) (month) and one hour backward at (hour) (day) (month) if necessary.
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ZKBio CVAccess

Access Device

Device
110 Board

Door

Reader

Auwiliary Input
Auwiliary Output
Event Type

Daylight Saving Time
Real-Time Monitoring
Alarm Monitoring

Map

I AccessRute >

[@ Access control Reports >

Access | Access Device / Daylight Saving Time

G Refresh ¥ New T Delete
DST Name Start Time End Time TimeZone
Casablanca MAY Third Sunday 20°clock APR Secand Sunday 3o'clack  UTC+01
Sarajevo, Skopje. W: MAR Fifth Sunday 20'clock OCT Fifth Sunday 3o’clock uTC+01
Belgrade, Bratislava, MAR Fifth Sunday 20'clock OCT Fifth Sunday 3o’clock uTCc+01
Alaska MAR Second Sunday 20’clock NOV First Sunday 2o0’clock uTC-09
Amsterdam, Berlin, £ MAR Fifth Sunday 20'clock OCT Fifth Sunday 3o’clock uTC+01
Brussels, Copenhage MAR Fifth Sunday 20'clock OCT Fifth Sunday 3o'clock uTC+01
Fiji NOV Second Sunday 20'clock  JAN Third Sunday 3o'clock UTC+2
Dublin, Edinburgh, Li MAR Fifth Sunday 1o'clock OCT Fifth Sunday 20’clock uTC+00
teheran or tehran  MAR Fourth Monday Oo'clock  SEP Third Wednesday Oo'clock  UTC+03:30
Pacific time (USA an MAR Second Sunday 20'clock  NOV First Sunday 20’clock uTC-08
Baja California MAR Second Sunday 20’clock NOV First Sunday 2o0’clock uTC-08
Mountain time (USA . MAR Second Sunday 2o’clock NOV First Sunday 2o0’clock uTC-07
Chihuahua, La Paz, I APR First Sunday 20'clock OCT Fifth Sunday 20 clock uTC-07
Norfolk Island OCT First Sunday 20'clock APR First Sunday 30'clock UTC+11
Wellington, Auckland SEP Fifth Sunday 2o'clock APR First Sunday 3o'clock UTC+2
Petropaviovsk Kamcl MAR Fifth Sunday 20’clock OCT Fifth Sunday 30’clock uTC+12

¢ ¢« 145 5 5 50rowsperpage ~ JumpTo 1 i1Page  Total of 45 records

4.1.9.1 Add DST

1.

Click [Access] > [Device] > [Daylight Saving Time]> [New]:

DST Name™

TimeZone™

Start Time™

End Time*

|NOV = | |First

Operations

|MAR = Second v._‘Sunday

~ | |Sunday

Csmvemane o |8

v (|2 = |o'clock

-2 + oclock

Cancel

£ O admn ~

The row fields are as; "Month - Week - Day - Hour" format. For example, if the start time is set as

“March - Second -Sunday - 2 o’clock” it means the DST will start from the second Sunday of March at

2 AM. The system will be advanced one hour at the start time. The system will go back to the original

time at the end time.

4.1.10 Real-Time Monitoring

Click [Access Device] > [Real-Time Monitoring].
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yCVAccess & S O admin ~
% Access Device Il Access / Access Device / Real-Time Monitoring

Device Area v Stats ~ | Device Name | Morer @

110 Board

4 Door Auxilary Input Ausiliary Output >
Door

@ Remote Opening [ Remote Closing & Cancel Alarm @ Activate Lockdown (& Deactivate Lockdown More

Reader

Auwiliary Input
192.168.13
7324

Auwsiliary Output

Event Type

Daylight Saving Time

«

Alarm Monitoring

Map Current Total:1 Online:1 @ Disable:0 @ Offine:0 @ Unknown:0 Door Name
Real-Time Events

Time Area Device Event Point Event Description Card Number  Person Reader Name Verification Mode

T AccessRule >

@ Access control Reports > Total Recsived: 0 Normal:0 ©/Exception:0 ®Alarm:0 Clear Data Rows Event Description

It will monitor the status and real-time events of doors under the access control panels in the system
in real-time, including normal events and abnormal events (including alarm events).

The Real-Time Monitoring interface is shown as follows:

Icons Status Icons Status
i Device blocked = al Door Offline
E Door sensor not set; relay closed E Door sensor not set; relay opened
i Door sensor not set, and the present firmware does not support current action on the
device

, Online status Door closed; Relay
L] opened

Online status Door closed; Relay closed

Online status Door closed, and the present firmware does not support current action on the
device

Online status Door opened; Relay
opened

Online status Door opened; Relay closed

Online status Door opened, and the present firmware does not support current action on
the device

Door opened alarming; Relay

Door opened alarming; Relay closed
P g y opened
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o L -9 Door opening timeout, Relay
" Door opening timeout, Relay closed ",
opened
Door opening timeout, and the present firmware does not support current action on the
device
ro Door opening timeout, Relay e Door opening timeout, Relay
@ closed/Door Sensor Closed ) opened/ Door Sensor Closed
-0 . 0 Door closed alarming; Rela
Door closed alarming; Relay closed . g y
& © opened
-0 Door closed alarming, Indicates that the present firmware does not support current action
on the device
F Door sensor not set, Door alarming, F Door sensor unset, Door alarming,
g Relay closed - Relay opened
o Door opening timeout, Without rela i
3 : U E}g Door locking

status/Door Sensor Closed

Without relay status, it indicates that the current firmware does not support action on the device.

Different icons represent status as followed:

< Door Auxiliary Input Auxiliary Output

O Remote Opening [ Remote Closing @ Cancel Alarm (@ Activate Lockdown @ Deactivate Lockdown More.

192.168.13
7321

Current Total:1 Oniine:1 ® Disable:0 @ Offine:0 @ Unknown:0 Door Name

Real-Time Events

Time Area Device Event Point Event Description Card Number  Person Reader Name Verification Mode

Sounds Reminder[Z Show Photos|

Total Received: 0 Normal:0 ®Exception:0 ®Alarm:0 Clear Data Rows Event De:

Door

* Remote Opening/Closing: It can control one door or all doors.

To control a single door, right click over it, and click [Remote Opening/ Closing] in the pop-up
dialog box. To control all doors, directly click [Remote Opening/ Closing] behind Current All.
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In the remote opening, the user can define the door opening duration (The default is 15s). You
can select [Enable Intraday Passage Mode Time Zone] to enable the intraday door passage
mode time zones or set the door to Normal Open, then the door will not be limited to any time
zones (can be opened at any time).

To close a door, select [Disable Intraday Passage Mode Time Zone] first, to avoid enabling
other normal open time zones to open the door, and then select [Remote Closing].

& Note: If [Remote Opening /Closing] fails, check whether the devices are disconnected or not.
If disconnected, check the network.

* Cancel the alarm: Once an alarming door pops-up over the interface, the alarm sound will
be played. Alarm cancellation can be done for a single door and all doors. To control a single
door, move the cursor over the door icon, a menu will pop-up, then click [Remote Opening/

Closing] on the menu. To control all doors, directly click [Remote Opening/ Closing] behind
Current All.

& Note: If [Cancel the alarm] fails, check if any devices are disconnected. If found disconnected,
check the network.

* Remote Normally Open: It will set the device as normal open by remote.

If you move the cursor over a door’s icon; you can perform the above-explained operations in a quick
way. In addition, you can query the latest events from the door.

1 Door Auxiliary Input Auxiliary Ou

0 Remate Opening [0 Remote Closing &

5

192 168 Status
7 32.. Device: 192.168.137.32
¢ Serial Number: 7273212700020
MNumber: 1
Door Sensor: Loading..
Relay: Loading...
Alarm: Loading...

Remate Opening

Remote Closing

Activate Lockdown

Currert Remote Normally Open le

- Disable Intraday Passage Mode Time Zone
Real-Tir Disable Intraday Passage Mode Time Zon

Query the latest events from the door

Time' e e v iCE

* Query the latest events from the door: Click to quickly view the current events on the
door.

* Issue card to person: If you swap an unregistered card, a record with a card number will
pop-up in real-time monitoring interface. Right click that card number, and a menu will pop-out.
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Click “Issue card to person”, to assign that card to one person.

You can select multiple doors at the same time to perform operations such as remote opening,
remote closing, canceling alarm, etc. Double-click the door icon to edit the door properties.

< Door Auxiliary Input Auxiliary Qutput

O Remote Opening O Remote Closing  &* Cancel Alarm (g Activate Lockdown (g Deactivate Lockdown More

19216813
7321

Current Total1 Online:1 Disable:0 @ Offiine:0 @ Unknown:0 Door Name

The system will automatically acquire records of devices being monitored (by default, display 200
records), including normal and abnormal access control events (including alarm events). Normal

events will appear in green; alarm events will appear in red; other abnormal events will appear in
orange.

Auxiliary Input

It monitors current auxiliary input events in real-time.

< Door Auxiliary Input Auxiliary Output »
Auxiliary
Input-1
Current Total-1 Online:1 @ Disable:0 ® Offine:0 @ Unknown:0 Auxiliary Input Name

Here you can perform Remote open, Remote Close, Remote Normally Open.

< Door Auzdiary Input Auxiliary Output

All Doors @ Remote Open @ Remote Close Remote Nermally Open

Current Total:0 Online:0 © Disable:0 ® Offline:0 @ Unknown:0 Auxiliary Output Name
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4.1.11 Alarm Monitoring

It monitors the alarm events of the doors. The alarm will be raised in case of abnormalities such as
Tamper, Passback, etc. The alarms raised by the doors will be displayed in this page. The Alarm
details consist of the Time, Device Name, Event Point, Description of the event, Person responsible
for the alarm and the corresponding reader name.

ZKBio CVAccess i % S O am

Access Device v Access [ Access Device / Alarm Menitoring

Data Analysis
i B Acknowledge Alarm Processing History

B osneer @ Time Device Event Point Event Description Person Belon...  Priority Status

In total . Strong (0)
2 2023-10-20 091737 192.168.137.6 182 168.137 55 Tamper Alarm Area Nam Weak Unconfirmed
Medium (0)
B e
2023-10-24 13:58:13  192.168.137.5 192 168 137 55. Tamper Alarm Area Nam n Unconfirmed
Today's Record
1 0 0
Unconfimed  Processing  Confimed
Top § alarm events
Tamper Alarm: 2
N Mut () Suspend

Access Rule

Access Control Reports >

£ Note: If the firmware version of the device supports, the Event Description will pop-up, or else only
“Alarm” will be displayed in Event Description without any details.

Select the Alarm and click [Acknowledge] to respond to the Alarm.

Acknowledge

Event Details
[Tamper Alarm=<192 168 137 55,0ther>

(&) Processing () Confirmed

Processing Records

& Note: When a door has multiple alarm states, it will display just one alarm type description in the

descending severity order, the order are as follows: tamper-resistant alarm > duress alarm (password
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+ fingerprint) > duress password or fingerprint alarm > unexpected opening alarm > opening
timeout alarm > device disconnects alarm.

Map

Click [Access Device] > [Map] > [New] to add a map.

[1)ZKBio CVAccess H € @ wmn v

[ AccessDevice ccess Device | Map

v 5 Refresh ¥ New £ Edit @ Delete B Save Positions [L Add Door @ Add Camera @ Zoom In @ Zoom Out {3 Full Screen
evice

110 Board Map Index < aztest ~
Door + B3 AreaName
B aztest
Reader B aztest
Auxiliary Input

Auxiliary Output

Event Type

Daylight Saving Time

Real-Time Monitoring

Alarm Monitoring

Real-Time Events v

Time Arca Device Event Point Event Description Card Number  Person Reader Name Verffication Mode

Il AccessRuie >

Sounds Reminder4 Show Photas

[ Access control Reports > Total Recsived-0 Normal-0 @ Exception-0 @Alarm-0

After adding, users can add a door on the map; perform zoom-in, zoom-out, etc. If users relocated
some sections or modified the map, click [Save Positions] to save. The user can view the new setting
after re-opening the Map interface.

* Add/Delete Map: Users can add or delete a map as needed.
e Edit Map: Users can edit map name, change the map or the area it belongs to.

*  Adjust map (includes door): Users can add a door on the map or delete an existing one
(right click the door icon, and select [Delete Door]), or adjust the map or position(s) of the door
or camera icons (by dragging the door or camera icons), adjust the size of the map (click [Zoom
in] or [Zoom out] or click [Full Screen)]).

* Door operation: If you move the cursor over a door icon, the system will automatically
filter and displays the operation according to the door status. Users can do remotely open/close
doors, cancel alarms, etc.

e Levels control:

(1) Users need to select the relevant area for the map when adding levels. The area will be relevant
to the user access levels, users can only view or manage the map within levels. If the relevant
area of a map is modified, all doors on the map will be cleared. Users need to add the doors
manually again.

(2) When an administrator is adding a new user, he can set the user operation rights in role setting,
such as Save positions, Add Door, Add Camera, etc.
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“'Notes:

1) In map modification, users can choose to modify the map name but not the path. Users only
need to check the box to activate the modification option.

2) The system supports adding multi doors at the same time. After adding the doors, users need to
set the door position on the map and click [Save].

3) When modifying the door icon, especially when users zoomed out the map, the margin for top
and left shall not be smaller than 5 pixels, or the system will prompt error.

4) Users are recommended to add a map size under 1120 * 380 pixels. If several clients access the
same server, the display effect will be different according to resolutions of the screen and the
settings of browsers.

Access Rule Management

Time Zones

It sets usage time of a door; the reader can only be used only during a valid time period of certain
doors. Time Zone can also be used to set Normal Open time periods or set access levels so that
specified users can only access specified doors during specified time periods (including access levels
and First-Person Normally Open).

The system controls access according to Time Zones (up to 255 time zones). The format of each
interval for a time zone: HH: MM-HH: MM. Initially, by default, the system has an access control time
zone named “24 hours Accessible”. This time period cannot be modified and deleted. The user can
add new Time Zones as required.

iJZKBioCVAccess i % € @ adnn

% Access Device I Access /Access Rule / Time Zones

1l Time "
B Access Rule v Noa Ze0a Wik | Remarks Q ¢

Holidays

Access Levels

Set Access By Levels

Set Access By Person

Set Access By Depariment
Interlock

Linkage:

Anli-Passback

First-Person Normally Open
Multi-Person Group
Multi-Person Opening Door

Parameters

1-1 50 rows per page Jump Ta 1 /1 Page  Total of 1 records

[ Access Control Reports >

1. Click [Access Rule] > [Time zones] > [New] to enter the time zone setting interface.
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[ Sartme | Evite | Santme | Enitme | Saitie | Gt |
Lih] 00 00 : 00 oo 00 00 : 00 00 - 00 00 - 00
0o 00 00 : 00 0o 00 00 : 00 00 - 00 0w -
Lih] 00 00 : 00 0o 00 00 : 00 00 - 00 0w -
0o 00 & 0o 00 B 00 - 00 00 -

00 00 : 00 : 00 : 00 00 : 00 o0
a0 00 : 00 : 00 2 00 00 - 00 o0
(il 00 : 00 : 00 2 00 00 - 00 il

Holiday Type 1 (il 00 : 00 : 00 : 00 00 : 00 ik}

Holiday Type 2 (il 00 : 00 : 00 : 00 00 : 00 00

Holiday Type 3 00 00 : 0w 00 : 00 - 00 00

[ ondey |
oty e |
oty e |
[tdar oo |

Copy Monday's Setting to Others Weekdays:

The parameters are as follows:
* Time Zone Name: Any character, up to a combination of 30 characters.

& Note: Detailed description of the current time zone, including an explanation of current time
zone and primary applications. Users can input up to 50 characters in this field.

* Interval and Start/ End Time: One Access Control Time Zone includes 3 intervals for each
day in a week, and 3 intervals for each of the three Holidays. Set the Start and End times of each
interval.

* Setting: If the interval is Normal Open, just enter 00:00-23:59 as interval 1, and 00:00-00:00
as interval 2 & 3. If the interval is Normal Close: all inputs will be 00:00-00:00. If users use only one
interval, they just need to fill in interval 1, and interval 2 & 3 will be the default value. Similarly,
when users only use the first two intervals, the third interval will be the default value. When
using two or three intervals, users need to ensure that the two or three intervals do not overlap,
and the time shall not cross the days, or the system will prompt error.

* Holiday Type: Three holiday types are unrelated to the day of a week. If a date is set to a
holiday type, the three intervals of the holiday type will be used for access purposes. The holiday
type is optional. If the user does not enter one, the system will use the default value.

* Copy on Monday'’s setting on others weekdays: Select the check box to copy the settings
of Monday to other weekdays.

2. After setting, click [OK] to save, and it will display in the list.

> Modify Access Control Time Zones

+  Edit: Clickthe £ button in the Operation module to enter the edit interface. After editing,
click [OK] to save.
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* Delete: Click the ] button in the Operation module, then click [OK] to delete, or click

[Cancel] to cancel the operation. A time zone in use cannot be deleted. An alternative way is to
select the check boxes one or more time zones in the list and click the [Delete] button over the
list, then click [OK] to delete, or click [Cancel] to cancel the operation.

Holidays

Access Control Time of a holiday may differ from that of a weekday. The system provides access
control time setting for holidays. Access Control Holiday Management includes Add, Modify and
Delete.

(JZKBioCVAccess i S @ aomn ~
[2 Access Device Pl Access / Access Rule ! Holidays

B Access Ruie v Hosisy Name Holday Typa —— *  Recuring - a e

Time Zones G Refresh  TF New [ Delete

Access Levels
Set Access By Levels

Set Access By Person

Set Access By Department
Interfock

Linkage

Anti-Passback

First-Person Normally Open
Multi-Person Group
Mulii-Person Opening Door

Parameters

] 50 rows per page Jump T 1 /0 Page  Total of 0 records

[ Access control Reports >

1. Click [Access Rule] > [Holidays] > [New] to enter edit interface.
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2.

Holiday Name* I|

Holiday Type” |H(:didayI Type 1

Start Date” 2023-10-24

End Date” |2023-10-24

Recurring | No

Remarks

Fields are as follows:
* Holiday Name: Any character, up to a combination of 30 characters.

* Holiday Type: Holiday Type 1/2/3, as explained in Holiday. A current holiday record
belongs to the three holiday types and each holiday type includes up to 32 holidays.

e  Start/ End Date: The date format is 2019-01-01. Start Date cannot be later than End Date;
otherwise, the system will prompt an error message. The year of Start Date cannot be earlier
than the current year, and the holiday cannot be set across two different years.

* Recurring: It is used when the holiday repeats on the same date every year. The default is
No. For example, the Near Year's Day is on January 1 each year and can be set as Yes. Some
festival date changes every year, so it cannot be set a repeated and should be set as No.

For example, the date of Near Year’s Day is set as January 1, 2019, and the holiday type is 1, then
on January 1, Access Time Control will not follow the time of Tuesday, but the Access Control
Time of Holiday Type 1.

After editing, click [OK] button to save, and it will display on the holiday list.

> Modify

Click Holiday Name or Z  button under Operations to enter the edit interface. After modification,

click [OK] to save and quit.

> Delete

In the access control holiday list, click 1 button under Operations. Click [OK] to delete or click

[Cancel] to cancel the operation. An Access Control Holiday in use cannot be deleted.
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4.2.3 Access Levels

Access levels indicate that one or several selected doors can be opened by verification of a
combination of the different persons within a certain time zone. The combination of the different
persons set in the Personnel Access Level option.

ZKBioCVAccess # 3 S @ amin v
F2 Access Device NIl Access / Access Rule / Access Levels

Access Levels

< Browse Levels General (AreaName) Door Combination >
Access Rule v
= Level Name | Time Zone | Q ¢ Door Name | Owned Device | Q e
Time Zones
Holidays _ _ _
A G Refresh = New 1 Delete & Door Control - 2 Export - & Import - O Refresh @ Delete Door
Access Levels
LevelName  AreaName Time Zone Door Count Operations Door Name Owned Device
By Levels
Genera | Area Name  24-Hour Acce 0 2 0B
By Person
cess By Department
K
Linkage
Anti-Passback
First-Person Normally Open
Muiti-Person Group
Multi-Person Opening Door No data
Parameters
11 5> 3| 50rowsperpage -~ JumpTo 1 /1Page  Total of 1 records < < 0 > 50 rows perpage - JumpTo 1 10 Page  Total of 0 records
[ Access control Reports >

> Add

1. Click [Access Rule] > [Access Levels] > [New] to enter the Add Levels editing interface.

Level Name™

Time Zone™ ' 24-Hour Accessible

Area” | Area Name

2. Set each parameter: Level Name (must not be the same as other level names), Time Zone.

3. Click [OK] and then the system prompts “Immediately add doors to the current Access Control

Level”, click [OK] to add doors, or you can click [Cancel] to return the access levels list. The
added access level will be displayed in the list.
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& Note: Different doors of different panels can be selected and added to an access level.

Click [Access Rule] > [Access Levels], and choose the access level, click door control, the operation

will affect all the doors of this access level.

Access [ Access Rule / Access Levels

Access Levels

Level Name Time Zone G &
O Refresh  Z# New W Delete oor C T Export & Import
Level Mame Area Name O Remote Opening
General Area Name URennieClosing
& Cancel Alarm
testd Area Name
. Remate Normally Open
L@ Activate Lockdown
« (& Deactivate Lockdown

 Enable Intraday Passage Mode Time Zone

(& Disable Intraday Passage Mode Time Zone

Set Access by Levels

1. Click [Access Rule] > [Access Levels] > [Set Access by Levels] to enter the edit interface, then
select an Access level in the list on the left, personnel having the right of opening doors in this

access level will be displayed in the list on the right.

Access / Access Rule / Set Access By Levels

Access Levels

Level Name Time Zone O. &

T Refresh T Export Personnel of Access Level ¥ Import Personnel of Access Level
Level Name Area Name Time Zone Operations
testl Area Name 24-Hour Accessi |&*
General Area Name 24-Hour Accessi |&*

=]
2. In the left list, click &' under Operations to pop up the Add Personnel box; select personnel

(multiple) and click > to move to the selected list on the right, then click [OK] to save and exit.
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Add Personnel x
Query Department
Personnel ID Mame Department Name Q ¢
Alternative Selected(0)
Personne... First Name Last Name Department Personne... First Name Last Name Department

D 817 Department |

“

<<
No data

14 50 rows per page

Cancel

3. Click the level to view the personnel on the list on the right. Select personnel and click [Delete
Personnel] above the list on the right, then click [OK] to delete.

Set Access by Person

Add selected personnel to selected access levels or delete selected personnel from the access levels.

ZKBio CVAccess i # S @ admin -
[2 Access Device > Access / Access Rule / Set Access By Person
Edit Personnel For Levels < Browse Personnel 81° From Levels >
A AccessRule -
Personnel ID Name More~ Q & Level Name Time Zone Q e
Time Zones
Holidays _
G Refresh [ Access Control Setting L Export % Synchronize Level O Refresh @ Delete From Levels
Access Levels . X . .
Personne... FirstName  LastName  Department Device Ope... Operations Level Name Area Name Time Zone
Set Access By Levels
81" Department Name Ordinary User 4% General Area Name 24-Hour Accessible
Set Access By Department
Interlock
Linkage
Anti-Passback
First-Person Normally Open
Multi-Person Group
Multi-Person Opening Door
Parameters
11 50 rows per page Jump To 1 /1Page  Total of 1 records 11 50 rows per page Jump To 1 /1Page  Total of 1 records

[@ Access control Reports >

1. Click [Access Rule] > [Access Levels] > [Set Access by Person], click Employee to view the
levels in the list on the right.

2. Click % button in the Operations module to pop up the Add to Levels box, select Level

(multiple) and click = to move it to the selected list on the right; then click [OK] to save.
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Level Name Time Zone | L& A -
Alternative Selected(0)
Level Name Time Zone ] Level Name Time Zone
testl 24-Hour Accessible
>3
> -,
=
<<
No data
K < 1-1 | 50 rows per page ~
T [ e |

3. Select Level (multiple) in the right list and click [Delete from levels] above the list, then click
[OK] to delete the selected levels.

» Setting Access Control for Selected Personnel

1. Select a person in the list on the left and click [Access Control Setting].

Superuser

Device Operation Role

Extend Passage

Access Disabled
Set Valid Time

2. Ifrequired, set access control parameters and then click [OK] to save the settings.

3. Now you need to add levels to the personnel.
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Add to Levels x
Level Name :] Time Zone | Q ¢
Alternative Selected(0)
Level Name Time Zone [ Level Name Time Zone
test1 24-Hour Accessible
£
>
<
<<
No data
€ < 1-1 > 3 50 rows per page ~
BT | conee
|

4. After selecting the required level(s), click OK to save and exit.

4.2.6 Set Access by Department

You can add the selected department to the selected access levels or delete the selected department
from the access levels. The access to the personnel in the department will be changed.

Add to Default Levels

Level Name Time Zone | Q@ ¢

Alternative Selected(0)
Level N

testl

General 24-Hour Accessible

B [ s |
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Interlock

Interlock can be set for two or more locks belonging to one access controller. When one door is
opened, the others will be closed, or you cannot open the door.

Before setting the interlock, please ensure that the access controller is connected with the door
sensor, which has been set as NC or NO state.

1. Click [Access Rule]> [Interlock] > [New] to enter the edit interface.

Access / Access Ruls / Interlack

Davica Name | a @

Device Name Interlock Rule Operations.

No data

0 i SOrowsparpags - JumpTo 1 10 Page  Total of O records

2. Select the required Device. When users are adding devices, interlocked devices cannot be seen
in the drop-down list. After deleting established interlock information, the corresponding device
will return to the drop-down list. Interlock setting will vary with the number of doors controlled
by selected devices:

*  Aone-door control panel has no interlock settings.
*  Atwo-door control panel: 1-2 two-door interlock settings.

* A four-door control panel: 1-2 two-door interlock; 3-4 two-door interlock; 1-2-3 three-door
interlock; 1-2-3-4 four-door interlock.

3. Select Interlock Rule, select an item, and then click [OK] to complete. The newly added interlock
settings will be shown in the list.

“Note: During editing, the device cannot be modified, but the interlock settings can be modified. If

the interlock settings are not required for the device anymore, the interlock setting record can be
deleted. If users delete a device record, its interlock setting record, if any, will be deleted.

Linkage

Linkage setting means when an event is triggered at an input point of the access control system, a
linkage action will occur at the specified output point to control events such as verification, opening,
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alarm and abnormal of system, and list them in the corresponding monitoring view.

1. Click [Access Rule] > [Linkage] > [New].

Access / Access Rule / Linkage

Linkage Name New x

O Rt |

Li
Linkage Name  Davic

Linkags

4 Qutput Point Video Linkage E-mail

Door Ausiliary Output

Cancel

1 ¢ 0 5 5 S0rowsperpage - JumpTo 1 0 Page Total of 0 records

[ Accsss control Reports >

2. Enter the linkage name, select a linkage device, linkage trigger conditions, input point, output
point, and then set linkage action, video linkage and other parameters.

3. After selecting devices, corresponding linkage settings will be displayed. The System will first
judge whether the device is successfully connected and reads extended parameters. If there are
no available extended parameters, the system cannot set any linkage. If there is an available
extended parameter(s), the system will show linkage settings according to the door quantity,
auxiliary input and output quantity of currently selected device:

Choose Linkage Trigger Conditions x

4 B Door Event -
B Normal Verify Open
5 Verify During Passage Mode Time Zone
B First-Personnel Open
[E Multi-Personnel Open
[ Emergency Password Open
[ Open during Passage Mode Time Zone
5 Cancel Alarm
B Operation Interval too Short
[E Door Inactive Time Zone Verify Open
[E lllegal Time Zone
B Access Denied

El Arti Darckoel

Cancel

& Note: Linkage Trigger Conditions contain Door Event and Auxiliary Input Event. And “Fail to

nou

connect server”, “Recover connection”, “and Device connection off” will be filtered from Door Event.
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New ®

l Linkage Name”™ | | Device™ 192.168.137.55

Li

D

nkage Trigger Conditions™ Add Input Paoint™

Mormal Verify Open i B Any
Verify During Passage Mode Time Zone

First-Personnel Open g [ 192.168.137.55-1
Multi-Personnel Open

Emeargency Password Open

Open during Passage Mode Time Zone
Cancel Alarm

Operation Interval too Short

Door Inactive Time Zone Verify Opan
liegal Time Zone

Access Denied

Output Point Video Linkage E-mail »

oor Auxiliary Qutput

[ 192.168.137.55-1

Action type Close - Action type Close -

Cancel

The fields are as follows:
* Linkage Name: Set a linkage name.

* Linkage Trigger Conditions: It contains trigger conditions for Door and Auxiliary input.
These conditions trigger the event type of selected device. All events could be a trigger
condition.

* Input Point: Select appropriate triggering input point (the specific input point please refers
to specific device parameters).

e Output Point: Select required output point (the specific output point please refers to
specific device parameters).

* Action Type: Close, Open, Normal Open. The default is Close. To open, delay time or
Normal Open shall be set.

4. Select the Input Point and Output Point, Linkage Action, and Email Address.

5. It's supported to set video linkage, used with VMS Module, for more details please refer VMS
module.
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1 Output Point Video Linkage E-mail r
Fop Up Video Dizplay time 10
Video Before event 10 s{(10-180
After event 30
Capfture In the monitaring page immediately pop up
Display time 10

Fiy

The fields are as follows:

*  Pop Up Video: Select pop-up video on the real-time monitoring screen and set the pop-up
duration.

* Video (new): Set the time of the video linkage, set the time before event and after the
event.

* Capture: Set linkage action whether to take a photo, if a photo is taken, you also need to
set whether to pop up on the real-time monitoring interface and the display duration.

6. After editing, click [OK] to save and quit, then the added linkage setting will be shown on the
list.

For example, if users select Normal Punching Open Door as a trigger condition, and the input point is
Door 1, the output point is Lock 1, action type is Open, and the delay is 60 seconds. When Normal
Punching Open Door occurs at Door 1, the linkage action of Open will occur at Lock 1, and the door will
be open for 60 seconds.

“ Note: During editing, you cannot modify the device, but modify the linkage setting name and
configuration. When delete a device, its linkage setting record, if any, will be deleted.

If the device and trigger condition are the same, and the system has a linkage setting record where
the input point is a specific door or auxiliary input, it will not allow users to add (or edit) a linkage
setting record where the input point is any.

On the contrary, if the device and trigger condition are the same, and the system has linkage setting
record where the input point is ‘Any’, it will not permit the user to add (or edit) a linkage setting
record where the input point is a specific door or auxiliary input.

In addition, the same linkage setting at the input point and output point are not allowed. The same
device permits consecutive logical linkage settings. The system allows setting several trigger
conditions for a linkage setting at a time.

Anti-Passback

Currently, Anti-Passback settings support in and out Anti-Passback. On some special occasions, it is
required that the cardholders who entered from a door by card swiping at a door device must swipe
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the cards over a device at the same door when leaving to keep the entry and exit records strictly
consistent. The user can use this function just by enabling it in the settings. This function is normally
used in prisons, the army, national defense, scientific research, bank vaults, etc.

1. Click [Access Rule] > [Anti-Passback] > [New] to show the edit interface:

ZKBioCVAccess i %

()
@

[2 AccessDevice I Access fAccess Rule / Anti-Passback
Device Name || ] @ e

S Refresh @ Delete

Device Name Anti-Passback Rule Operations

0 5 5 S0rowsperpage - JumpTo 1 /0 Page  Total of 0 records

2. Select the required device(s). When adding Anti-Passback Rules, devices with Anti-Passback
settings cannot be seen in the drop-down list. When deleting established Anti-Passback
information, the corresponding device will appear in the drop-down list again. The settings vary
with the number of doors controlled by the device.

e Anti-Passback settings of a one-door control panel: Anti-Passback between door readers.

*  Anti-Passback settings of a two-door control panel: Anti-Passback between readers of door
1; Anti-Passback between readers of door 2; Anti-Passback between door 1 and door 2.

* Anti-Passback settings of a four-door control panel: Anti-Passback of door 1 and door 2;
Anti-Passback of door 3 and door 4; Anti-Passback of door 1/2 and door 34; Anti-Passback of
door 1 and door 2/3; Anti-Passback of door 1 and door 2/3/4; Anti-Passback between
readers of door 1/2/ 3/ 4.

“ Note: The door reader mentioned above includes Wiegand reader that is connected with

access controller and Indio reader. The single and two door-controller with Wiegand reader
includes out and in the reader. There is only “In reader” for four door control panel. The reader
number of 1, 2 (that is RS485 address or device number, the same below) is for door 1, the reader
number of 3, 4 is for door 2, etc. No need to consider if it is a Wiegand reader or InBio reader
when you are setting the Anti-Passback between doors or between readers, just make sure the
in or out reader is set according to the actual requirements. For the reader number, an odd
number is for in reader, an even number is for our reader.

3. Select Anti-Passback Rule, and select one item, click [OK] to complete, and then the added
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Anti-Passback settings will be shown in the list.

£ Note: When editing, you cannot modify the device, but can modify Anti-Passback settings. If

Anti-Passback setting is not required for the device any more, the Anti-Passback setting record
can be deleted. When you delete a device, its Anti-Passback setting record, if any, will be
deleted.

First-Person Normally Open

This function helps to keep the door open for a specific time interval after the first verification by
assigned personnel.

During a specified interval, If the first verification is by a person having First-Person Normally Open
level access, then the door will be Normal Open, and will automatically restore closing after the valid
interval has expired.

Users can set First-Person Normally Open for a specific door (the settings include door, door opening
time zone and personnel with First-Person Normally Open level). A door can set First-Person
Normally Open for multiple time zones. The interface of each door will show the number of existing
First-Person Normally Open.

When adding or editing First-Person Normally Open settings, you may only select door and time
zones. After a successful addition, assigned personnel can open the door. You can browse and delete
the personnel on the right side of the interface.

Operation steps are as follows:

1. Click [Access Rule] > [First-Person Normally Open] > [New], select Door Name and Passage
Mode Time, and click [OK] to save the settings.

ZKBioCVAccess # 3 S @ amin v
[2 Access Device > Access | Access Rule | First-Person Normally Open

First Person Normal Open < Browse Personnel >
Access Rule v

Door Name | | Devics Name | ] & e Personnel ID | Name| Morer Q &
Time Zones J
Holidays = _ _
i G Refresh W Delete O Refresh @ Delete Personnel
Door Name evics Name  Passage Mode Time Zone  Operations Personnel 1D FirstName  LastName  Department

By Levels
By Person
By Department New x

asoc Door Name®

Linkage Passage Mode Time Zone™
Anti-Passback

First-Person Nomally Open Cancel

Multi-Person Group

Multi-Person Opening Door No data No data

Parameters

0 5 5 50rowsperpage - JumpTo 1 10 Page  Total of 0 records < < 0 5 5 50rowsperpage -~ JumpTo 1 10 Page  Total of 0 records

] Access control Reports >

2. Click St button in the Operation module to add personnel having First-Person Normally Open
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level (this person must have access control level), then click [OK] to save.

Add Personnel

(®) Query () Department

Personnel ID [ Department Name |

Alternative Selected(0)
Personne... First Name Last Name Department Personne... First Name  Last Name Department

2 Department |
=

1 Department | is

Department |
<<

No data

>l 50 rows per page ~

B e

4.2.11 Multi-Person Group

The door will open only after the consecutive verification of multiple people. Any person verifying
outside of this combination (even if the person belongs to any other valid combination) will interrupt
the procedure and you need to wait for 10 seconds to restart verification. The door cannot be
opened by verifying using just one of the combinations.

1. Click [Access Rule] > [Multi-Person Group] > [New] to access the following edit interface:

Group Name*

Remarks [

o |
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* Group name: Any combination of up to 30 characters that cannot be identical to an
existing group name.

After editing, click [OK] to save and return. The added Multi-Person Personnel Group will appear
in the list.

=]
2. Click &' buttonin the Operation module to add personnel to the group.

3. After selecting and adding personnel, click [OK] to save and return.

“Note: A person can only be a part of only one group.

Multi-Person Opening Door

Set levels for personnel in Multi-Person Personnel Group.

It is a combination of the personnel in one or more Multi-Person Personnel Groups. When setting the
number of people in each group, you can configure one group (such as combined door opening by
two people in one group) or multiple groups (such as combined door opening by four people,
including 2 people in group 1 and 2 people in group 2), and at least one group shall consist of
number of door opening people instead of 0, and the total number shall not be greater than 5. In
addition, if the number of people entered is greater than that in the current group, Multi-Person
Opening Door will be disabled.

1. Click [Access Rule] > [Multi-Person Opening Door] > [New]:

CVAccess i %

@
@

Access / Access Rule / Multi-Person Opening Door

Combination Name Devica Name Door Name Q ¢

O Refresh B Delete

Combination Name Device Name Door Number Door Name Current Personnel Count Muti-Person Group Operstions.

ofafafa]e

O 5 5 S0rowsperpage - JumpTo 1 /0 Page  Total of 0 records

2. The maximum number of Multi-Person Opening Door people for combined door opening is 5.
The numbers in the brackets show the current actual number of people in a group. Select the
number of people for combined door opening in a group and click [OK] to complete.
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& Note: The default Card Interval is 10 seconds, it means that the interval of two personnel’s

verification must not exceed 10 seconds. You can modify the interval if the device supports it.

Parameters

Click [Access Rule] > [Parameters] to enter the parameter setting interface:

BioCVAccess i # S O aimin ~
[ Access Device Access | Access Rule / Parameters

A AccessRule 1 .
Type of Getting Transactions
Transactions Auto-Export
I Zone Real Time Monitoring
Periodicall
Holidays i Alarm Monitorin ecipient’s Mail

Interval Personal sensitive information pro
Access Levels

Set Access By Levels

Set Access By Person #) Setthe Time for Obtaining New Transactions |12 =t ]
SR R R T 7 0:00 100 200 300 400 5:00 600 7:00
Interlock 200 900 10:00 11:00 1200 1300 1400 1500
Linkage

16:00 17.00 18:00 19:00 20.00 2100 2200 2300
STRER IR A\ Getting transactions and synchronization time will be dene at the same time
First-Person Normally Open
Multi-Person Group Transactions Auto-Export
Multi-Person Opening Door

Auta-Export

Real Time Monitoring

The Real Time Moritoring Page Pop-up Photo Size  Max Height

[ Access control Reports >

Periodically
The system will download new transactions at the selected time interval.
Set the Time for Obtaining New Transactions

The system will download new transactions automatically at the selected time instances.

Auto-Export Frequency

It supports to set the Auto-Export Frequency by Day or Month. When the Auto-Export frequency is
set by day, you have to set the Hour and minute.

Auto-Export Frequency: By Day v

08 v 00 v (hour:minute)

When the Auto-Export frequency is set to month, you have to select whether to export on the first
day of the month or on a particular date.
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Auto-Export Frequency: By Month v
® First day of the month
Specific Date : 28 v (1-28)
Export Mode

It supports to export the Monthly Transactions or All Data. At a time, the device can export 30000
data.

Export Mode Monthly Transactions(All transactions between date of last month and this month)
® All Data(export up to 30000 pieces of data)

Recipient's Mailbox

Set the Recipient's Mailbox.

Recipient's Mailbox

Example:123@foxmail.com;456@foxmail.com

A

You can select the checkbox accordingly.

#| Enable Display Photos Function
#| Enable Audio Alert Function

If the display photo is selected, the real-time monitoring page will display the personnel photo
during an access control event. You can set the quality of the image as required; the more px value
will give a clearer photo.

Alarm Monitoring Recipient Mailbox: The system will send emails to alarm monitoring recipient’s
mailbox if there is any event.

Access Reports

Includes “All transactions”, “Events from Today”, “All Exception Events” and so on. You can export
after the query.

You can generate statistics of relevant device data from reports, including card verification
information, door operation information, and normal punching information, etc.

About the Normal and abnormal event please refer to Real-Time Monitoring for details.

Verify mode: Only Card, Only Fingerprint, Only Password, Card plus Password, Card plus Fingerprint,
Card or Fingerprint etc.

“ Note: Only event records generated when the user uses an emergency password to open doors
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will include only password verification mode.

4.3.1 All Transactions

Because the data quantity of access control event records is more, you can view access control
events as a specified condition when querying. By default, the system displays the latest three
months’ transactions. Click [Reports] > [All Transactions] to view all transactions:

(JZKBioCVAccess i S @ aimin -

fa R Access Dovica, Access [ Access Control Reports / All Transactions

I e Time From | 2023-07-2400:00:00 | To |2023-10-24 23:59:59 PersomellD[ |  Device Name More Q &
Access Control Reports v G Refresh @ Clear All Data 2 Export T Export photos
Time AreaName  Device Name  Event Point Event Descripti... Eventlevel  Media File Personnel ID FirstName  LastName  Card Number Department.. Reader
Events From Today 2023-10-24 15:02:28  Area Name 192.168.137.32(7 192.168.137.32-1 Normal Verify Ope 1 n o &% Department N: 192, 12
st S 2023-10-24 15:02:25  Area Name  192.168.137.32(7 192.168.137.32-1  Normal Verify Ope 1 it Department Ni 192.1
Atriiig 2023-10-24 15:02:25  Area Name  192.168.137.32(7 192.168.137.32-1  Normal Verify Ope Norm 1 et Department N¢ 192.1
Alarm Processing History 2023-10-24 14:41:40  Area Name 192.168.137.32(7T 192.168.137 .32-1 Normal Verify Ope : il £2% Department N: 1921
Access Rights By Door 2023-10-24 14:38:55  Area Name 192.168.137.32(7 192.168.137.32-1 Normal Verify Ope Norm E o £t Department Ni 192.1
Acce= Rigns By Bersonoe! 2023-10-24 14:37:43  Area Name  192.168.137.32(7 192.166.137.32-1 Normal Verify Ope 1 ot Department Ni 192.1
FistinAnd Last Out 2023-10-24 1437:13  AreaName  192.168.137.32(7 192.168.137.32-1  Normal Verify Ope Norm 1 Le Department N¢ 192.1
2023-10-24 14:35:42  AreaName  192.168.137.32(7 192.168.137.32-1  Normal Verify Ope i it Department N¢ 192.1
2023-10-24 14:32:38  Area Name 192.168.137.32(7 192.168.137.32-1 Normal Verify Ope ) n = g Department N: 192.1
2023-10-24 14:31:05  Area Name 192.168.137.32(7 192.168.137.32-1 Normal Verify Ope : il £7% Department N: 192.1
2023-10-24 14:30:43  Area Name  192.168.137.32(7 192.168.137.32-1  Normal Verify Ope Norm 1 1t Department Ni 192.1
2023-10-24 14:30:17  AreaName  192.168.137.32(7 192.168.137.32-1  Normal Verify Ope i (i Department N¢ 192.1
2023-10-24 14:28:52  Area Name 192.168.137.32(7 192.168.137.32-1 Normal Verify Ope ) n = g Department N: 192.1
2023-10-24 14:27:56  Area Name 192.168.137.32(7T 192.168.137.32-1 Normal Verify Ope : il £7% Department N: 1921
. . .

<M 2 3 ¢ 5 > Sorowsperpage - Totalof 27 records

* Media File: You can view or download the photos and videos.

* Clear All Data: Click [Clear All Data] to pop up prompt and click [OK] to clear all
transactions.

e Export: You can export all transactions in Excel, PDF, and CSV format.

All Transactions

Event Time Device Name| Event Point Event Personnel | First Name | Last Card Depart | Department| Reader | Verification| Area |Rem
1D Description 1D Name | Number ment Name Name Mode Name | ark
Numbe
r
-1 2018-12-27 | Spee > Disconnected Other Other Area
19:15:48 Y5 Name
1 2018-12-27 |192.168.213.9 Disconnected Other Other Area
17:57:30 9 Name
64376 | 2018-12-27 [192.168.213.9 Device Started Other Other Area
17:56:04 9 Name
64375 2018-12-27 192.168.213.9 Device Started Other Other Area
17:48:46 g Name
64374 2018-12-27 |192.168.213.9 Device Started Other Other Area
17:45:16 9 Name
64373 2018-12-27 |192.168.213.9 Connected to O ther Other Area
17:43:24 9 the server Name
64372 | 2018-12-27 |192.168.213.9 Device § Other Other Area
17:43:06 9 Name
1255 2018-1 SpeedFace- |SpeedF Normal Verify 575 Jeff 1 ZKTeco |SpeedFace Face Area
17:43:01 V5 O pen V5-1-Out Name
1254 2018-1 SpeedFace- |SpeedFace-V5-| Normal Verify 575 Jeff 1 ZKTeco |SpeedFace- Face Area
17:42 V5 1 Open V5-1-Out Name
-1 2018- 192.168.213.9 Disconnected Other Other Area
17:2 9 Name
64371 192.168.213.9 Connected to Other Other Area
9 the server Name
64370 2018-12-27 |192.168.213.9 Device Start Other Other Area
13:56:01 9 Name
1253 2018-12-27 | SpeedFace- |SpeedFace-V5-| Normal Verify Jeff ZKTeco |SpeedFace- Face Area
11-4R-4R V& 1 Ninan VE-1=Nat Namo
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Events from Today

Check out the system record today.

Click [Reports] > [Events from Today] to view today’s records.

* S @ admin v
Access Device Access | Access Control Reports / Events From Today
Access Rule Personnel 7| Device Name More~ Q &
Access Control Reports O Refresh W Clear AllData 2 Export
Time AreaName  Device Name  Event Point Event Descripti.. Event Level Media File  Personnel ID  First Name  LastN.. Card Number Department.. ReaderNa.. Ver

All Transactions

_ 2023-10-24 15:02:28  Area Name  192.168.137.32( 192.168.137.32-1 Normal Verify Ope 1 =t Department N: 192.168.137.3 Face
i ReE 2023-10-24 15:02:25  Area Name  192.166.137.32( 192.168.137.32-1 Normal Verify Ope 1 ot Department N: 192.168.137.3 Face
Foi 2023-10-24 15:02:25  Area Name  192.166.137.32( 192.168.137.32-1 Normal Verify Ope 1 o Department N: 192.168.137.3 Face
Alam Processing History 2023-10-24 14:41:40  AreaName  192.168.137.32( 192.168.137.32-1 Normal Verify Ope 1 -t Department N¢ 192.168.137.3 Face
Access Rights By Door 2023-10-24 14:38:55  Arsa Name 192168 137.32( 192.168.137.32-1 Normal Verify Ope 1 =t Department Nz 192.168.137.3 Face
e S Hione Dy Bt 2023-10-24 14:37:43  Area Name  192.168.137.32( 192.168.137.32-1 Normal Verify Ope 1 ot Department N: 192.168.137.3 Face
Fistin And Last Out 2023-10-24 14:37:13  Area Name  192.168.137.32( 192.168.137.32-1 Normal Verify Ope 1 =t Department N: 192.168.137.3 Face

2023-10-24 14:35:12  Area Name  192.166.137.32( 192.168.137.32-1 Normal Verify Ope 1 o Department N: 192.168.137.3 Face
2023-10-24 14:32:38  AreaName  192.168.137.32( 192.168.137.32-1 Normal Verify Ope 18 7 Department N: 192.168.137.3 Face
2023-10-24 14:31:05  Area Name  192.168.137.32( 192.168.137.32-1 Normal Verify Ope 1 ot Department N: 192.168.137.3 Face
2023-10-24 14:30:43  Area Name  192.168.137.32( 192.168.137.32-1 Normal Verify Ope 1 =t Department N: 192.168.137.3 Face
2023-10-24 14:30:17  Area Name  192.166.137.32( 192.168.137.32-1 Normal Verify Ope 1 ot Department N: 192.168.137.3 Face
2023-10-24 14:28:52  Area Name  192.168.137.32( 192.168.137.32-1 Normal Verify Ope 1 1t Department N¢ 192.168.137.3 Face
2023-10-24 14:27:56  Area Name  192.168.137.32( 192.168.137.32-1 Normal Verify Ope 1 ot Department N: 192.168.137.3 Face

‘ ‘ ol
< 2 3 4 5 > Slrowsperpage - Totalof 24 records

You can export all events from today in Excel, PDF, and CSV format.

ZKTECO
Events From Today
Time ‘Card Number Personnel D First Name LastName | DeparmentMame | Device Name EventPoint | Event Description | _Reader Name ion Mode | Area Name Remark
27205 A28 4526035 3 Amber Lin Financal 19216821560 | 182.188.21a.60-2 | Dockground Venfy | 102.168.218.60-2- Only Card Area Name
Depan Success in
200712101308 4628038 & Amber Lin Eingnczal 192.168.218.60 | 192.188.21a,80- | Background Verily | 162.163.218.60-1- Only Card Area Name
Department Success in
BT 13280079 5 Neoat Ye Mokl toz1e81800 | 1entomzigepa | Dockoround Very | 12ABB2B802 ) o oy Area Name
g Department Success in
AN FIZOHE 2 13200078 5 Necol Ye Mark=tng 192.168.218.00 | 192.108.21g.,60-1 | DooKGround Verfly | 102168218800 (o ooy Area Name
Department Success in
2017-12-15 18:28: B, d Verify | 102.168.218.602-
4461253 1 Jery Wang General 10216821860 | 192.188.218.60-2 | Dockground Verify Crly Card Area Name
38 Sucoess in
2MTAZ IS 4461253 1 Jerry Wang General 10216821860 | 100.188.21g,80 1 | Background Verly | 102183218801 o 0y Area Name
35 Sucoess in
FAzITIn: 1411237 2840 Shemy Yang Hotel 192.168.218.60 | 102.188.218.8n.p | B3ckaround Verity | 182.168.218.60-2- COnly Card Area Name
23 Success in
2“‘7"2;:]5 A28 1411237 2840 Shemry Yang Hotel 162168.216.60 | 192.188.218.60-1 E“Kg:";:s:em‘" 'DE'WEI?E'W" Only Gard Area Name
NTAZ 5 AR £505830 o Lilian Mei Deveicpmast 19216821560 | 182168210602 | Dockground Venfy | 102.168.218.60-2- COnly Card Area Name
pis Depanment Success in
N7AZ A2 £505530 o Lilian Mei Devsiopment 16216821560 | 182.188.21a.60-1 | Dockground Veny | 102.168.218.60-1- Cnly Card Area Name
13 Department Suooess in
2UTAZIGARTR: 13271770 3 Leo Hou Fiflancal 19218821860 | 182.188.21a.80- | Background Verily | 162.163.218.80-2- Only Card Area Name
i n Suooess in
SRS 13271770 3 Lea Hou i) 192.168218.00 | 192.108.21g.,60-1 | BRCKGround Verdly | 102168218800 (o ooy Area Name
riment Suooess in
ATAZ 6182 2481253 1 Jerry Wang General 192.168.218.80 | 192.188.218.60-2 B“)‘g:’:‘:i:ew '92"53|i‘3'm2' Only Card Area Name
201 ”2;;5 = 2481253 1 Jerry Wang General 192.168.218.60 | 192.188.218.60-2 E“kg'::;‘i:'em 'M"saﬁ‘ i Only Card Area Name
Az inie 2481253 1 Jerry Wang General 10216821860 | 192.168.218.00-2 | BooKGround Verity | 162.168.218.60-2- Only Card Area Name
12 Sucoess in
2TAZIS 487 8155288 z Lucky Tan Development 192.168.218.60 | 192.168.218,60-2 | Background Verify | 182168 218.60-2- Only Card Area Name
Depariment Sucoess in
ANFAZITIR 2481253 1 Jerry Wang General 19216821560 | 182168210602 | Dockground Verify | 162.168.218.60-2- COnly Card Area Name
21 Sucoess in
MTAZAS A2 £505830 o Lilian Mei Deveiopment 19216821660 | 182.188.21a.60-2 | Dockground Verify | 192160 218.60-2- Only Gard Area Name
i Depanment Success in
Crmaind o 2712415 183855
Cresed hor ZKE ety s Al g rezarved aa

All Exception Events

Click [Reports] > [All Exception Events] to view exception events in specified condition. The
options are the same as those of [All Transactions].
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ZKBio CVAccess

2 Access Device 5

T Accessruie >

[ Access control Reports

All Transactions
Events From Today

All Exception Events

Alarm Log

Alarm Processing History
Access Rights By Door
Access Rights By Personnel

First In And Last Out

Access / Access Control Reports / All Exception Events

Time From |2023-07-2400:00:00 | To

O Refresh

Time

2023-10-24 13:58:13

2023-10-20 09:17:37

W Clear All Data

Device Name

2023-10-24 235959

192.168.137.55( 192.168.137.55-1

192.168.137.55( 192.168.137.55-1

2 Export

Event Point

Personnel ID || |

Event Descripti

Tamper Alarm

Tamper Alarm

Device Name

Event Level Media File
Alarm(Weak)

Alarm(Weak)

Personnel ID

More ~

First Name

LastN

Card Number

Department

Reader Na

Other

Other

L O admin ~

Verification... Area
Other Area N
Other Area N

4 5 >

50 rows per page -

Total of 2 records

*  Clear All Data: Click [Clear All Data] to pop up prompt, and then click [OK] to clear all

exception events.

*  Export: You can export all exception events in Excel, PDF, and CSV format.

All Exception Events

Event Time Device Name| Event Point Event Personne! | First Name Last Card Depart | Depart ment Reader Verification| Area | Rem
1D Description 1D Name [ Number | ment Name Name Mode Name | ark
Numbe
T
-1 2018-12-27 SpeedFace Disconnected Other Other Area
19:15:48 V3 Name
=} 2018-12-27 [192.168.213.9 Disconnected Other Other Area
17:57:30 9 Name
=l 2018-12-27 [192.168.213.9 Disconnected Other Other Area
17:25:29 9 Name
-1 2018-12-26 SpeedFace- Disconnected Other Other Area
18:45:08 V5 Name
1220 2018-12-26 SpeedFace-V5-| Unregistered SpeedFace Face Area
18:16:58 V5 1 Personne V5-1-Out Name
1218 2018-12-26 SpeedFace- |SpeedFace-V5-| Unregistered SpeedFace- Face Area
18:16:52 Y5 1 Personnel V5-1-Out Name
1215 2018-12-26 SpeedFace-V5-| Unregistered SpeedFace Face Area
18:15:19 Personne V5-1-Out Name
1214 2018-12-26 SpeedFace- |SpeedFace-V5-| Unregistered SpeedFace Face Area
18:14:40 V5 1 Personnel V5-1-Out Name
1213 2018-12-26 SpeedFace- |SpeedFace-V5-| Unregistered SpeedFace Face Area
18:14:27 V5 Personnel V5-1-Out Name
1212 2018-12-26 SpeedFace- |SpeedFace-V5-| Unregistered SpeedFace Face Area
18:12:48 V5 Personnel V5-1-Out Name
1211 2018-12-26 SpeedFace- |SpeedFace-V5-| Unregistered SpeedFace Face Area
18:11:12 V5 1 Personne V5-1-Out Name
1210 2018-12-26 SpeedFace- |SpeedFace-V5-| Unregistered SpeedFace Face Area
18:10:46 V5 Personnel V5-1-Out Name
1209 2018-12-26 SpeedFace- |SpeedFace-V5-| Unregistered SpeedFace Face Area
18:10:42 V5 Personne V5-1-Out Name
1208 2018-12-26 SpeedFace- |SpeedFace-V5-| Unregistered SpeedFace Face Area
18:10:38 ¥5 1 Personne| V5-1-Out Name

4.3.4 Alarm Log

Click [Reports] > [Alarm Log] to view historical statement in Alarm Monitoring.
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® £ O admn -
[2 Access Device Access [ Access Control Reports / Alarm Log
DT Ao 5 Time From |2023-07-2400:00-00 | To | 2023-10-24 23:5:5% Priority | - v | Device Name More~ Q &
m Access Control Reports O Refresh & Acknowledge % Export
A Tt Time Device Event Point Event Description Person Belon..  Priority Status
2023-10-24 13:58:43  192.168.437.5 192168 137.55. Tamper Alarm Area Nam Weak Unconfirmed
Events From Today
All Exception Events 2023-10-20 09:17:37  192.168.137.5 192168 137.55. Tamper Alarm Area Nam Weak Unconfirmed
Alarm Processing History
Access Rights By Door
Access Rights By Personnel
First In And Last Out
<M 2 3 4 5 > S0rowsperpage - Totalof 2records

Alarm Processing History

Click [Reports] > [Alarm Processing History] to view reports of processing records in Alarm
Monitoring.

iJZKBio CVAccess i % N
Access Device > Access / Access Contral Reports / Alarm Processing History
Access Rule > Time From | 2023-07-24 00:00:00 To 2023-10-24 23.59:59 Oparator Device Name More = Q @
Access Control Reports v T Refresh @ Clear All Data T Export
AT s Creation Time Device Name Event Point Ewvent Descript Status Operator Proce. Event Number
Events From Today
All Exception Events
Rights By Doar
Access Rights By Personnel
Furst In And Last Out
No data
3 4 5 > Ehrowsperpage - Total of 0 records

Access Rights by Door

View related access levels by the door. Click [Reports] > [Access Rights by Door], the data list on
the left side shows all doors in the system, select a door, the personnel having access levels to the
door will be displayed on the right data list.
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® £ O admn -
[2 Access Device Access / Access Control Reports / Access Rights By Door
Access Rights By Door < Browse 192.168.137.32-1 Opening Personnel >
T accessrue >
— o s
Door Name || Device Name - Qa e Remssh  TExport
I Access control Reports =
Personnel ID First Name Last Name Department Name
All Transactions G Refresh
Events From Today Door Name Door Number Owned Device
Al Exepion Evenes 192.168.137.32-1 1 192.168.137.32
Alarm Log
Alarm Processing History
Access Rights By Personnel
First In And Last Out
No data
1-1 50 rows per page Jump To 1 /1Page  Total of 1 records 0 50 rows per page Jump To 1 /0 Page

You can export all the personnel having access levels to the door data in Excel, PDF, and CSV format.

Personnel
Personnel [D First Name Last Name Department Name
575 Jeff ZKTeco
1 abc Xy Marketing Department
2 abel xyzl Development Depart ment
343 example Financial Depart ment
432 ex Marketing Department

Access Rights by Personnel

View related access levels by personnel.

Click [Reports] > [Access Rights by Personnel], the data list on the left side shows all doors in the
system, select personnel, the personnel having access levels to the door will display on the right data
list.
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3 < @ admin -
[% Access Device Access / Access Control Reports / Access Rights By Personnel
Access Rights By Personnel < Browse 1* Having Level to Access. >
[ Accessrute >
Personnel D Name Morer Q & Crpiss Ztwisi
I Access control Reports M ———
Door Number Door Name
All Transactions G Refresh
Events From Today Personnel ID First Name Last Name Department Name
All Exception Events 1% r Department Name
Alarm 2 Department Name
Alarm Processing History 81" Department Name
Access Rights By Door
First In And Last Out
No data
13 50 rows per page JumpTo 1 /1 Page  Total of 3 records 0 50 rows per page Jump To 1 /0 Page
You can export all the door information in Excel, PDF, and CSV format.
Door Number Door Name
1 SpeedFace-V5-1
1 192.168.213.99-1
2 192.168.213.99-2

Firstin and Last out

Click [Reports] > [First in and Last out] to view report of first entry and last exit, used to quickly
screen out the first entry and last exit of the day.

® £ O admn -
2 Access Device Access | Access Control Reports / First In And Last Out
DT Ao 5 Time From |2023-07-2400:00-00 | To | 2023-10-24 23:5:5% Personnel ID More~ Q &
m Access Control Reports O Refresh W Clear AllData 2 Export
Personnel ID  FirstName  LastName  Firstin-Reader Name  Firstin Time Last Out-Reader Name  Last Out Time Department Name
All Transactions
1+ 14 192.468.137.55-4-In  2023-10-24 14:09:5! 192.468.137.32-4-In 20231024 15:19:50 Department Name
Events From Today
All Exception Events 10°1 192.168.137.65-1-0ut  2023-10-20 09:17:5:
Alarm Log
Alarm Processing History
Access Rights By Door
Access Rights By Personnel
< 2 3 4 5 > Slrowsperpage - Totalof 2records
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Time & Attendance Management

To help companies perform information-based attendance management, this software implements
automatic collection, statistics, and query of employee attendance data. This improves the
management of human resources and facilitates the check-in of employees. This software enables
the management personnel to collect statistics and check the employee attendance and enables the
management department to query and appraise the attendance of all departments, thus allowing
enterprises to accurately acquire the employee attendance data.

(JZKBioCVAccess i = € @ adnin -

2 Attendance Management + |4

g O Ba
_ = . tere ]
Personnel Access - Smart Video System

Atiendance Device | surveillance

ete Area Personnel I Export Import ~ ERPrivate Message & Re-synchronize to Device
Attendance Point

B Area Name Personnel 11D First Name Last Name Department Number ~ Department Name Area Number Area Name
Gommand From Server

= 81* 1 Department Name 1 Area Name
Device Operation Log

Attendance Setting

Schedule

© Exception >

Attendance Detail Report >

Daily Attendance Report >

Monthly Attendance R... >

Calculate Report >

1-1 50 rows per page Jump To 1 /1Page  Total of 1 records
Attendance customre... >

Attendance Management

This function includes adding a device, adding area and assigning it to the personnel. Set the
communication parameters of the device. The system can communicate with the device properly
only when communication parameters are configured correctly, including the parameter settings in
the system and the device. After successful communication, you can view the information on the
connected device and can perform remote monitoring of the device/upload and download.

Set Attendance by Area

Area is a concept of space that facilitates the management of devices in a specific area.

In this system, area setting is a process of dividing devices by zone. A prominent feature of “Area” is
to allow the system to automatically manage the employee information on devices. According to
requirements, areas can be allocated to devices (one device can belong to one area only), and
employees can be allocated to one or more areas.
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Add/Delete Personnel for A Specified Area

1. Click [Attendance Management]> [By Area], click a certain area of left side, the system will
display the personnel on the right side.

((JZKBioCVAccess i % S @ aimn ~

3 Attendance Management + Attendance / Attendance Management / By Area

— Area Name Personnel ID Neme Morer Q&

Aftendance Device
" 2| [ suberdinate Level : | ¢ G Refrash 5 Add Area Personnel | @ Delete Area Personnsl 2 Export & Import = EAPrivate Message (& Re-synchronize to Device
Aftendance Point
[ Area Name Personnel ID First Name Last Name Department Number ~ Department Name Area Number Area Name

Gommand From Server

- |:| 81% 1 Department Name 1 Area Name
Device Operation Log
Attendance Setting
Schedule
Exception >
Attendance Detail Report >
Daily Attendance Report >
Monthly Attendance R... >
Calculate Report >

11 50 rows per page Jump To 1 /1Page  Total of 1 records

Aftendance customre... >

2. Click [Add Area Personnel] under the list on the left to pop up the Add Person page. Select the
person to the right list and click [OK] to complete it.

Add Personnel(Area Name) x
Personnel ID Name Q ¢
" 2% [ Subordinate Level Contained ~ Alternative Selected(2)
4 5 Department Name E Personnel ID  First Name Department Personnel ID  First Name Department
» [ test
2 Department Name v 2 Department Name
1 test Department Name 1 test Department Name
1-2 50 rows per page
Cancel

3. To delete a person in the area, select the person on the right side and click [Delete Area
Personnel] to delete the person from the area.
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5.1.1.2 Private Message

This feature can display a short message to someone regularly (device should support).

Select personnel and click [Private Message]. The setting interface as follows:

Private Message

SMS Content”

Start Time™

SMS Duration (Minutes)*

After the setting is completed, click [OK]. After swipe cards successfully on the device, the device will
send short message to this person. For example, the message like "Happy Birthday to you", to
strengthen the interaction between the company and employees.

The fields are described below:

Short Message: The message displayed on the time and attendance device, which supports input 40
characters.

Start Time: The start time to display private short messages.
Short Message Duration (minutes): Shows the duration of the private short message after a
successful check-in.

5.1.1.3 Re-synchronize Data to the Device

Synchronize personnel data from the system to the device. Select a device of a certain area, click
[Re-synchronize to Device], and click the [OK] button to synchronize the data, so that personnel
can verify on the time attendance device in the area:

Prompt

Are you want to perform the Re-synchronize to
Device operation?

. o
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5.1.2 Attendance Device

After a time and attendance device is added to the software, the user can search device, edit, delete,
device control, view and get information, clear device data, view commands, etc.

ZKBioCVAccess # 3 S @ ammin v

Attendance Management ! {] Device

ByArea Serial Number | | Device Name Device Area Status | -———— -l a e

Attendance Device

" »° [4 Subordinate Level | ¢ G Refresh W Delete  ED Authorized Device & Device Control ~ [R View and Get Information ~ T Clear Device Data ~ 2 Export
Attendance Point
[ Area Name Serial Number Device Name Device Model  Firmware Version  IP Address Attendance Area  Status  Entrollment Commands to be Ex..  Curren!
Gommand From Server
Device Operation Log
Attendance Setting
Schedule
No dat
Fo Exception >
Attendance Detail Report >
Daily Attendance Report >
Monthly Attendance R... >
Calculate Report >
“ »
< < 0 5 5 50rowsperpage - JumpTo 1 10 Page  Total of 0 records

Attendance custom re...

5.1.2.17 Authorized Device

1. Click[Attendance Management] > [Attendance Device] > [Authorized Device], as follows:

Authorized Device
IP Address | Serial Number | | Q®
IP Address Serial Number Qperations

192.168.137.56 6589205000012 Add

A\ The current system communication port is 8881, please make sure the device is set correctly

Close

2. Click [Add] to pop up the device edit interface. After the information is filled in, click [OK] to
complete operation, and click [Cancel] to cancel the edit operation.
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Add X

Device Name” 6589205000012

Serial Number 6569205000012

IP Address 192 . 168 .137 .56
Aftendance Area” -
Time Zone (UTC+8)Beijing, Chi_.. *
Entroliment Device

F1Y

Cancel

Fields are as follows:

* Device Name: Time and attendance device name, any character up to 20.
*  Device Serial Number: Attendance device serial number.

* IP Address: The IP address of the attendance device.

* Attendance Area: The equipment for regional division, to achieve regional data
management.

* Time Zone: Time and attendance at different time zones.

* Enrollment Device: If not selected, the user data uploaded by the device will not be
processed (the attendance record of the device will not be checked). If checked, the user data
uploaded by the device will be processed.

“ Note: Before adding devices to the software, users need to set the communication IP and address

of time attendance device.
Edit Device

Select the device and click £ button, to modify device information.
Delete

Select the device and click [Delete] to remove the device and its information.
Refresh

Click [Refresh] to update the device list status information.
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Device Control

Attendance / Attendance Management / Attendance Device

Serial Number Device Name Device Area Status | --———- hd @ (&
Pl Subordinate Level . ¢ T Refresh @ Delete [0 Authorized Device evice t [ View and Gel
[ Area Name Serial Number Device Name Dey V Enable At
Disabled
6589205000012 6589205000012  xFa O DIODIe 2

4% Reboot device
B8 Public Message
(8 Synchronize Software Data to Device

€ @ Authorize Area

After the device is enabled, the upload and download of data are enabled normally. (When the
device is enabled, users can choose whether it is a registration device or not).

After the device is disabled, the device is not allowed to upload and send data.

Select the required device that needs to be upgraded, click [Upgrade firmware] to enter edit
interface, then click [Choose File] to select firmware upgrade file (named emfw.cfg) provided by
Access software, and click [OK] to start upgrading.

Upgrade Firmware x

Selected Device

The following devices can be upgraded
New Protocol 6589205000012-xFace100

Select File{il{"%: 8 Not Uploaded

Total Progress

Close

Select the device you want to restart; the software sends a reboot command and restarts the device.
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» Public Message

You can set the public messages in the device so that the device can display short messages on the
page (Not all the devices support this function).

Public Message x

SMS Content”

Start Time* [i |

SMS Duration (Minutes)® |50

> Synchronize software data to the device

Select the device to be synchronized and send the corresponding device area data in the software to
the device.

Prompt *®

Are you want to perform the Synchronize All Data to

Devices operation?

Delete the data from the device before syncing new

data to device

> Authorize Area
It can reach certain areas within a period of time after being authenticated.

Authorize Area *

Attendance Area™ -
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View and Get Information
Attendance / Attendance Management / Attendance Device
Serial Number Device Name Device Area Status  ———— - Q &
P R Subordinate Level < O Refresh W Delete  [ED Authorized Device Device Control
5 Area Name Serial Number Device Name Device Model Firmwai Get Device Option \
2] View Device P i

6589205000012 6589205000012 xFace100 zasninl - Ve Betioe Parmmeens N

(% Attendance Data Checking
(% Re-Upload Data

(% Get the specified personnel data

Select the device of which you want to get information, click Get software to send command, get the

device related parameters, such as: serial number, IP address, device model, firmware version

number, etc.

After clicking [View Device Parameters], the page will navigate automatically to the device

commands page in the system management module to show command queries.

Parameter Name

Personnel Quantity

Visible Face

Face Picture Quantity

Fingerprint Quantity

Punch Data

Maximum User Photos

Biometric Template Version:

Visible Face

Fingerprint

Firmware Version

Push Version

View Device Parameters

Parameter Value

2/1500

2/1500

3/1500

3/2000

T/100000

2000

39.1

10.0

ZAM180-NF-Ver1.1.8

Ver 2.0.335-20210521

x

Select the device to proofread data, select the proofing date, the software issues a command to

proofread the software and device attendance data.
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Attendance Data Checking x

Start Time" I

End Time™

> Re-upload Data
Select the device in which you want to upload data. Click to enter the check box to upload the data
type: attendance record/attendance photo, click the confirmation to get such information again

from the device.

Re-Upload Data *

Whether to upload attendance records
\Whether to upload Personnel information

Whether to upload attendance photos

» Get the Specified Personnel Data

Select the device from the list and click Get the Specified personnel data.

Get the specified personnel data x

Enter person number®

A\ Muliiple personnel numbers, separated by commas

Enter the desired person numbers separated by a comma and click [OK].
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5.1.2.7 Clear Device Data

Attendance / Attendance Management / Attendance Device

Serial Number | Device Name Device Area Status |——— - ‘ &

2w Subordinate Level ' < ‘3 Refresh @ Delete  [ED Authorized Device & Device Control = [ View and Get Information ~ BNTREEETSIENTNETERE] T Export

5 Area Name Serial Number Device Name Device Model Firmware Version  IP Address W Clear unexecuted device commands
Clear the attendance phot
6589205000012 6589205000012  xFacel00 ZAM180-NF-Ver1.1 192.168.137.56 B Clearthe attendance phates

T Clear the attendance transactions

T Clear equipment personnel

» Clear Unexecuted Device Commands

Select the device to be cleared. It clears the operation command issued by the software in the
setting.

» Clear the attendance photos

Select the device. This function will clear all the attendance photo records from the device.
> Clear the attendance transactions

Select the device. This function will clear all the attendance data records from the device.

» Clear equipment Personnel

This function will clear all the equipment personnel records from the device.

5.1.2.8 Export

Device information can be exported in EXCEL, PDF, and CSV file format.

User Password” ‘
File encryption ® Yes() No
File encryption ‘ | Py

password”

File Format ‘ﬁl

Data te Export (&) All (max 100000 records)

() Selected (max 100000 records)

Qint Dacitinn |4 |

B o

5.1.3 Attendance Point

The system supports setting access control as the attendance point. After setting the access device
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as an attendance point, its access records will be transferred to the attendance system in real time as
punch records.

ZK T

Attendance Management 1 i Point

Attendance Point Name Q ¢

S Refresh 4 Export B Delete

Attendance Point Name  Area Name Device Name Device Module  Pull Record Type  Last Date Pull Time  Operations

Attendance Point

Command Fr

ce Operation Log

Attendance Setting >

Schedule Cancel

Exception

Attendance Detail Report >

Daily Attendance Report

Monthiy Attendance R... >

Calculate Report

1 ¢ 0 5 5 S0rowsperpage - JumpTo 1 0 Page Total of 0 records
Attendance custom ra

Command from Server

(JZKBioCVAccess i % S @ aimin -
3 Attendance Management + Attendance / Attendance Management / Command From Server
ByArea Submit Time From To Serial Number | | Return Result |~ v Moer Q &

Attendance Device
G Refresh @ Clear Command List 1 Export
Attendance Point

_ D Serial Number Content Immediately Cmd ~ Submit Time Return Time Returned Value Remarks

Device Operation Log

Attendance Setting
Schedule
No data

© Exception >

Attendance Detail Report >

Daily Attendance Report >

Monthly Attendance R... >

Calculate Report >

0 50 rows per page Jump To 1 #0 Page  Total of 0 records

Aftendance customre... >

Device Operation Log

Click [Attendance Management]> [Device Operation Log] to display the operation logs of the
attendance device in the area.
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UZKBioCVAccess = ® S O aimin ~
3 Attendance Management v Attendance / Attendance Management / Device Operation Log
ByArea Time From 2023-07-2400:0000 | To 2023-10-24 23:50:5% Device SN || | @l [
Aftendance Device
O Refresh 2 Export
Aftendance Point
Device SN Operation Time Operational Content ~ Operation Object Description Operation Object Description 2 Operation Object Description 3
Command From Server
Attendance Setting
Schedule
No data
Exception >
Attendance Detail Report >
Daily Attendance Report >
Monthly AttendanceR... >
Calculate Report >
0 50 rows per page Jump To 1 0 Page  Total of 0 records

Attendance customre... >

Attendance Setting

Attendance Rules

Since the attendance system of the company is different, the user needs to manually set the
attendance parameters to ensure the accuracy of the final attendance calculation. The attendance
rule setting is a way to show the company’s attendance system.

Click [Attendance] > [Attendance Setting] > [Attendance Rules].

Basic Rule Setting

Attendance / Attendance Setting / Attendance Rules

Basic Rule Setting

Non-Leave Calculation Setting

Annual Leave Balance Setting
Check-In Rule Personal sensitive information pro
The Earliest Rule v Real Time Roll Call Setting

Employee Self-Service Login
Check-Out Rule

The Latest Rule v

Attendance calculation result for cross-day shift

First Day -
< Overtime Statistics
Yes v

Intelligent Matching Shift Rule

Least Abnormal -

Late and Early Leave Counted as Absent

No -

Missing Check-In count as

Absent - | |0 Minutes

Missing Check-Out count as

Absent v | e Minutes

The minimum time period should be greater than (minimum 10 minutes)
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Check-in Rule:

*  Earliest Principle: By default, it takes the first check-in within the valid time zone.

*  Closest Principle: It will take the closet check-in within the valid time zone.
Check-out Rule:

* Late Principle: By default, it takes the last punch card record within the range of valid attendance
range.

*  Closest Principle: It takes the punch card record closest to the closing time within the range of
valid attendance).

Attendance calculation result when the shift cross-day:

* Thefirst day: The effective working hours of the second day is counted to the first day;

* The second day: The effective working hours of the first day is counted to the second day.

Overtime Statistics: Yes (default), No; the first overtime switch for statistics, if set to No, overtime
will not be calculated.

Intelligent Matching Shift Rule: Longest Working duration, Least abnormal (default). The longest
working duration will calculate each shift respectively to obtain the most effective longest time shift.
The Least abnormal will consider the shift which has a minimum number of exceptions (such as late,
leave early, etc.).

Late & Early Leave Counted as Absent: No (default) Yes refers to that if it is late or early leave, then
the time period is recorded as an absence.

Missing Check-In count as: If no sign-in or no sign-out record is incomplete, the priority is the
highest, then no late arrival, early leave, absenteeism and validity will be counted When missing
Check-In is counted as late, if no Check-In, it will be counted as being late for N minutes. If the
absence of sign-in or sign-out is recorded as absenteeism, the length of absenteeism is equal to the
length of working hours minus the length of late and early leave.

Missing Check-Out count as: If no sign-in or no sign-out record is incomplete, the priority is the
highest, then no late arrival, early leave. Absenteeism and validity will be counted When missing
Check-Out is counted as early leave, if no Check-Out, it will be counted as leaving early for N minutes.

The minimum time period should be greater than (minimum 10 minutes):120 (default); Range:
10-999; Required.

The maximum time period should be less than (maximum 1440 minutes): 600 (default); Range:
10-1440; Required.

Exact digits of the decimal point: 1 (default), 2.
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Non-Leave Calculation Setting

Attendance / Attendance Setting / Attendance Rules

Basic Rule Setting
Non-Leave Calculation Setting

Annual Leave Balance Setting

- Personal sensitive information pro
Expected/Actual P P
Early Real Time Roll Call Setting
Late Employee Self-Service Login

No Check-Out
No Check-In
Qvertime
Absent

Minimum Unit*

1 minute v

Rounding Control*

Up (Carry) -

Report Display Symbol*

Minimum Unit: Calculate the smallest unit of this arix.

Rounding Control:
*  Down (discard): discard the decimal part, as long as the integer.

e Rounding: If the first decimal place is greater than 5, the integer will be added with 1,
otherwise, the integer will be taken.

e  Up(carry): With decimal, discard decimal, integer plus 1.

Report Display Symbol: Symbols for associated report presentation.

Annual Leave Balance Setting

Attendance / Attendance Setting / Attendance Rules

Basic Rule Setting

Annual Leave Balance Setting
Non-Leave Calculation Setting

A\ To use the annual leave balance function, you need to set the Personal sensitive information pro
Real Time Roll Call Setting

Employee Self-Service Login

Annual Leave Clearing and Issuing Date

Every year |1 ~  Month |1 - Day

Annual Leave Rule
Working Years< | 1 | Year, Yes 0 | Days of Annual Leave
1 | Year<WorkingYears< | 10 | Year, Yes | 5 | Days of Annual Leave
10 | Year sWorking Years< | 20 | Year, Yes 10 | Days of Annual Leave

Working Years > | 20 | Year, Yes | 1§  Days of Annual Leave

Annual Leave Clearing and Issuing Date: Set the annual leave clearing date.
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Annual Leave Rule: Set annual leave days according to length of service, which can be added by
symbols.

Other Rules

Attendance / Attendance Setting / Attendance Rules
Annual Leave Rule

Working Years < | 1 | Year, Yes 0  Days of Annual Leave Basic Rule Setting
1 | YearsWorkingYears< | 10 |Year, Yes =5 | Days of Annual Leave Non-Leave Calculation Setting
Annual Leave Balance Setting

10 | Year<WorkingYears< 20 VYear, Yes 10 Days of Annual Leave

Working Years2 = 20  Year, Yes 15  Days of Annual Leave
Real Time Roll Call Setting

Employee Self-Service Login

Personal sensitive information protection

Attendance Photo

A Aft

Real Time Roll Call Setting

Enable Real Time Roll Call

Employee Self-Service Login

Whether to enable employee self-service login
Enable Disable

Attendance Photo: After enabling the option, the sensitive personal data involved in this module
will be desensitized or obscured.

Enable Real Time Roll Call: Turn on the real-time roll call function, and the sign-in status of
personnel will be displayed in the “sign-in Table” under the report.

Whether to enable employee self-service login: The frequency of setting attendance points to
obtain records includes (10 seconds/time, 20 seconds/time, 30 seconds/time, 1 minute/time ~ 8
minutes/time).

Holiday

Click [Attendance] > [Attendance Setting] > [Holiday] to manually adding holidays in.
Adding

1. In the function menu, click [Attendance Setting] > [Holiday] > [New], the following page is
displayed:
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2. After the information is entered, click [OK] to finish new addition, click [Cancel] to cancel new
addition.

Field Description:

5.2.2.2

Name: Required.
Start time: Holiday start date, the format is date and time.
Number of Days: The duration of the holiday, character length 2, required.

Remarks: Character length 50.

Edit

Select holiday which need to be edited and click Z putton beside holiday information.

Attendance / Attendance Setting / Holiday

Name I ‘ a <

O Refresh ¥ New W Delete
Name Start Time End Time Number of Days Remarks Operations

1111111111111441  2023-10-24 2023-10-25 2 2

5.2.2.3 Delete

Select the Holiday which need to be deleted and click T button.

5.2.3 Leave Type

There are 9 leave types by default, editable, but not allowed to be deleted: user-defined leave type

can be extended.

Click [Attendance] > [Attendance Setting] > [Leave Type].
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(JZKBioCVAccess i = € @ adnin -
() Attendance Management > Attendance / Attendance Setting / Leave Type
Attendance Setting v Nme[ ] Q @
Afterdance Rules G Refresh T New T Delete
Holiday Name Whether to substract work hours  Minimum Unit Rounding Control ~ Report Display Symbol  Sort Operations
_ Personal Leave Yes 0.5hour(s) rounding Personnal 1 2
Aoptchept Annual Leave No 0.5Work Day rounding Annual 2 2
Sick Leave Yes 1.0hour(s) Up (Carry) Sick 3 z
Marriage Leave  No 1.0Work Day Up (Carry) Marriage 4 z
Maternity Leave  No 1.0Work Day Up (Carry) Maternity 5 2
Breastfeeding Leav No 1.0hour(s) rounding Nursing 6 2
Home Leave No 1.0Work Day rounding Family 7 2
Schedule > Bereavement Leave No 1.0Work Day Up (Carry) Funeral 8 z
3 Exception 5 Business Trip. No 0.5Work Day rounding Business 9 z
out No 0.5hour(s) rounding Out 10 2
Attendance Detail Report >
Daily Attendance Report >
Monthly AttendanceR... >
Calculate Report >
1-10 50 rows per page Jump To 1 i1Page  Total of 10 records

Attendance customre... >

Adding

1. In the menu, click [Attendance Setting] > [Leave Type] > [New], the following page is
displayed:

Attendance fAtt_qm_:Iance Setting / Leave -T!pe

Name| | Q Q

O Refresh W Delete

1 Name | New x Eﬂou‘nd

|| Personall pame® roundi

. il Whether to substract work Yes - -

] nnua é roundi
i | hours®

Sick Leave Minimum Unit* minute - Up (Ce

Rounding Control* Down (Discard) hd _

Ll _Marnag_[!.e | Report Display Symbol® (S

P || Maternity | St 99 Up (Ce

m E{M roundi

|
Home Lea) roundi

1 B eregvem! OK Caricel EJ—‘IJ' (e

2. After the information is entered, click [OK] to finish new addition, click [Cancel] to cancel new
addition.

3. The default system has 9 kinds of leave type, Casual leave, Marriage Leave, Maternity Leave, Sick
Leave, Annual Leave, Home Leave, Bereavement Leave, Breastfeeding Leave, custom. We can
edit these leave type but cannot delete it.

Edit
Select the leave type and click £ button to edit.
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Edit

Name™ Personal Leave

Whether to substract work

hours®

Minimum Unit™

Rounding Control* | rounding
Report Display Symbol® | Personnal
Sort* [1

Field Description:

* Name: Required, maximum character length is 30.

e Whether to subtract work hours: Set whether to deduct the length of work for the leave of this
leave. For example, maternity leave / marriage leave / annual leave are statutory holidays
without deducting the length of work.

* hours:
¢ Minimum Unit: Calculate the smallest unit for this alias.

* Rounding Control: Down (discard): discard the decimal part, as long as the integer;
Rounding: If the first decimal place is greater than 5, the integer will be added with 1, otherwise,
the integer will be taken; Up (carry): There are decimals, decimals are discarded, integers are
added by 1.

*  Report Display Symbol: Symbols for the presentation of the associated report.

* Sort: Sort job listings, only numbers are supported.
5.2.3.3 Delete

Select the leave type and click [Delete] to delete.

5.2.4 Automatic Report

Automatic report supports the function to package the report into an attachment at a fixed time
point (daily or monthly) and send the attachment via email to be designated personnel or ftp server.

1. In the function menu, click [Attendance Setting] > [Automatic Report] > [New], the following
page is displayed:
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CVAccess i % 08 O -
Attendance / Attendance Setting / Automatic Report

‘Send Mode | —— v moer Q B &

il Name | | Reportype|

G Refresh  Z# New T Delete v/ Enable O Disabled
| File Name Send )

Report Setting Send Mode Setting
| Payioll record Mailbo

Report Type* Transactions - Send Mode* Mailbox Delivery Met . ~

123 Mailbe |
==

7 testt Mailbg  File Name” Clear, oK Mail Setting
Date Format » 03 General

Automatic Report

Receiver Setting | Set by Pers

Daily Attendance lelbﬂ‘ et
Mail Address™
| Daily Report Mailbg

Send Frequency

Send Frequency Title Seting”

e

Body Setting
e
le
Select All e
— v ohour: — v minute

€8 Schedule — v hor: |— v |minute

F® Exception

D

[ Attendane

Cancel

[ Daily Attendance Report >
[@ Monthly Attendance R... >
(B Calculate Report >

15 - JumpTo 1 /1 Page  Total of 5 records
® Attendance customre... > Ko< 5 s 50rows per page P 9

2. Inthe Report Setting section.

Report Type: Select the desired choice from “Transactions” or “Daily Attendance”. The report
will be according to the selected type. Transactions will give the details related to the device
with Attendance area and time of the personnel. Daily attendance will give the attendance
details of the personnel.

Department Name: you can select the department name. After selection, only the attendance
records of the selected department will be pushed to the recipients.

File Name: Consists of 3 parts: custom file name + year, month, day, hour, minute and second,
such as (Department of the original records of the test section 201706271143).

A. Thefirst field is for the custom file name.
The second field contains two option for the format of the date: yyyyMMdd and yyyy-MM-dd.
C. The third field contains the hour, minute and second format: Currently it supports HHmmss.

Data Format: Select the format of the date.
File Type: Currently it supports TXT.

3. In the Send Frequency section, set frequency for the mail delivery. The frequency has two
options; By day and By month. If you have selected “By day”, then you can set a maximum of 6
interval in a day (only once per hour) at which the mail delivery will start.

A. ltcanonly be set in increasing order of time.

B. The minute set in the first-time interval will be same for all other five intervals.

If you have selected as “By month”, then you have 3 options to choose from; first is “last day of
the month”, second is first day of the month and the third is any specific date.

4. Send Mode: Choose a delivery method.

5. Mail setting: Set the details of receiver mail.
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Set the receiver as per below options:

<] Set by Personnel: Enter the E-mail address in text box, and if more than one email is

u,n

there, then put “.” to separate the e-mails.

<&X] Set by Department: Select a department from the department hierarchy,

<Xl Set by Area: Select an attendance area from the area hierarchy,

Enter a valid mail address. The maximum length is 50 characters.
It refers to subject of the mail. The maximum length is 50 characters.
Write the text accordingly. The maximum length is 255 characters.
6. Make sure the sender mail settings are already defined.

7. Once all the details are filled, click [OK] to finish.

Schedule

Timetable

This function is used to set the time zone that will be used in the attendance calculation and
configuring the information of each parameter with the minimum unit set. For example, allow late /
early leave time, whether it is necessary to Check-in / Check-out, set the time range of Check-in /
Check-out, overtime setting and so on.

Before setting the shift, you should set all possible time segments, that is, time zone setting. Set the
shift before scheduling, setting the attendance rules in the settings will be significant.

Click [Attendance] > [Schedule] > [Timetable] to enter the time zone page:

;1 Rin e

(JZKBioCVAccess i % S @ anin -
(2 RS PIRMRMPI  Attcndance / Schedule / Timstable

Name | Timetable Type | - v Q ¢

B Attendance setting 0

E8  schedule v G Refresh = Add Normal Timetable = Add Flexible Timetable @ Delete

_ Name Timetable Type  Check-In Start Time  Check-In Time Check-Qut Time Check-Qut End Time  Work Time (Minutes)  Operations

Shit
Personnel 1 Schedule
Group Schedule

Schedule Details

Exception >
] Attendance Detail Report >
[ Daily Attendance Report >

[@ wonthly Attendance R... >

@ calculate Report >

0 50 rows per page Jump To 1 /0 Page  Total of 0 records
@& Aattendance customre... >

Add Normal Timetable

This paper introduces the configuration Steps of adding normal time period to the regular shift
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configuration of VAORIDA.
1. Click[Add Normal Timetable].

2. Configure the time period information in the Add Normal Time Period window.

]

Check-In Time* ‘0s |-joo  (HHMM) Check-Out Time* [18° |:[o0 | cHrnawn

Before going to Work™ ‘ Sn_‘Check—ln is valid within Before Going Off Duty™ |(?‘ Check-In is valid within
minutes minutes

After Work* ‘60_ ! Check-In is valid within After Work* |60_i Check-In is valid within
minutes minutes

Allow Late(Minutes) 0| Allow Early o

@ Leave(Minutes) (7)
Must Check-In* e o] Must Check-Out* |Yes

Auto Deduct Break Time™ i - | Work Time (Minutes)™ ‘540

@

On Duty ‘[l_ %Check—ln Minutes ago for Overtime , Minimum Overtime Minutesi‘?;(} ! , Limit the maximum

overtime hours | )

Off Duty ‘ l]  Start counting overtime minutes later , Minimum Overtime Minutesl 30 , Limit the maximum

overtime hours 0

o

Field Description:

* Before/After work: Set the valid range of check-in/check-out for this time period, and the
check-in/check-out records outside this range are invalid records. The valid sign-in time after
going to work and the valid sign-out time before going off work cannot overlap, which must be
filled in.

* Allow Late/Allow Early/Leave(Minutes): Refers to how long it is allowed to be late and
leave early within the specified time points for going to and from work, and the minutes allowed
to be late and leave early must be within the valid time range of sign-in and sign-out before they
can take effect.

*  Must Check-In/Check-Out In the selected time range, set whether you must sign in and
sign out when going to and from work.

¢ Auto Deduct Break Time: When used for attendance calculation, whether to subtract the
number of minutes defined by inter-segment deduction for this time period.

e Start counting overtime before/after N minutes from work/work, with the shortest overtime
minutes and the maximum overtime hours limited: Select whether to record the verification
records before and after work as overtime.

5.3.1.2 Add Flexible Timetable
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1. Click [Add Flexible Timetable].

2. Configure the time period information in the Add Flexible Time Period window.

Name™
Work Time (Minutes)* (%) o |
Flexible Duration Calculation !Cumulalive timefor ... ¥ |

Check-In Start Time 09 [:[o0 | (HHMM)

Check-Out End Time” i1a Huo |(HH:MM)

5.3.1.3 Delete

Click [Delete] or click on the (] icon to delete the required Timetable type from the list.

5.3.2 Shift

Shift is composed of one or more timetable period(s) in accordance with a certain order and cycle of
sequence. It is set as default shift for staffs. To get staff attendance, first we must set the shift.

Click [Attendance] > [Schedule] > [Shift] to enter the main menu of shift as shown below. The
search function can be convenient for shift inquiry. The list shows all shifts of the current system. The
time period details list shows the details of the time period of the shift in the form of a chart.
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() Attendance Management > Attendance / Schedule / Shift

Number || | Name Shift Type |- -

Attendance Setting >

B8 schedule ~ G Refresh ¥ Add Regular Shift % Add Fexible Shift @ Delete W Clear Timetable

Name Number Shift Type  Unit Cycle

Timetable

Personnel Schedule
Group Schedule

Schedule Details

No data

© Exception >
Attendance Detail Report >
Daily Attendance Report >
Monthly Attendance R... >

Calculate Report >

0 50 rows per page JumpTo 1

Attendance customre... >

Add Regular Shift

Cycle Start Date

10 Page  Total of 0 records

£ O admn -

Timetable Details
<

Work Type Operations

Double-click the shift period; you can delete the time period

1. Click [Attendance] > [Schedule] > [Shift] > [Add Regular Shift].

2. Configure the shift information in the Add Regular Shift window.

Attendance / Schedule / Shift

Number | | Nam
Basic Setting
O Refresh | =% Add Regular Shift Name* Il
Unie Day =
1 Name Number .
0 Period Start Type' Period StartDate ¥
Cycle Start Date* 2023-10-25
Advanced Satting
Work Type Normal Wark -

Overtime Mode* Computer Automatic ... v

Field Description:

New x B

Number™
Cycle(1-5)°

Cycle Shift in one Month”™ Yes e

Attendance Mode™ Punch Accordingto ... ¥

Cancel

e Unit: Set the unit of the cycle, and the default is "day". There are three types of units: Day,

Week, Month.

*  Period: Defines the number of cycles of a shift, and the cycle of the shift = cycle number *

units.
1) Ifthe unitis "day", the rangeis 1 to 99.

2) Ifthe unitis "week", the range is 1 to 15.

3) Ifthe unitis "month", the rangeis 1to 12.

*  Period starting type: This field is displayed only when the cycle unit is Day, Description:

1) Itis not displayed when the units are "week" and "month".

2) There is cycle start date and scheduling start date, and the default is cycle start date.
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3) Ifyou select Scheduling Start Date, the start date when scheduling is the first day of the
cycle.

* Period start date: This field is displayed only when the cycle start type is Cycle Start Date.
Define the start date of the shift, and the date before the start date is not affected by the shift.
The default system start date is the current system date.

e  WorkType:
1) Normal work: This shift is a normal work shift
2) Overtime on rest days: This shift is overtime on rest days
3) Overtime on holidays: This shift is overtime on holidays.
e Attendance mode:

1) Swipe the card normally according to the shift: the default item of the system, and
punch in normally according to the punch in.

2) Brush a valid card once a day: only need to brush the card once in the swiping interval
defined by the time period within one day, even if it is normal to punchin.

3) Punch-in-free: Setting this shift can avoid punch-in.
e Overtime mode:

1) Computer automatic calculation: It is connected with "whether the delay counts
overtime" in the time period. When "whether the delay counts overtime" is "no", the
delayed overtime is not calculated, and the overtime time of the overtime bill is not
calculated at the same time.

2) Overtime must be applied: delayed overtime is not calculated, only the overtime order
shall prevail; When the signing-back time is less than the end time of overtime, the
overtime time is not calculated.

3) Not counting overtime: overtime hours are not counted for delayed overtime or
overtime application.

Add Flexible Shift

1. Click [Attendance] > [Schedule] > [Shift] > [Add Flexible Shift].

2. Configure the shift information in the Add Flexible Shift window.

Page |125 Copyright©2025 ZKTECO CO., LTD. All rights reserved.



ZKBio CVAccess User Manual

Attendance / Schedule / Shift

Number | Name | ShitType ——— -] | e

O Refresh =+ Add Regular Shift |+ Add Fexible Shift | @ Delete @ Clear Timetable

|| Name | New %

Basic Setting

Name”™ ||7 Number"

Unit™ Day v Cycle(1-99)"

Period Start Type”™ Period Start Date - Cycle Shift in one Month’ Yes -
Cycle Start Date” 2023-10-25

Cancel

Delete

Click [Delete] or click on the T} icon to delete the required Shift type from the list.

Personnel Schedule

Personnel scheduling operations is completely same as group scheduling, but when scheduling
personnel, the object of choice is personnel at the top left corner of the interface.

7 RiA
(JZKBio CVAccess i 3 €S @ admin v
PRIy RGNl Attendance / Schedule / Personnel Schedule
5 Attendance Setting 5 Time From 20231025 To 20234125 Personnel ID Schedule Status |~ | Morer Q @
Schedule i " A° [ subordinate Level | ¢ G Refresh  =F Cycle Schedule  =F Temporary Schedule @ Clear Cycle Schedule @ Clear Temporary Schedule More
Timetable £5 Department Name Personnel 1D First Name Last Name Department N_..  2023-10-25 2023-10-26 2023-10-27 2023-10-28 2023-10-29 2023-10-30
» O testt
Shift 2 Department Name H NS NS NS NS NS r
Group Schedule 81 Department Name H NS NS NS NS NS '
Schedule Details
© Exception >
Attendance Detail Report >
Daily Attendance Report >
Monthly AttendanceR... >
Calculate Report >
“ »
13 50 rows per page Jump To 1 /1Page  Total of 3 records

Attendance customre... >

Cycle Schedule

1. Click [Attendance] > [Schedule] > [Personnel Schedule] > [Cycle Schedule].

2. Configure the Schedule information in the Cycle Schedule interface.
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Cycle Schedule

Schedule Type* | Normal Schedule ]
Start Time* |
End Time* |

MName MNumber  Shift Type

3

NEOTEST 10 Regular Shift
Full 555 Flexible Shift
AARAA 21 Regular Shift

gigi giges 123456 Regular Shift
general 3 Regular Shift

Regular L3 Regular Shift

flav1
S

Field Description:
e Schedule Type:
1) Normal Shift Scheduling: Only one shift can be selected for normal shift scheduling

2) Smart scheduling: Smart scheduling can select multiple shifts. Select smart scheduling,
and the software will automatically judge the most suitable shift according to the
punch-in record for attendance calculation.

e  Start Time/End Time: Set which date segment the schedule works on.

*  Select Shift: Select the shift to use for scheduling.

5.3.3.2 Temporary Schedule

1. Select a personnel and click [Attendance] > [Schedule] > [Personnel Schedule] > [Temporary
Schedule].

2. Configure the Schedule information in the Temporary Schedule interface.
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Temporary Schedule
Timetable
May 2024 << TODAY  =»

NEO TESTING(08:00-17:00)
Tuesday Wednesday Thursday Saturday Sunday

test(09:00-18:00) 29 30 o1 02

QOvemight Shift(22:00-06:00)

| Hormal work -

| Punch According to Normal Shift
| Computer Automatic Calculation +

Operation Instructions

1. You can drag the imetable to a single date in the calendar
confrol to schedule.

2. In the calendar confrol, double-click a single date to schedule
3. In the calendar control, press and hold the mouse {o select
mulfiple dates to schedule.

Field Description:

*  Work Type:
1) Normal work: This shift is a normal work shift.
2) Overtime Time OT: This shift is overtime on rest days.
3) Holiday OT: This shift is overtime on holidays.

* Attendance Mode:

1) Punch According to Normal Switch: the default item of the system, and punch in
normally according to the punch in

2) Punch Once at any Time in a Day: only need to brush the card once in the swiping
interval defined by the time period within one day, even if it is normal to punch in.

3) No Punch Required: Setting this shift can avoid swiping cards.
*  Overtime Mode:

1) Computer Automatic Calculation: It is connected with "whether the delay counts
overtime" in the time period. When "whether the delay counts overtime" is "no", the
delayed overtime is not calculated, and the overtime time of the overtime bill is not
calculated at the same time.

2) Overtime must be applied for: delayed overtime is not calculated, only the overtime
order shall prevail; When the signing-back time is less than the end time of overtime,
the overtime time is not calculated.

3) Not Calculated as Overtime: overtime hours are not counted for delayed overtime or
overtime application.
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5.3.3.3 Clear Cycle Schedule

Select a personnel and click [Attendance] > [Schedule] > [Personnel Schedule] > [Clear Cycle
Schedule] to clear the cycle schedule.

Prompt

Are you sure to clear cycle schedule "testuu”
from 2024-05-15 to 2024-06-15?

5.3.3.4 Clear Temporary Schedule

Select a personnel and click [Attendance] > [Schedule] > [Personnel Schedule]] > [Clear
Temporary Schedule] to clear the temporary schedule.

Prompt

Are you sure to clear "testuu” the temporary
schedule from 2024-05-15 to 2024-06-157

5.3.3.5 More (New)

1. Click [Attendance] > [Schedule] > [Personnel Schedule] > [More] to export/import/download

v T Export Personnel Schedule

schedule.

« Import Personnel Temporary Schedule
« Import personnel cycle scheduling
& Export Personnel Temporary Schedule Template

& Download personnel cycle scheduling template
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Group Schedule

Grouping scheduling means grouping people, and then scheduling people in batches by grouping.

This paper introduces the configuration Steps of grouping cycle scheduling in.

RiA
(JZKBioCVAccess i = € O aimin -
RTINS PRGNl Attendance / Schedule / Group Schedule
Edit Personnel for Group < Browse the Group Personnel >
5 Attendance Setting >
Name Q ¢ Time From | 2023-10-25 To | 20231125 Personnel 1D || ] Merer Q @
Schedule - —
Timetable O Refresh T New T Delete O Refresh @ Delete Personnel I Cycle Schedule  ZF Temporary Schedule @ Clear Cycle Schedule @ Clear Temporary Schedule
Shift Name Operations Personnel ID First Name Last Name Department N 2023-10-25 2023-10-26 2023-10-27 2023-10-28 2023-10-29 2023-10-
Personnel Schedule
Schedule Details
o No data
© Exception >
Attendance Detail Report >
Daily Attendance Report >
Monthly AttendanceR... >
Calculate Report >
« »
0 0 50 rows per page Jump To 1 /0 Page  Total of 0 records

Attendance customre... >

Edit Personnel for Group

1. Click [Attendance] > [Schedule] > [Group Schedule] > [New].

2. Configure the Group information in the Group Schedule interface.

Attendance / Schedule / Group Schedule

Edit Personnel for Group <  Browse the Group Personnel

Name | | e e Time From | 2023-10-25 | To | 20231125

O Refresh il Delete O Refresh [ Delete Personnel =+ Cycle Schedule =

[ [NiSHame THES L tonoelin U SR

New X
Mame* ||
Remarks
3
e Cancel

Field Description:

* Name: Cannot contain special symbols, period name cannot be duplicated, length is 30
characters, required.
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*  Remarks: Mentioning comments.
» Delete

Click [Delete] to delete the required group from the list.
5.3.4.2 Browse the Group Personnel

> Delete Personnel

Click [Attendance] > [Schedule] > [Group Schedule] > [Delete Personnel] to delete the required
person from the list.

Prompt

Are you sure you want to perform the delete
operation?

» Cycle Schedule

1. Select a group and click [Attendance] > [Schedule] > [Group Schedule] > [Cycle Schedule].

2. Configure the Schedule information in the Cycle Schedule interface.

Cycle Schedule

Schedule Type* | Normal Schedule
Start Time* |

End Time* |

Number  Shift Type

22 Flexible Shift

Regular Shift
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Field Description:
e Schedule Type:
Normal Shift Scheduling: Only one shift can be selected for normal shift scheduling

Intelligent scheduling: Intelligent scheduling can select multiple shifts. Select
intelligent scheduling, and the software will automatically judge the most suitable shift
according to the punch-in record for attendance calculation.

e  Start Time/End Time: Set which date segment the schedule works on.

*  Select Shift: Select the shift to use for scheduling.

1. Select a group and click [Attendance] > [Schedule] > [Group Schedule] > [Temporary
Schedulel.

2. Configure the Schedule information in the Temporary Schedule interface.

I Schedule / Group

Edit Personnel for Graun. <  Browse the Groun Personnel

Temporary Schedule x
Name | | Tmetabl
| Timetable
October 2023 << TODAY
A | 1(09:00-18:00) |
< Refre! Monday Tuesday Wednesday Thursday Friday Saturday Sunday  *
01
Na
11
02 03 04 05 06 o7 08
« 09 10 " 12 13 14 15
Work Type* Normal Work w 16 17 18 19 20 21 22
Attendance Mode™ | Punch According to Normal Shift v
Qvertime Mode Computer Automatic Calculation ¥
3 24 25 26 27 28 29
30 31
Cancel
< < i E | < = - a1 50 rows per page - JumpTo 1 1T Page  Total of 1 records

Field Description:

*  Work Type:
1) Normal work: This shift is a normal work shift.
2) Overtime Time OT: This shift is overtime on rest days.
3) Holiday OT: This shift is overtime on holidays.

* Attendance Mode:

1) Punch According to Normal Switch: the default item of the system, and punch in
normally according to the punch in
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2) Punch Once at any Time in a Day: only need to brush the card once in the swiping
interval defined by the time period within one day, even if it is normal to punch in.

3) No Punch Required: Setting this shift can avoid swiping cards.
*  Overtime Mode:

1) Computer Automatic calculation: It is connected with "whether the delay counts
overtime" in the time period. When "whether the delay counts overtime" is "no", the
delayed overtime is not calculated, and the overtime time of the overtime bill is not
calculated at the same time.

2) Overtime must be applied for: delayed overtime is not calculated, only the overtime
order shall prevail; When the signing-back time is less than the end time of overtime,
the overtime time is not calculated.

3) Not Calculated as Overtime: overtime hours are not counted for delayed overtime or
overtime application.

> Clear Cycle Schedule

Select a group and click [Attendance] > [Schedule] > [Group Schedule] > [Clear Cycle Schedule]
to clear the cycle schedule for all personnel under the group.

Prompt

Are you sure to clear the cycle schedule from
2023-10-25 to 2023-11-25 for all personnel
under "11" ?

» Clear Temporary Schedule

Select a group and click [Attendance] > [Schedule] > [Group Schedule] > [Clear Temporary
Schedule] to clear the temporary schedule for all personnel under the group.
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Prompt

Are you sure 1o clear the temporary schedule
from 2023-10-25 to 2023-11-25 for all personnel
under "11" 2

5.3.5 Schedule Details

Click [Attendance] > [Schedule] > [Schedule Details], after setting the attendance time period and
shift, you can schedule the personnel.

ZKBioCVAccess = % S @ admin ~
Attendance Management 3 Attendance / Schedule / Schedule Details
et 5 Time From 20231025 To 20234125 Personnel ID | Department Name More~ Q &
Schedule v i Subordinate Level ' < G Refresh @ Delete 1 Export
Timetable 4 B Department Name 4 Personnel Cycle Schedule Department Cycle Schedule Group Cycle Schedule Personnel Temporary Schedule Department Temporary Schedule Group Temporary Schedule »
» D testt
Shift o Personnel 11D First Name Last Name Department N Start Time End Time Shift Name Schedule Type Operations.
Personnel Schedule
Group Schedule
Schedule Details
= No data
FO Exception >
Attendance Detail Report >
Daily Attendance Report >
Monthly Attendance R... >
Calculate Report 5
¢ ¢ 0 5 5 50rowsperpage ~ JumpTo 1 /0 Page  Total of 0 records

5 Attendance customre... >

5.4Exception

5.4.1 Appended Log

In the case of personnel going out on business or forgetting to punch in, the manual supplementary
recording of attendance records in the attendance report is called supplementary signing card,
which is generally summarized and entered by the management personnel according to the
attendance results and the attendance system of the enterprise after the attendance cycle ends.
Click [Attendance] > [Exception] > [Appended Log].
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({JZKBio CVAccess

Attendance Management >

®

Attendance / Exception / Appended Log

£ O admn -

B W armccants seitey 5 Time From |2023-08-25 00:00:00 | To |2023-10-25 235959 Personnel 1D | Name Morew Q&
Schedule > " 2% [4 subordinate Level . < G Refresh = New @ Delete Approval 2 Export  k Import
4 B5 Department Name Personnel ID First Name Last Name Department Name  Punch Time Status Remarks Operations
Exception v . B
ox
Leave
Overtime
Adjust Rest
Adjust Shift
No data
Attendance Detail Report >
Daily Attendance Report >
Monthly Attendance R... >
Calculate Report >
0 50 rows perpage -~ JumpTo 1 /0Page  Total of 0 records
Attendance customre... >
1. Click [Exception] > [Appended Log] > [New]:
& ion / ed Log
Time From |2023-08-2500:00:00 | To 2023-10-25235%59  Personnel ID | Name More~ Q &
el Subordinate Level < G Refresh W Delete [T Approval -~ T Export s Import -
4 B5 Dep: New x
[ e
Personnel ID Name Q&
Wt Subordinate Level Contained  Alternative Selected(0)
4 B3 Department Name Personnel ID  First Name Last Name Departm.. Personnel ID  First Name Last Name D
» [ testl
[ 2 Department
‘f 1 test Department
817 Department
143 50 rows per page
4 »
Punch Date* 2023-10-25 Remarks
Punch Time* 1443
0K Cancel

Fields are as follows:

*  Personnel: Select the required personnel for an appended receipt, multiple choices are
available.

*  Punch Data/Time: Set the date and time of punch.
*  Remarks: Enter the reason for an appended receipt, the max length is 50.

2. After filling the information, click [OK] to save and exit, the appended receipt will be displayed
in the added list.
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1. Click [Exception] > [Appended Log] > [Delete]:
2. (lick [OK] to delete.

1. Click [Exception] > [Appended Log], select a personnel information and click [Approvall.

2. Click [Passed] or [Refuse].

Attendance / Exception / Appended Log

Time From | 2023-08-25 00:00:00 To | 2023-10-25 23:59:59

Personnel ID

& 2% Subordinate Level ' ¢ O Refresh  # New T Delete pprov ]
4 5 Department Name Personnel ID First Name Passed  Name
v [ testt B Refuse
81~
You can export selected appended receipt data in Excel, PDF, and CSV file format.
ZKTECO
Appended Receipt
Personnel ID First Name Last Name Dﬁ’uz:::]ne e[-ni Department Name Punch Time Remark Operation Time
2017-12-15 08:40: 2017-12-15 16:40:
1 Jerry Wang 1 General

oo 91
Development 2017-12-15 08:40: 2017-12-15 16:40:

2 ey tan 4 Department 00 51
2940 Sherry Yang hoted Hotel 201?—126105 08:40: 201?—12;]5 16:40:
3 i Cidii N Financial 2017-12-15 08:40: 2017-12-15 16:40:

Department oo 51
2017-12-15 08:40: 2017-12-15 16:40:

4 Berry Cao 1 General

0o 51
Marketing 2017-12-15 09:50: 2017-12-15 16:51:

9 Negol e 2 Department 00 0o
Financial 2017-12-15 09:50: 2017-12-15 16:51:

5 Amber ot B Department oo 0o
2017-12-15 09:50: 2017-12-15 16:51:

7 Jacky Xiang i General i )

Leave

Personnel may need to leave at different circumstances. They can apply and the leave will be

displayed here:

Click [Attendance] > [Exception] > [Leave].
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CVAccess i % €S @ admin v
Attendance Management > Attendance / Exception / Appended Log
Attendance Setting Time From  2023-08-25 00:00:00 To 2023-10-25 23:59:59 Personnel ID ‘ Name More ~ Q &
[ Subordinate Level | < O Refresh = New @ Delete Approval T Export & Import

Schedule I Ie) @ App: 1 Exp. L Imp
=1 4 B3 Department Name Personnel ID First Name Last Name Department Name  Punch Time Status Remarks Operations
© Exception

» D testt

Leave

Overtime

Adjust Rest

Adjust Shift

No data

Attendance Detail Report >

Daily Attendance Report >

Monthly Attendance R... >

Calculate Report >

0 50 rows per page Jump To 1 10 Page  Total of 0 records

Attendance customre... >

1. Click [Exception] > [Leave] > [New]:

Attendance / Exception / Leave

|
Tk e New x
Personnel ID Name Q <
A
4 B Depi  ,» ¢ [ Subordinate Level Contsined  Altemative Selected(0)
rOte + B3 Department Name Personnel ID  First Name Last Name Departm... Personnel ID  First Name Last Name D
» [3 testi
2 Department
1 test Department
817 Department
«
1-3 50 rows per page
4 »
Leave Type™ - Leave Requisition Photo
Start Time™ 2023-10-24 15:10:09 |
End Time* 2023-10-25 15:10:09
Remarks
Cancel

Fields are as follows:

*  Personnel: Select the required personnel, multiple choice is available.
* Leave Type: Set the type of leave.

e Start Time: Start time of the leave.

*  End Time: End time of the leave.

*  Remarks: Enter the reason for leave, the max length is 50.
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* Leave Requisition Photo: Upload photo of supporting document for the leave request.

2. Afterfilling the information, click [OK] to save and exit, the leave information will be displayed in
the added list. Click Ed button at the end of each line to view the leave requisition photo.

Attendance / Exception / Leave

Time From | 2023-09-25 00:00:00 | To | 2023-11-25 23:59:59 Personnel ID Leave Type --mrmmemmv ~  More Q <
el Subordinate Level . ¢ G Refresh  Z# New [ Delete Approval T Export sk Import
4 B3 Department Name lame Department N Leave Type Start Time End Time Leave Duratio Leave Duratio Status Remarks Operations
» [ testt
Department Name Personal Leave  2023-10-24 15:10:09  2023-10-25 15:10:09 0 0.0 Passed 0]

1. Click [Exception] > [Leave], select a personnel information and click [Delete].

2. Click [OK] to delete.

1. Click [Exception] > [Leave], select a personnel information and click [Approvall.

2. Click [Passed] or [Refuse].

Attendance / Exception / Leave

Time From 2023-09-25 00:00:00 To | 2023-11-25 23:59:59 Personnel 1D
el Subordinate Level' < T Refresh  T# New T Delete : T
4 5 Department Name Personnel ID First Namse Passed  Name
[
3 test1 & Refuse
81*
You can export selected leave data in Excel, PDF, and CSV file format.
ZKTECO
Leave
Department 3
Personnel ID First Name Last Name i Department Name Leave Type Start Time End Time Remark Operation Time

1 Jerry Wang 1 General Casual Leave 2017712;;5 16:36: 2017—12[—)175 16:36: 2017—‘12;175 16:36:
3 it Hou 4 Financial o, 2017-12-15 18:38: | 2017-12-15 18:38: 2017-12-15 18:38:

Department 9 48 48 53
5 Necol ve 5 Marketing —-—" 2017-12-15 16:36: | 2017-12-15 16:36: 2017-12-15 16:36:

Department 19 19 27
= Financial 2017-12-15 18:38: | 2017-12-15 18:38: 2017-12-15 18:3%:

6 Amber Lin 4 Department Sick Leave 54 54 a0
9 Lifian Mei 3 Development Breastfeeding 2017-12-15 18:39: | 2017-12-15 18:39: 2017-12-15 18:3%:

Depariment Leave 02 02 10

Overtime

Click [Attendance] > [Exception] > [Overtime].
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WZKBio CVAccess =  ® € O aimin -

RTINS  Attendance / Exception / Overtime

Attendance Setting Time From |2023-09-25 00:00:00 | To |2023-1125 23:59:59 Personnel ID Name More~ Q &

Schedule " A° [ subordinate Level | ¢ G Refresh =% New T Delete Approval 2 Export L Import

4 B3 Department Name Personnel 1D First Name Last Name Department N_.. ~ Start Time End Time Overtime Dura... Status Remarks ¢
© Exception
» D test!

Appended Log

Leave

Adjust Rest

Adjust Shift

Na data

Attendance Detail Report >

Daily Attendance Report >

Monthly AttendanceR... >

Calculate Report >

“ »
0 50 rows per page Jump To 1 /0 Page  Total of 0 records

Attendance customre... >

1. Click [Exception] > [Overtime] > [New]:

ttendanceliEscopton ficiverl
Time Fre . ' - v S E—
New x
A
¢ A Persennel ID MName Q @
4 B De i
P38 .~ ,¢ [ Subordinate Lavel Containad Alternative Selected(0)
4 5 Department Name Personnel ID  First Name Last Name Departm Personnel ID  First Name Last Name D
» [ testt
2 Department
1 test Department
817 Department
«
1-3 50 rows per page ~
1 b
Start Time* 2023-10-25 15:16:50 QOvertime Duration(Minutes) 0
End Time™ 2023-10-25 15:16:50 Remarks
OK I Cancel

Fields are as follows:

*  Personnel: Select the required personnel for overtime, multiple choices are available.
e Start Time: Start time of overtime.

*  End Time: End time of overtime.

*  Overtime Duration: It is automatically calculated based on the start/end time and cannot
exceed one day.

*  Remarks: Enter the description of overtime, the max length is 50.
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2. After filling the information, click [OK] to save and exit, the overtime information will be
displayed in the added list.

1. Click [Exception] > [Overtime], select an personnel information and click [Delete].

2. Click [OK] to delete.

1. Click [Exception] > [Overtime], select a personnel information and click [Approval].

2. Click [Passed] or [Refusel.

Attendance [ Exception / Overtime

Time From | 2023-09-25 00:00:00 To |2023-11-25 23:59:59 Personnel ID
Pl Subordinate Level ¢ O Refresh  Z# New T Delete i ol
« 5 Department Name Personnel ID First Name ~ Name
r [ test1 @ Refuse
81"
You can export selected leave data in Excel, PDF, and CSV file format.
ZKTECO
Overtime:
Personnel ID First Name Last Name Diil::.iar::l erni Department Name OT Type Start Time End Time Remark QOperation Time
Financial 2017-12-15 16:37: | 2017-12-15 16:37: 2017-12-15 1637
3 Leo Hou 4 Sénatmet Nomal OT 34 31 a7
Marketing 2017-12-18 11:44: | 2017-12-18 11:44: | __ 2017-12-18 1144
5 Necol Ye 2 D attmgit Nomal OT 03 03 Finish Project 28
Adjust Rest

Click [Attendance] > [Exception] > [Adjust Rest].
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WZKBio CVAccess =  ® € O aimin -
PRI RSN Attendance / Exception / Adjust Rest
Attendance Setting Time From 20230925 To 20234125 Personnel 10 || Name More~ Q &
Schedule " A° [ subordinate Level | ¢ G Refresh =% New T Delete Approval 2 Export L Import
4 B3 Department Name Personnel 1D First Name Last Name Department N...  Adjust Date Status Remarks Operations
Exception
» D testt
Appended Log
Leave
Overtime:
Adjust Shift
No data
Attendance Detail Report >
Daily Attendance Report >
Monthly AttendanceR... >
Calculate Report >
0 50 rows per page Jump To 1 /0 Page  Total of 0 records

Attendance customre... >

1. Click [Exception] > [Adjust Rest] > [New]:

Attendance / Exception / Adjust Rest

Time From | 2023-03-25 | To |2023-11-25 | Personnel ID | | Name| | More- Q @
' New x
T 1
| Personnel ID Name a ¢
4 B5 Dep
r Ot _
" 2 [ Subordinate Level Contained  Alterative Selected(0)
« 3 Department Name Personnel ID  First Name Last Name Departm. Personnel ID  First Name Last Name D
r 3 test1
2 Department
1 test Department
817 Department
&
1-3 50 rows per page
1 »
Adjust Date™ 2023-10-25 Remarks

Cancel

Fields are as follows:
*  Adjust Date: The date and time of adjustment.
* Remarks: Enter the reason to adjusting and append the max length is 50.

2. After filling the information, click [OK] to save and exit, the adjust and append information will
be displayed in the added list.

1. Click [Exception] > [Adjust Rest], select a personnel information and click [Delete].
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2. Click [OK] to delete.
1. Click [Exception] > [Adjust Rest], select a personnel information and click [Approvall.
2. Click [Passed] or [Refuse].
Attendance / Exception / Adjust Rest
Time From | 2023-09-25 To 2023-11-25 Personnel ID
" ¥ [ Subordinate Level . ¢ O Refresh =¥ New @ Delete | i
+ 5 Department Name Personnel 1D First Name & Passed  name
* O testt % Refuse
81
You can export selected leave data in Excel, PDF, and CSV file format.
ZKTECO
Adjust and Append
Personnel ID First Name Last Name Dﬁfﬂ:{)ne‘:m Department Name | Adjust Type Adjust Date Schedule Name Remark Operation Time
1 Jerry Wang 1 General Aﬂ?rf:::ce 2017-12-18 Day Shift 123 201 7'12;13 1354
2 Lucky Tan 3 %eej:r’t‘:_’n";’:‘ M‘“;’rf;;:ce 2017-12-18 Flexible 456 2 2:08 1855
9 Lilian Mei 3 D[,e;::r"men’:i Adjust Rest 2017-12-18 agustrest | 29 7’126;8 T3
Adjust Shift
Click [Attendance] > [Exception] > [Adjust Shift].
CVAccess ® € O amn v
Attendance Management > Attendance / Exception / Adjust Shift
T Time From  2023-09-25 To |2023-11:25 Personnel D[ | Name More~ Q &
Schedule M A€ [ suberdinate Level | ¢ CRefresh ¥ New @ Delete 1 Export (5 Approval & Import
4 B3 Depariment Name Personnel ID FirstNa.. LastNa DepartmentName Adjust Type  AdjustDate  Adjust Shift. AdjustPers. Adjust Personnel N Adjust Personnel Last . Depal

Exception
» D testt

Appended Log
Leave

Overtime

Adjust Rest

Attendance Detail Report >

Daily Attendance Report >

Monthly Attendance R... >

Calculate Report >

No data

0 50 rows per page Jump To 1

Aftendance customre... >

1. Click [Exception] > [Adjust Shift] > [New]:
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Adjust Type EAdjust the personal s... » |
Personnel ID*
First Name | |
Department Name | 7|

Adjust Date” |2023-10-25 |

Adjust Shift Name

Ramarks

T

Cancel

2.
1)

Adjust Type is divided into three shifts:

Adjust the personnel shift on the same day: It will adjust one personnel’s shift on the same day.

New

Adjust Type ‘Adium the personal shif + ‘

=

Department Name | |

Personnel ID*
First Name
Adjust Date”

2023-10-25 | Adjust Shift Name

x

Remarks

[smve mance o}

Cancel |

Personnel ID: The max length is 32. (Fill the correct ID. After you enter the ID and click on

the next field, the Name and Department are automatically filled.)

Adjust Date: The date and time of adjustment.

Adjust Shift Name: Choose an adjust shift.
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First Name: Obtained automatically based on Personnel ID.

Department Name: Obtained automatically based on Personnel ID.

Remarks: Enter the description of adjusting shift, the max length is 50.

Adjust the personnel shift in other days: It will adjust one personnel’s shift in different days.
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New x |
Adjust Type Adjust the personal shif v
Personnel ID
First Name
Department Name
Adjust Date’ 2023-10-25 Adjust Date 2023-10-25

Remarks

Cancel

*  Personnel ID: The max length is 32. (Fill the correct ID. After you enter the ID and click on
the next field, the Name and Department are automatically filled.)

*  First Name: Obtained automatically based on Personnel ID.

* Department Name: Obtained automatically based on Personnel ID.

* Adjust Date: The date and time of adjustment.

*  Remarks: Enter the description of adjusting shift, the max length is 50.

3) Two-people exchange: It will exchange shifts of two people on different days.

New x
Adjust Type Two people exchange
Personnel ID* Adjust Personnel ID*
First Name Adjust Personnel Name
Department Name Adjust Department Name
Adjust Date® 2023-10-25 Adjust Date 2023-10-25

Remarks

Cancel

*  Personnel ID: The max length is 32. (Fill the correct ID; after you enter the ID and click on
the next field, the Name and Department are automatically filled.)

*  First Name: Obtained automatically based on Personnel ID.
* Department Name: Obtained automatically based on Personnel ID.

* Adjust Personnel ID: ID number of the adjust personnel. The max length is 32. (Fill the
correct ID; after you enter the ID and click on the next field, the Name and Department are
automatically filled.)

*  Adjust Personnel Name: Obtained automatically based on Personnel ID.

*  Adjust Department Name: Obtained automatically based on Personnel ID.
* Adjust Date: The date and time of adjustment.

*  Remarks: Enter the description of adjusting shift, the max length is 50.

3. After filling in the information, click [OK] to save and exit, the adjust shift information will be
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displayed in the added list.

1. Click [Exception] > [Adjust Shift], select a personnel information and click [Approvall.

2. Click [Passed] or [Refuse].

Attendance / Exception / Adjust Shift

Time From 2023-09-25 To |2023-11-25 Personnel ID Name
e 7!“ Subordinate Level ' < T Refresh  =F New W Delete I Export
4 |5 Department Name Personnel ID  First Na... LastNa. [ Passed e
=
r 3 testt o1 [ ) Refuse

You can export selected adjust shift data in Excel, PDF, CSV file format.

ZKTEGO
Adjust Shift

Adjust Personnel | AdjustPersonnel | Department

Department.
Personnel ID First Name Last Name e DepartmentName | Adiust Type Adpust Date Personnel ID e i i DepartmentName | Adjust Date Remark Operation Time
Financal Adjust the personal 2017-12-18 13:58:
3 Leo Hou 4 Department shit in other d: 2017-12-18 2017-12-18 a7
gt 2017-12-18 14:00:
4 Bemy Cao ¥ Genesal 20171218 Change to flexible i ;7 o
Marketing Two peaple ST ? . Marketing o 2017-12-18 140Z
5 Necol Ye 2 Departmagt e 20171248 ] Glori Liu 2 i 20171218 exchange =

Attendance Detail Report

Manual Calculation

In the Attendance Report, you can view the clock-in record of a person and check whether the
attendance status of the person is correct through attendance calculation. If it is correct, it means
that the attendance business configuration is completed.

Click [Attendance] > [Attendance Detail Report] > [Manual Calculate].
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ZKBioCVAccess = % S @ admin ~
Attendance Management > Attendance / Attendance Detail Report / Manual Calculate
et 5 PersonnelID || | Name| | @l fo
Schedule > i Subordinate Level | < G Refresh (@ Attendance Calculation
4 B3 Department Name Personnel 1D First Name Last Name Department Number ~ Department Name
Exception >
» D test1
e 1 Department Name
Attendance Detail Report
1= 1 1 Department Name
Manual Calculate
81" 1 Department Name
Transactions
Daily Attendance
Daily Attendance Report >
Monthly Attendance R...
Calculate Report
K < 1-3 > 3 50 rows perpage ~ JumpTo 1 /1 Page  Total of 3 records

Attendance custom re...

1. Check the person who needs to perform attendance calculation, and click [Attendance
Calculation].

Attendance Calculation

Start Time" | 2023-10-01 00:00:00
End Time* 2023-10-25 235959 |

Including resigned personnel () Yes(w) No

A\ Attendance optional time range: the first two months to the day!

Attendance Calculation | Close \

2. Configure the attendance calculation information, and click [Attendance Calculation].

Processing command X
Total Progress
e Ty
The filtration condition is ready! -~

Initialization of database has completed!

Initialization of exception data has completed!

Start calculating!

Attendance Calculation100%...

End the calculation!

The operation succeeded!. i

The window will close after 4 second(s). Suspend Close | Close

3. After the calculation is completed, you can view related reports.
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Transaction

Attendance records of all employees will be displayed on this interface, including the attendance
record of uploaded attendance transactions. The record of the normal punch on the device will be
uploaded to the software as the original record. When a particular data is selected, the details will be
displayed on the right side of the page.

Click [Attendance] > [Attendance Detail Report] > [Transaction].
(JZKBioCVAccess i % © O amn ~

(T Y RAMESSISGI  ttcndance | Attendance Detail Report / Transactions

Time From | 2024-05-0100:0000  To 2024-05-16 23:58:59 Personnel D | | Name Morer Q &

Attendance Setting >

E8 Schedule > R 4 < G Refresh T Export A Import U Disk Records @ Synchronize attendance records

B Test Personnel 1D First Name Last Name Department Name time Photo state Area

Exception >
115 [} Test 2024-05-15 11:55:25 3 Check In Area Name
Attendance Detail Report +

Manual Calculate

Daily Attendance

Daily Attendance Report >

Monthly Attendance R... >

Calculate Report >
i

@ 2 3 4 5 > Sorowsperpage ~ Total of 1 records
Attendance custom re... > | per pag

|SERYCET=RN T

You can export selected leave data in Excel, PDF, and CSV file format.

The “Import U disk record” feature allows you to import the device data (including access control,
parking, Facekiosk, Video records) to the transaction table.

The access control records can be synchronized to attendance records through this function. Select
the start time and end time to import, check the attendance point list and click [OK].
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Synchronize attendance records

Start Time 12023-10-25 00:00:00

End Time 12023-10-25 23:59°59 |

Attendance Point List Please select the attendan !

C o IR

5.5.3 Daily Attendance

The table shows personnel’s daily attendance status, punch time, the early leaving time, the latest
time, the detailed punch time during the selected period.

Click [Attendance] > [Attendance Detail Report] > [Daily Attendance].

ZKBioCVAccess = % S @ admin ~
PRIy PRIORMN  Attendance / Attendance Detail Report / Daily Attendance
M 5
ety 5 Time From | 2023-10-01 | To | 202310:25 | PesowelD[| | DepartmentName | Moer Q &
Schedule > oA ¢ ORefresh 1T Export
E " 4 B3 Department Name Personnel 1D First Name Last Name Department Name Record Date Record Counts Earliest Time Latest Time Punch Time
g xception >
» D testt
81" Department Name  2023-10-25 1 14:45:00 14:46:00 14:46:00
Attendance Detail Report v
1" 7t Department Name  2023-10-19 1 17:01:44 17:01:44 17:01:44
Manual Calculate
Transactions
Daily Attendance
Daily Attendance Report >
Monthly Attendance R... >
Galculate Report >
“4 »
< > -
Aeodte costomra El: 3 ¢+ s 50 rows perpage - Total of 2 records

> Export

You can export selected leave data in Excel, PDF, and CSV file format.
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Daily Attendance Report

Daily Report

This function is used to get the daily report within the specified range of date and time attendance
details of personnel, including attendance, late arrival, early leaving, overtime and so on.

Click [Attendance] > [Daily Attendance Report] > [Daily Report].

A RiA
(JZKBio CVAccess i % €S @ admin v
Attendance Management 3 Attendance / Daily Attendance Report / Daily Report
5 At 5 Time From | 2023-10-01 To | 20231025 Personnel D || Depariment Name Morer Q &
Schedule > i < O Refresh T Export
4 B3 Department Name Personnel Department Name  Attendance Week Timetable Details Punch Data  Punch Expected/Actual(minute) Late
Exception > )
» D testt D First Name  Last Name Name Work Time Should  Actual  Valid Cou
Attendance Detail Report > : ] i Department Name  2023-10-18 We 0 0.0 0.0 00 fip=
1" 't Department Name  2023-10-19 Th 0 0.0 0.0 0.0 0

Daily Attendance Report

1 e Department Name ~ 2023-10-25 We 0 0.0 0.0 0.0 0

Work Time Report 2 Department Name  2023-10-25 We 0 0.0 0.0 0.0 0
ONerti o 81 Department Name  2023-10-01 Su 0 0.0 0.0 0.0 0
Leave Details 81 Department Name  2023-10-02 Mo 0 0.0 0.0 0.0 0
Exception Report 81- Department Name ~ 2023-10-03 Tu 0 0.0 0.0 0.0 0
deirsed 81° Department Name  2023-10-04 We 0 00 00 00 0
Early Leave Repoit

81 Department Name  2023-10-05 h 0 0.0 0.0 0.0 0

You can export selected leave data in Excel, PDF, and CSV file format.

Work Time Report

This will be the total effective time of this shift. It is automatically set by the system as per the
Check-in/out details.

Click [Attendance] > [Daily Attendance Report] > [Work Time Report].

1 Ri
(JZKBioCVAccess # =% S @ admin -
[z [ PSSO PIMRIMNAPI  Aitcndance / Daily Attendance Report / Work Time Report
-10:0 10-
Aftendance Setting 0 Time From  2023-10-01 To 2023-10-25 Personnel ID Department Name More Q ¢
Schedule Dk < O Refresh T Export
4 B Department Name Personnel Department Name  Attendance Week Timetable Details Punch Data ~ Punch... Expected/Actual(minute) ove
Exception > .
» [ testt 1D First Name Last Name Name Work Time Should Actual Valid Wee
Attendance Detail Report > : R Department Name  2023-10-18 We 0 0.0 0.0 0.0 i
(st Atendance Repoit 1 17t Department Name  2023-10-19 Th 0 0.0 0.0 0.0 0
_ 1 ot Department Name  2023-10-25 We 0 0.0 0.0 0.0 0
Daily Report
20 Department Name  2023-10-25 We 0 0.0 0.0 0.0 0
Overtime Report 817 Department Name ~ 2023-10-01 Su 0 0.0 0.0 00 0
Leave Details 81 Department Name  2023-10-02 Mo 0 0.0 0.0 0.0 0
Exception Report 81" Department Name ~ 2023-10-03 Tu 0 0.0 0.0 0.0 0.
EEEEL 81* Department Name  2023-10-04 We 0 0.0 0.0 00 0
Early Leave Report
81" Department Name  2023-10-05 Th 0 0.0 0.0 0.0 0
Absence Report
81" Department Name  2023-10-06 Fr 0 0.0 0.0 0.0 0

You can export selected leave data in Excel, PDF, and CSV file format.
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Overtime Report

This function is used to get the overtime report within the specified range of date and time
attendance details of personnel.

Click [Attendance] > [Daily Attendance Report] > [Overtime Report].
(JZKBioCVAccess # % € @ admin v

PO T IO Attendance / Daily Attendance Report / Overtime Report

Time From | 2023-10-01 To 2023-10-25 Personnel ID Department Name More® Q &

(&) Attendance setting

Schedule e < O Refresh 2 Export

4 B Department Name Personnel Department Name  Attendance Week Overtime(hour)
Exception )
» D testt D First Name  Last Name Weekd... Weeke.. Holiday Total

Attendance Detail Report >

Daily Attendance Report

Daily Report

Work Time Report

Leave Details
Exception Report

Late Report

No data

Early Leave Report

Absence Report

You can export selected leave data in Excel, PDF, and CSV file format.

Leave Details

Personnel may need leave at different circumstances. They can apply and the leave will be displayed
here.

Click [Attendance] > [Daily Attendance Report] > [Leave Details].

Al Rin
UJZKBio CVAccess i % S @ admin v
Attendance Management > Attendance / Daily Attendance Report / Leave Datails
-10-0 -10-; | -
5 Attendance Setting > Time From  2023-10-01 To 2023-10-25 Personnel ID |\7 Department Name More Q ©
Schedule > 2 A < G Refresh 2 Export
4 B Department Name Personnel Department Name  Attendance Week Leave Details
Exception > .
» [ test! D First Name  Last Name Personal Lea.. Annual Leav Sick Leave(h Marriage Lea Maternity Le. Breas
Attendance Detail Report >
Daily Attendance Report v
Daily Report
Work Time Report
Overtime Report
Exception Report
Late Report e

Early Leave Report

Absence Report

You can export selected leave data in Excel, PDF, and CSV file format.
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Exception Report

This function is used to get the exception report within the specified range of date and time
attendance details of personnel.

Click [Attendance] > [Daily Attendance Report] > [Exception Report].

Al RiA
(JZKBio CVAccess i 3 €S @ admin v
Aftendance Management > Attendance / Daily Attendance Report / Exception Report
5 At 5 Time From | 2023-10-01 To | 20231025 Personnel D || Depariment Name Morew Q &
e > A < G Refresh 2 Export
4 B3 Department Name Personnel Department Name  Attendance. Week Timetable Details Punch Data  Punch Late(minute) Earl
Exception > )
» O testt D FirstName  Last Name Name Work Time Counts  Duration Total Cou
Attendance Detail Report > 81 Department Name  2023-10-23 Mo 1 09:00-18:00 [-] 0 0 0.0 00 0

Daily Attendance Report v

Daily Report
Work Time Report
Overtime Report

Leave Details

Late Report
Early Leave Report

Absence Report

You can export selected leave data in Excel, PDF, and CSV file format.

Late Report

This function is used to get the late report within the specified range of date and time attendance

details of personnel.

Click [Attendance] > [Daily Attendance Report] > [Late Report].

1 RiA

(JZKBio CVAccess i 3 €S @ admin v
Attendance Management > Attendance / Daily Attendance Report / Late Report

5) Attendance Setting > Time From  2023-10-01 To 2023-10-26 Personnel ID Department Name More Q ¢
e i < G Refresh 2 Export
4 B Department Name Personnel Department Name  Attendance Week Timetable Details Punch Data  Punch Late (minute)
Exception > .
» [ test1 1D First Name Last Name Name Work Time Counts Duration  Total

Attendance Detail Report >
Daily Attendance Report v
Daily Report
Work Time Report
Overtime Report
Leave Details
Exception Report

Early Leave Report

Absence Report

You can export selected leave data in Excel, PDF, and CSV file format.
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Early Leave Report

This function is used to get the early leave report within the specified range of date and time
attendance details of personnel.

Click [Attendance] > [Daily Attendance Report] > [Early Leave Report].

1 RiA
(JZKBio CVAccess i 3 €S @ admin v
Attendance Management > Attendance / Daily Attendance Report / Early Leave Report
5) Attendance Setting > Time From  2023-10-01 To 2023-10-26 Personnel ID Department Name More Q &
Schedule > W o < O Refresh T Export
4 B Department Name Personnel Department Name  Attendance Week Timetable Details Punch Data  Punch Early(minute)
Exception > .
» [ test1 1D First Name Last Name Name Work Time Counts Duration  Total
Attendance Detail Report >
Daily Attendance Report v
Daily Report
Work Time Report
Overtime Report
Leave Details
Exception Report
Late Report
No data

Absence Report

You can export selected leave data in Excel, PDF, and CSV file format.

Absence Report

This function is used to get the absence report within the specified range of date and time

attendance details of personnel.

Click [Attendance] > [Daily Attendance Report] > [Absence Report].

rs RiA —
(JZKBioCVAccess # S @ aomn ~
PUTEIMC PRI  1t.ndance / Daily Attendance Report / Absence Report
Aftendance Setting 5 Time From 2023-10-01 To 2023-10-26 Personnel ID ”7 Department Name More Q <
Schedule > ," < O Refresh 2 Export
4 B Department Name Personnel Department Name  Attendance Week Timetable Details Punch Data Punch Absent(hour)
Exception > .
» [ testt I First Name ~ Last Name Name Work Time
Attendance Detail Report > 81" Department Name 2023-10-23 Mo ¥ 09:00-18:00 [-] 0 9.0

Daily Attendance Report +

Daily Report

Work Time Report
Overtime Report
Leave Details
Exception Report
Late Report

Early Leave Report

You can export selected leave data in Excel, PDF, and CSV file format.
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Monthly Attendance Report

Monthly Detail Report

This function will automatically give the report for a selected month on a daily basis. The report
includes attendance status and characters, and summarizes the actual attendance time, absence,
leave, business trips and outings in the month.

Click [Attendance] > [Monthly Attendance Report] > [Monthly Detail Report].

r1 RiA
(JZKBioCVAccess # % S @ admin -
TUIMNCPRMRMRMSI  1(t:ndance / Monthly Attendance Report / Monthly Detail Report
2 -10-0° -10-; | M
5 Attendance Setting > Time From  2023-10-01 To 2023-10-26 Personnel ID ”, Department Name More Q ¢
Schedule > 2 < G Refresh 2 Export
4 B5 Department Name Personnel Department Name  2023-10-01  2023-10-02  2023-10-03  2023-10-04  2023-10-05  2023-1006 20231007 20
Exception > )
» 9 test D First Name  Last Name Sunday Monday Tuesday Wednesday Thursday Friday Saturday Su
Attendance Detail Report ) 81" Department Name NS NS NS NS NS NS NS NE
2 D 1 it N
Daily Attendance Report > REALISERTS
1" ot Department Name

Monthly Attendance R... v

Monthly work time table
Monthly Punch List

Monthly Overtime Report

The attendance status is displayed as per following priority at the bottom of the interface.

You can export selected leave data in Excel, PDF, and CSV file format.

Monthly Work Time Table

This function will automatically give the report for a selected month on a daily work time.

Click [Attendance] > [Monthly Attendance Report] > [Monthly work time table].

A Rir
(JZKBio CVAccess i # S @ admin -
Attendance Management » Attendance / Monthly Attendance Report / Monthly work time table
5 At 5 Time From | 2023-10-01 To 20231026 Personnel D || Department Name Morer Q &
Schedule Lig < G Refresh T Export
4 B Department Name Personnel Department Name  2023-10-01 2023-10-02 2023-10-03 2023-10-04 2023-10-05 2023-10-06 2023-10-07 20
Exception > -
» D testt D First Name  Last Name Sunday Monday Tuesday Wednesday Thursday Friday Saturday Su
Attendance Detail Report > 81 Department Name 0 0 0 0 0 0 0 0
2 D 1 it N 0 0 0 0 0 0 0 0
Daily Attendance Report > L S
1" iy Department Name 0 0 0 0 0 0 0 0

Monthly Attendance R... v

Monthly Detail Report

Monthly Punch List

Monthly Overtime Report

You can export selected leave data in Excel, PDF, and CSV file format.
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Monthly Punch List

This function will automatically give the report for a selected month on daily punch list.

Click [Attendance] > [Monthly Attendance Report] > [Monthly Punch List].

i)ZKBio CVAccess i %

P T W  Attendance / Monthly Attendance Report / Monthly Punch List

=]
B Attendance setting >
]

Time From | 2023-10-01 To | 20231026 Personnel ID Department Name
Schedule > i < O Refresh T Export
4 B Department Name Personnel Department Name  2023-10-01
Exception >
» D testt [} First Name  Last Name Sunday
Attendance Detail Report > 81 Department Name
Daily Attendance Report 3 2 Depattnent Nams
1 ot Department Name
Monthly Attendance R... v
Monthly Detail Report
Monthly work time table
Monthly Overtime Report
@ Galculate Report >
“«
< 2 3 4 5 > SOrowsperpage - Total of 3 records

@ Aattendance customre... >

£ O admn -

You can export selected leave data in Excel, PDF, and CSV file format.

Monthly Overtime Report

This function will automatically give the report for a selected month on daily overtime.

Click [Attendance] > [Monthly Attendance Report] > [Monthly Overtime Report].

ZKBio CVAccess i  #%

Attendance Management > Attendance / Monthly Attendance Report / Monthly Overtime Report

-10:0 10-
T 5 Time From | 2023-10-01 To 20231026 Personnel ID Depariment Name
Schedule > s < G Refresh T Export

4 B Department Name Personnel Department Name  2023-10-01
Exception >
» O testt D First Name  Last Name Sunday
Attendance Detail Report > 81 Department Name 0
22 Department N; 0
Daily Attendance Report > RESLISL RATE
1 vt Department Name 0
Monthly AttendanceR... v
Monthly Detail Report
Monthly work time table
Monthiy Punch List
@& calculate Report >
“«
< 2 3 4 5 > S0rowsperpage - Total of 3 records

@& Aattendance customre... >
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More~ Q &
2023-10-02 2023-10-03 2023-10-04 2023-10-05 2023-10-06 2023-10-07 20
Monday Tuesday Wednesday Thursday Friday Saturday Su
»
£ O admin v

Morer Q &
2023-10-02 2023-10-03 2023-10-04 2023-10-05 2023-10-06 2023-10-07 20
Monday Tuesday Wednesday Thursday Friday Saturday Su
0 0 0 0 0 0 0
0 0 0 0 0 0 0
0 0 0 0 0 0 0
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You can export selected leave data in Excel, PDF, and CSV file format.

Calculate Report

Monthly Staff Report

This function will give details for a selected month. The details include personnel attendance
summary status and detailed information, including attendance, late, leaving early, etc.

Click [Attendance] > [Calculate Report] > [Monthly Staff Report].

io CVAccess ® © admin ~

&

PR T Bl Attendance / Calculate Report / Monthly Staff Report

- f 10-0- -10- M
5 Attendance setting : Time From | 2023-10-01 To 2023-10-28 Personnel 11D Department Name More- Q &

Schedule > 2 oA < G Refresh 1 Export

_ 4 B3 Department Name Personnel Department Name ~ Expected/Actual(minute) L i 3 Overti ) At
Exception >

» O testt D First Name  Last Name Should  Actual  Valid Duration Counts  Duration Counts ~ Weekd . Weeke . Holiday  Total

Attendance Detail Report » 817 Department Name  540.0 0.0 0.0 0.0 0 0.0 0 0.0 0.0 0.0 0.0 9.1

Daily Attendance Report 3 o7 Department Name 0.0 00 00 0.0 0 00 0 00 00 00 00 0

i 11 Department Name 0.0 00 00 0.0 0 00 0 00 00 00 00 0
Monthly Attendance R... >

} Calculate Report <N

Employee Overtime
Summary

Leave Summary

Monthly Departmental
Report

Department Overtime
Summary

Department Leave Summary

Annual Leave Balance Sheet

13 50 rows per page Jump To 1 /1Page  Total of 3 records

@ Aattendance customre... >

T T T =y e T P == Py = T r=r ry T T = ey T pre T = s

[l & | |5 |F|8|=[F

BRI

Employee Overtime Summary

This function is used to get the overtime summary report within the specified range of date and time
attendance details of personnel.

Click [Attendance] > [Calculate Report] > [Employee Overtime Summary].
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CVAccess i %

PR T IO Attendance / Calculate Report / Employee Overtime Summary

Time From | 2023-10-01 To 2023-10-26 Personnel ID

Attendance Setting

Schedule 2 < G Refresh 1 Export

4 B3 Department Name Personnel Department Name ~ Overtime(hour)

Exception >
Y D) testt ®

First Name  Last Name Weekday Weekend Holiday

Attendance Detail Report » 817 Department Name 0.0 0.0 0.0

Daily Attendance Report > 2 Department Name 0.0 0.0 0.0

Department Name 0.0 00 00
Monthly Attendance R... >

5 calculate Report

Monthly Staff Report

Leave Summary

Monthly Departmental
Report

Department Overtime
Summary

Department Leave Summary

Annual Leave Balance Sheet

13 50 rows per page Jump To 1 /1Page  Total of 3 records

@ Attendance custom e

You can export selected leave data in Excel, PDF, and CSV file format.

Leave Summary

Depariment Name More

£ O admn -

Q <o

The report summarizes the valid time for all valid leave records, leave type, within the selected date

range. Select the time range from which you want to view the leave record.

Click [Attendance] > [Calculate Report] > [Leave Summary].

CVAccess %

FUTRTII Y TINERPRW SNl Attendance / Calculate Report / Leave Summary

Time From | 2023-10-01 To 2023-10-26 Personnel ID |

Attendance Setting

Schedule 2 < G Refresh 1 Export

4 B3 Department Name Personnel Department Name  Leave Details

Exception >
Y D) testt ®

First Name  Last Name Personal Lea... Annual Leav.

Aftancance el Heporti 81" Department Name 0.0 00 00
Daily Attendance Report > 2 Department Name 0.0 0.0 0.0

Department Name 0.0 00 00
Monthly Attendance R... >

Calculate Report

Monthly Staff Report

Employee Overtime
Summary

Monthly Departmental
Report

Department Overtime
Summary

Department Leave Summary

Annual Leave Balance Sheet

Depariment Name More

Sick Leave(h

£ O admn -

Q <o

Marriage Lea... Maternity Le... Breastfeedin.. Home Leave.. Be

13 50 rows per page Jump To 1 /1Page  Total of 3 records

@ Aattendance customre... >

You can export selected leave data in Excel, PDF, and CSV file format.
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Leave Summary

Personmel 10 First Hame Last Hame D;puan:h:;nt Depariment Mame L;':::;::e
Casual Leave(1)
Marriage Leave(l)
Matemity Leave (D)
Sick Leave{d)
Annual Leave(l)
Bereavement
Leave (D)
Breastfesding
Leave(D) Custom
(0

Casual Leave ()
Mamiage Leave(d)
Matemity Leave(l}

Sick Leave(l)

Marketing Annual Leave(1)

Department Bersavement
Leave(d)
Breasifecding
Leawve(l) Custom
()]

Casual Leave(l)
Mamiage Leave(D)
Matemity Leave()

Sick Leave(d)
Development Annual Leave()
Department Bersavement
Leave(d)

Breastfesding
Leawve(1) Custom

()
Casual Leave(l)

’ . Marmiage Leave(1)
3 Lea Hou 4 DZI:::::L Matemity Leave(0)

Sick Leave{d)
Annual Leave(l)

1 Jemy Wang 1 General

a Lilian Mei 3

Created on: 2007-12-15 18:33:22

Craad from ZKElpSE0urty sotwane. AJ nghts reservad. 12

Monthly Departmental Report

This function is used to get the monthly detail record of all departments. Details include details of all
personnel in the department, attendance, late, leaving early, and so on.

Click [Attendance] > [Calculate Report] > [Monthly Departmental Report].

Qi
ZKBio CVAccess i % € O admin
Attendance Management > Attendance / Calculate Report / Monthly Departmental Report
- 10-0 10- I
A A 5 Time From | 2023-10-01 To | 20231026 Department Name | ] il k&
Schedule > i < G Refresh T Export
_ 4 B3 Department Name Department Expected/Actual(minute) Late(minute) Early(minute) Overtime(hour) Absent(hour) Leave Det
Exception > .
D testt Number Name Should ~ Actual  Valid Duration Counts  Duration Counts  Weekd . Weeke . Holiday Total Personal |
Attendance Detail Report » 1 Department Name ~ 540.0 0.0 0.0 0.0 0 0.0 0 0.0 0.0 0.0 0.0 9.0 0.0

Daily Attendance Report >

Monthly Attendance R... >

7 Calculate Report v

Monthly Staff Report

Employee Overtime
Summary

Leave Summary

Department Overtime
Summary

Department Leave Summary

Annual Leave Balance Sheet

You can export selected leave data in Excel, PDF, and CSV file format.
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Departmental Overtime Summary

This function is used to get the departmental overtime summary report within the specified range of
date and time attendance details of personnel.

Click [Attendance] > [Calculate Report] > [Departmental Overtime Summary].

) CVAccess ® S @ admin v

Attendance Management > ance / Calculate Report / Department Overtime Summary

-10.0 10- [
Attendance Setting o Time From | 2023-10-01 To | 20231026 Department Name | | (@l ke
Schedule > P oA < O Refresh 2 Export
4 B3 Department Name Department Overtime(hour)
Exception >
» [ testt Number Name Weekd.. Weeke.. Holiday Total
Attendance Detail Report > 1 Department Name 0.0 00 0.0 00

Daily Attendance Report >
Monthly AttendanceR... >

(5 Calculate Report ~v N

Monthly Staff Report

Employee Overtime
Summary

Leave Summary

Monthly Departmental
Report

Department Leave Summary

Annual Leave Balance Sheet

You can export selected leave data in Excel, PDF, and CSV file format.

Departmental Leave Summary

This function is used to get the monthly detail record of all departments. Details include details of all
personnel in the department, attendance, late, leaving early, and so on.

Click [Attendance] > [Calculate Report] > [Monthly Departmental Report].

BioCVAccess i 8 S @ admin -

Aftendance Management > Attendance / Calculate Report / Department Leave Summary
) T T )
5 At 5 Time From | 20231001 To 20234026 Department Name | | k@ F&
Schedule > Lig < O Refresh T Export
4 £ Department Name Department
Exception > .
» [ test Number Annual Leav Sick Leave(h M. ge L Maternity Le Breastfeed Home Leave Bereavemen t.. Business Tri
Attendance Detail Report 5. 1 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

Daily Attendance Report >

Monthly Attendance R... >

%5 calculate Report v

Monthly Staff Report

Employee Overtime
Summary

Leave Summary
Monthiy Departmental
Report

Department Overtime
Summary

Annual Leave Balance Sheet

You can export selected leave data in Excel, PDF, and CSV file format.
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Annual Leave Balance Sheet

This function is used to get the annual leave balance sheet of personnel.

Click [Attendance] > [Calculate Report] > [Annual Leave Balance Sheet].

(JZKBioCVAccess # % S O admin
Aftendance Management > Attendance / Calculate Report / Annual Leave Balance Sheet
5 Attendance setting ; Personnel ID || Department Name. Name Q ¢
Schedule ik < O Refresh Recalculate Adjust Days I Export
E5 Department Name D First Name Last Name Department Hire Date Working Years  Annual leave... Adjust Days Remaining A...  Valid Date

Exception >
» 1D testt
817 Department Nan

Attendance Detail Report >

Daily Attendance Report >

Monthly Attendance R... >

7 Calculate Report -

Monthly Staff Report

Employee Overtime
Summary

Leave Summary
Monthly Departmental
Report

Department Overtime
Summary

Department Leave Summary

You can export selected leave data in Excel, PDF, and CSV file format.

Attendance Custom Report

Attendance Custom Report

This function is used to get the custom attendance report, you can select the report content
according to your needs.

Click [Attendance] > [Attendance Custom Report] > [Attendance Custom Report].

=1 RiA
(iJZKBioCVAccess i S O amn v
[ Attendance Management > Attendance / Attendance custom report / Attendance custom report
Custom Report Report Details

B Attendance setting 0

Name @ o Time From | 2023-10-01 To 2023-10-26 Department Name Q) fe
E8 schedule >

c FNew W o] s
R eten 5 Refresh T New T Delete Refresh 1 Export

Name Operations Department ExpectedActual(minute) Late(minute) Early(minute) Overtime(hour) Absent(hour)
SlanS e Bieiat gD " 2 @ Number Name Should  Actual  Valid Duration Counts  Duration Counts  Weekd.. Weeke.. Holiday Total
1 Department Name  540.0 0.0 0.0 0.0 0 0.0 0 0.0 0.0 0.0 0.0 9.0

Monthly Attendance R... >

[
) Daily Attendance Report >
m
(¢}

Calculate Report >

(@ Attendance customre...

You can export selected leave data in Excel, PDF, and CSV file format.
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Smart Video Surveillance

Device Management (New)

Device

This operation is used to instruct users how to connect NVR to the platform and cameras, so that the

platform can manage the connected devices uniformly, such as viewing the live and video

recordings of cameras.

Click [Smart Video Surveillance] > [Device Management > [Device].

()ZKBioCVAccess # %

TSUTINSSMENPIIIIIN ot Video Surveillance / Device Management / Device

Group Management
O Refresh ¥ New @ Delete Q Search & Sync Camera - More

116 10.8.16.115 ZKTECO NVR

Cd Video View

G2 Decoding On The Wall
{3 Intelligent

@ Statistics

& Video Patrol

& Map Management

H&l Video Intercom

-1 50 rows per page JumpTo 1 1 Page  Total of 1 records

@ Maintenance Configur...

Adding Devices

Name. Address Protocol Type  Device Type  Status Subscri..  Operations

@ O admn v

Maximum supports 1024 video channels, support 64 channels preview and 16 channels real-time

playback simultaneously.

1. Click [New] under the main device list to display the adding interface.

New

Protocol Type® ZKTECO
Type" ZKTECO
Mame* ZKIVA-Edge T1
Address* ZKIVA-Edge X1

ONVIF
Port*

TPLink
User Name™
Password™

Cancel

X

There are 5 types you can select (ZKTECO/ONVIF/ZKIVA-Edge T1/ZKIVA-Edge X1/TPLink). If the

purchased device is ZKNVR, select "ZKNVR" for the type.
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Field Description:
* Type: Select the device type.
*  Name: Customize the device name.

*  Address: Configure the device address. The format is: xxx.xxx.xxx.xxx, for example: 192.168.

e Port: Configure the device port.ZKNVR default is 8081.

* Username and Password: The NVR's user name and password.

zNote:

*  For ZKNVR, the default account is (admin, 12345678)

e  For ZKIVA-Edge T1, the default account is(hxgk, hxgk1234)

* Ifyou need to configure intelligent functions, visit the ZKIVA-Edge T1 Web side.

2. Click [OK].
Delete

Click [Smart Video Surveillance] > [Device Management > [Device], then select [Delete].
Search

Click [Smart Video Surveillance] > [Device Management > [Device], you can select your device
type and click Search to search NVR or IPC.

(J)ZKBioCVAccess & 3 O 6 anmn ~
B Device Management Il smart Video Survelllance / Device Management / Device
Name Q ¢
Group Management
O Refresn  ZFNew © Delete| Q Search | & Sync Camera More ~
Name Address Protocol Type  Device Type  Stalus Subscri..  Operations
116 10.8.16.116 ZKTECO NVR @ £
Video View
[ Dpecoding On The Wall
L I e S et
O Refresh ¥ Add Device  G3 Batch Setup
Statistics
Address version Protocol Ty.. Name Port  User Name Passviord Device Return Result
Wide Powrol 0.8.16.125 NVR2.0 ZKTECO 10.8.16.125 2081 NVR
Map Management 10.8.16.131 NVR2.0 ZKTECO 10.8.16.131 28081 NVR

H&l video intercom

Eﬂ Maintenance Configur...

Click [Refresh] to refresh interface.

Select the searched device to add.
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Batch fill the password of the device
Sync Camera
Click [Smart Video Surveillance] > [Device Management] > [Device], then click [Sync Camera].

Batch Sync Library

Step1: Enter Smart Video Surveillance — Device Management — Device, and click "Batch Sync

Library".

(JZKBioCVAccess = = 0& O w-

S QT RSSO  Smart Video Surveillance / Device Management / Device

_ il i
Group Management

Mame. Address Protocol Type  Device Type  Status Subscri_.  Operations Device Name Chanmel Code  Status  Camera Type  Type IP Address

-l a B e Device Name. IP Address More O I | (0

x1 192168.137.99  ZKIVA-Edge X1  AiBox ] 2

No data

Video View

B8 Decoding On The Wall

D

Intelligent

Statistics

Video Patrol

Map Management
‘ »
-1 50 rows per page Jump To 1 11 Page  Total of 1 records 0 50 rows per page Jump To 1 JoPage  Total of 0 records

Maintenance Configur...

ZKBio CVAccess i % OB 0w

[T ORI smart Video Surveillance / Device Management / Device

Device Name | status —— -l QB e Device Name. | 1P Address | | Morer Q B €

Group Management

ORefiesh T New @ Delete QSear~ = - e - A==y @oelete QSearch (S AdjustmentArea @ Video Storage - More
Batch Sync Library x
Name. Address ‘ ‘ Channel Code  Status  Camera Type Type IP Address
Name | ] @ B ¢
Atterative Setected(0)
List Library...  List Library List Library...  List Library
Pass List Allow List
Forbidden List Block List
= L.
Nojdeta No data
Video View
Decoding On The Wall
Intelligent -2 50 rows per page ‘d!
Cancel
Statistics
., Video Patrol
Map Management
‘4 »
& ¢ 0 5 3 SOrowsperpage * JumpTo 1 /0Page  Total of 0 records 1 ¢ 0 5 s s0rowsperpage v JumpTo 1 J0Page  Total of O records

Maintenance Configur...

Step3: Select the devices for which you want to synchronize the list (multiple can be checked at once),
move them to the right, and click "OK" to complete the list library synchronization.
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ZKBio CVAccess %

[PBUTIRIS IR  <imart Video Surveillance / Device Management / Device

Guda e | sions [— 7 BB B vk e | P Addess | wre- QB @

Group Management

O Refresn ¥ New [ Delete  Q Seal w B Delete [c]Adjustment Area @ Video Storage - More *
Batch Sync Library x
Name Address Ghannel Code  Status Camera Type  Type 1P Address
® xi 182.168.137.99
Name QB ¢
Alternative Selected(0)
Name Address Name Adaress
x1 192.168.137.99
> £
No data Mo
Video View
Decoding On The Wall
Intelligent -1 50 rows per page
Cancel
Statistics
. Video Patrol
Map Management
“«
i< ¢ 445 5 50rowsperpage ~ JumpTo 1 /1 Page  Total of f records Ko< 0 5> 5 50rowsperpage ~ JumpTo f 10Page  Total of 0 records

Maintenance Configur...

Data will start to be imported automatically until the operation completion prompt is given.

Add IPC to NVR

Click this icon to extend the page for adding cameras.

ZKBio CVAccess k4 © O amn -

Device Management Smart Video Surveillance / Device Management / Device

Group Management

G Refresh  FNew @ Delete  Q Search & Sync Camera - More

Name Address Frotocol Type  Device Type  Status Subseri...  Operations

116 10.8.16.116 ZKTECO NVR Z
Video View

<
& Decoding On The Wall
Intelligent
Statistics
Video Patrol
Map Management
Video Intercom
-1 50 rows per page Jump To 1 11 Page  Total of 1 records

Maintenance Configur...
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(1)ZKBio CVAccess i

Smart Video Surveillance / Device Management / Device

Device Management

_ Name &l 8 Devce Name 1P Adtress Q ¢
Group Management
C Refresh New @ Delete Q Search & Sync Camera More O Refresh  Z#New @ Delete Q Search | Adjustment Area More
Name Address Protocol Type Device Type  Status Subse Device Name Channel Code  Status  Camera Type Type
116 108 1610 ZKILECD) NVR = IP Camera 1 Fixed Camera
cH2 2 Fixed Camera
€H3 3 Fixed Camera
Video View
»
Intelligent
Statistics
Video Patrol
Map Management
Video Intercom
-1 v Jump To 1 11 Page  Total of 1 record 13 w Jump To 1 i1 Page
Maintenance Configu 50 rows per page B I 50 rows per page p g
| | & e Device Name | | 1P Address | la ¢
fresh  TFMew [ Delete Q Search & Sync Camera More - i Delete  Q Search Adjustment Area - More -
Name Address Channel Code Status  Camera Type Type
SLE 10.8.16.118 1 Oniine  Fixed Camera
Device Nams'
= 2 Online  Fixed Camera
Drive* Onvif -
. h 3 Oniine  Fixed Camera
UserName’
Password®
IP Address™
Port* 80
Cancel
({)ZKBio CVAccess % © O amn v
B Do Nanagemant Smart Video Surveillance / Device Management / Device
_ Name Q @ Device Name 1P Address Q ¢
Group Management
O Refresh T New W Delete QSearch ' SyncCamera - More O Refresh ¥ New Q search 2 Adjustment Area More
Neme Address Protocol Type  Device Type  Status Subsc Device Neme  Channel Code  Status  CameraType  Type IP Address
116 10.8.16.116 ZKTECO NVR 2 1P Camera 1 Fixed Camera 10.8.16.18
cH2 2 Fixed Camera 10.8.16.38
CcH3 3 Fixed Camera 10.8.16.38
Video View
>
Decoding On The Wall
Intelligent
Statistics
Video Patrol
Map Management
Video Intercom
,
-1 50 rowe per page ~  JumpTo 1 1 Page  Total of 1 record -3 50 rows per page Jump To 1 /1 Page  Total of 3 records

Maintenance Configur...
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Click search to add camera devices to NVR.

Total Progress ||
Protocol Type | ONVIF -
IP Address Port Type Type
User Name | Password

Auto Search

Drive User Name

No data

Add Camera Close

Password

» Adjustment Area

Select the camera device and adjust the authorization area of the device.

Authorize Area™

Adjusiment Ares

> Reboot
Click to reboot camera.
» Basic Configuration

Configure camera information.
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%= Basic Configuration

5£ Linked Capture
Maintenance Management

B Stream address
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Basic Configuration

4 System Parameters Video Channel

| Basic Information |

Name Device Type Drive

IP Camera IFC || ZKTeco |
Equipment Number User Name Front-end Password (safety reminder: Please modify the

device initialization password in time)
[em |admin | B= |
Type Type
| |zxrECO
B | e |

» Linked Capture

Capture photos of camera.

» Maintenance Management

Click to enter the web interface of the device.

» Stream address

Click to view the device's stream address.

6.1.2 Group Management

Click [Smart Video Surveillance] > [Device Management] > [Group Management].
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ZKBio CVAccess i % S @ aomn
C8 video View POl Smart Video Surveillance  Device Management / Group Management
Group < Camera Device >
Device Management
Name Q @ Deveetiame| | Q @
G Refresh  Z¥ New i Delete G Refresh  © Delste
Name Operations Camera Name  Status  Device Type Camera Type  IP Address

Default Group £ @

& Dpecoding on the wan

{7 inteiligent > No data
G Statistics

2. video Patrol

£ MapManagement

m Video Intercom

11 31 50rows perpage - JumpTo 1 11 Page ¢ ¢ 0 5 5 SOrowspsrpags - JumpTa 1 10 Page  Total of 0 records
(@l maintenance Configur... >

6.1.2.1 New

1. Click [Smart Video Surveillance] > [Device Management] > [Group Management], then click
[Newl].

2. Click [OK] to save and exit.
6.1.2.2 Delete

Click [Smart Video Surveillance] > [Device Management] > [Group Management], then click
[Delete].

6.2Video View

Click [Smart Video Surveillance] > [Video View].

In this module you can access the videos as Video Preview and Video Playback.
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Video Preview

Click [Smart Video Surveillance] > [Video View] > [Video Previewl].

You can review recorded videos here.
Live Preview

When applying video monitoring products, please strictly comply with the applicable laws and
regulations for the application and maintenance of video monitoring, recording, snapping and other
services. It is forbidden for enterprises or individuals to install monitoring device in office areas,
monitor employees” behaviors, or use video monitoring device to snoop on other people’s privacy
forillegal purposes.

1. Click [Smart Video Surveillance] > [Video View] > [Video Preview].
2. InFull Devices, double-click the online camera to the live playback pane to open live preview.

& Note: During live preview, please do not overlap the windows, interfaces, or dialog boxes of other
programs on the window that opens live, otherwise it may cause live screen or video playback to be
unsmooth.

1. Click [Smart Video Surveillance] > [Device Management] > [Grouping Management].

2. Click [Add] in the grouping list, enter the grouping name, and click "Confirm" to complete the
addition of camera grouping.

3. Select the newly created camera group and click [Add Camera] on the right side. Double-click
the camera in the new interface that pops up, and click [OK] to add it to the grouping, as shown
in figure below.

4. In Intelligent module, select [Video View] > [Video Preview], and in "Grouping Devices",
double-click the online camera to the live playback pane to open the live preview.

&sNote: During live preview, please do not overlap the windows, interfaces, or dialog boxes of other
programs on the window that opens live, otherwise it may cause live screen or video playback to be
unsmooth.
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Channel Name : Owned Device

Alternative Selected(0)

Channel Name Owned Device Device Status I Channel Name Owned Device Device Status

CHA1 137.36 Online

50 rows per page ~

6.2.1.2 Video Preview

Using the round patrol function, the user can switch the live pictures monitored by multiple cameras
regularly. For example, there are multiple cameras in a scene, and the live situation of all cameras
cannot be displayed on a live split screen interface. The administrator can automatically switch the
cameras of a scene to monitor the live situation every 30 seconds by using the round patrol function
and realize the live browsing of all cameras in batches and time periods.

1. Click [Smart Video Surveillance] > [Video View] > [Video Preview].

2. Under the list of grouped devices or full devices, click " @ " on the right to pop up the "Multiple
Camera Operation Settings" page.

3. C(lick [Round Tour] to open the round tour setting window and configure round tour

information.
Multi-camera Settings b4
() Title @ Cydli
Panes 4
Interval(s) 30
Stream type i Secondary - |

A\ Widget count must be less then camera count
A The minimum time interval for round robin inspection is 10 seconds

=N
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Field Description:

¢  Window number: The number of round-robin windows must be less than the number of
round-robin cameras.

* Time interval (seconds): Set the camera rotation picture residence time under the selected
main device.

¢ Stream type:
1) Main code stream: large code stream, high definition, and high bandwidth occupation.

2) Auxiliary code stream: The code stream is small, the definition is low, and the
bandwidth is small.

3) Description: When there is bandwidth limitation, it is recommended to select
secondary code stream.

4. Click [OK] to start the round tour.

5. End the round and click the toolbar </ below to close all screens.
» FastTarget Search

Screenshot for quick target search during preview or replay:

When security guards view real-time surveillance or playback video and find a suspicious person in
the screen, they can zoom in on that person and take a screenshot to support quick "target search”
to jump to target search and person track mapping.

1. Goto the [Smart Video Surveillance] > [Video Preview], click to snap a screenshot.

19
/

2022-10-12 10:32:28

2. Thenclick [Target search].

Snap a screenshot successfully X
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3. Nextclick [Retrieval].

Intelligent Analytics / Scene Application / Target Search

o) :
ca Target Search
Data Modules Thresholds
- | 2022-10-12 10:34.08 e
Gender Glasses Mask Upper Color Lower Color
Uniimitea w Uniimited v Uniimited v Uniimited v Unimited w

i - =

4, After the retrieval, the retrieval results appear.

Intelligent Scene / Scene Application / Target Search
(%) Search Result

1 Generate Track Report
Query Criteria

Time Sort «

2220225 220044 20220228 220042 20220225 220042 202202 25 216753 20220225 215751 2022 02 25 215751 20220225 2029.48 20220225 2029:44 20220225 2029:42
First Name  Unknowm
Gender Unknown = :
LabelNo.  Unknown i = 8
2022.02:25 19:58.90 20220225 185138 2220225 16:40.50 20220225 104055 2022.02:25 16:40:10 20220225 183324 20220225 16:30:49 20220225 162814
i Deparment Unknown

B (B *

Time Frame  2022-02-08 14.3.,

Data Unknown
Modules I

*

20220225 18:28-19 20220225 18:2819 20220225 18:24:52 2022 02 25 18:2452 20220225 18:2438 I 2022 02 25 18:24:34 20220225 18:2434 20220225 18:22:00 2022.02:25 18:2158
Page 1 (<) total 6 pages in
Pana total
HoloSens SDC —Q——Q—0—0—0—0—0¢ O—0_ H—O0—O0—0—0—=0
mn 0O o000 O

Paint Location3

5. In the retrieval result, you can click Generate Trend Report in the upper right corner of the
interface to export the trend report in PDF format, as shown in figure below.

Intelligent Scene / Scene Application / Target Search

(<) Trend Report

[l Export Trend Report

Header Information Target Detail

Report Name Trend report about Stranger at 20220712 N -

Creater admin Gender Unknown

= Time Period Jul 11, 2022 5:34:21 PM - Jul 12, 2022 5:34:21 PM

Report Time 2022-07-12 17:37.00
Record Type Video Record Intelligent Scene Record

Report Describe
Personnel 1D Unknown

¥ Department  Unknown
Trend Detail
10.8 51130 o o
Entrance 06F £ L

Entrance 10F
1PC_10.842

Eniranc
10.8.51.1 § : o0—0 %
Entrance 07F Time:2022-07-12 17:12:22 ~ey e

Entrance 04F
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Record Detail

6.2.2 Video Playback

Click [Smart Video Surveillance] > [Video View] > [Video Playback].

((JZKBio CVAccess i © 6O amn v
E¥ Device Management > Smart Video Surveillance / Video View / Video Playback
Sio IF Commeial
Group al Q Collection
B roves o
Q C
Video Preview
[ERRIE
& IP Camera
& CH2
B ™ CcH
= " s
(5 Decoding On The Wall l l
Intelligent
selected [EN .
st ®@ 3% s (> ) ooz
Period
Video Patrol From 2024-05-17 00:00:00 — 06:00 08.00 10.00 12:00 14:00 16:00 12:00
P B Pane 1: P Camera ESmssss———— WHNB  © D b
Map Management
H Plan B ajam Pane 2: CH2 ] w2 © & &
human vehicle
Video Intercom e Pane 3: CH3 —— W ® & &
Maintenance Configur... Paned 7

6.3Decoding On the Wall

6.3.1 Decoder

Click [Smart Video Surveillance] > [Decoding on the wall] > [Decoder].

Page |172 Copyright©2025 ZKTECO CO,, LTD. All rights reserved.



ZKBio CVAccess User Manual

ZKBioCVAccess % S @ mr
€3 video View Ml smart Video Surveillance  Decoding on the wall { Decoder

Decoder Nams | ] & e

BE& Device Management

Decoding on the wall v T Refresh  F New [ Delete

- 1P A P r gt
— Decoder Name ddress ort Type Operations

No data

7 intelligent

@ stvstics

2 video Patrol

£ MapManagement
H& video intercom

K o< 0 51850 ge - JumpTo 1 10 Paga  Total of 0 racords
(B Maintenance Configur... > £ ) kiclallals i o

6.3.1.1 Add Decoder

1. Click [Newl].

Decoder Name”

IP Address”

Port* 10200

Type® | PEMXPT0

UserName®

Password

Coveamanon 10—

Field Description:

* Decoder Name: Custom decoder name.
* [P Address: IP Address of the decoder.

e Port: Default port 10200.

* Type: Select the device model to access the decoder. Support PEMXP70 and DEC6109
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decoder access.
¢ Username: Enter the business username.
e  Password: Enter the business password.

2. Click [OK] to save and exit, or click [Save and New] to continue.
Delete

Click [Smart Video Surveillance] > [Decoding on the wall] > [Decoder], then click [Delete].

TV Wall

Click [Smart Video Surveillance] > [Decoding on the wall] > [TV Wall].

JZKBioCVAccess % S O admn ~

@ video view > Smart Video Surveillance / Decoding on the wall / Tv Wall

EF Device Management > TV wall name || Qe
E3 pecodingonthewan G Refresh T New Delete

Decoder TV wall name Operations
.

Large Screen Control

No data
{7 inteltigent
@ sttisties
2., video Patrol
A& Wap Management
H& vigeo ntercom
@ Maintenance Configur... Ll 50 rows per page Jump To 1 /0 Page  Total of 0 records
Create TV Wall

1. Click [Smart Video Surveillance] > [Decoding on the wall] > [TV Wall], then click [New
(Create TV Wall)].
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TV wall name:

Matrix 4 x4 | m

Complete i Cancel |

2. Enter acustom TV Wall Name.

3. Inthe Matrix Settings box, customize the number of rows and list of input layouts, and click [Set

up] to apply the layout.

&sNote: Matrix Layout pane settings, supporting a minimum of 1 * 1 and a maximum of 8 * 8.

4, Click next to enter the TV wall binding decoder interface, as shown in figure below.

Decoder channel list

ol

5. Select the TV wall pane to which you want to add a decoder channel, and then click [Decoder

Channel] on the left to complete the binding.
6. Click Finish] to finish adding the TV wall.

Page |175

Copyright©2025 ZKTECO CO,, LTD. All rights reserved.



ZKBio CVAccess

User Manual

Large Screen Control

Click [Smart Video Surveillance] > [Decoding on the wall] > [Large Screen Control].

o e admin ~

REOR

Description

Select a screen to show the events of linked alarms

Previewing the current screen

Join the list of collection profiles

Merge multiple scattered screens into one

Separate the merged screens

Floating screen window

(JZKBioCVAccess # ®
Device Management > Smart Video Surveillance / Decoding On The Wall / Large Screen Control
q e 5 A I;ev;\::(za) Plan Rotational patrol Ty Wall
E3 Dpecoding On The Wall
Decoder
Tv Wall
{3 Intelligent
@ Sstatistics
2. Video Patrol
£ Map Management
Hal video Intercom
B Maintenance Configur... T S e
Parameter
' Alarm Setup
-E} Video Preview
i Collection of Plan
-r
i | Merged screen
Split Screen
[=] Floating Window
Down Wall

1 Split Screen

4 Split Screen

8 Split Screen
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1 Split Screen
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8 Split Screen
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Icon Parameter Description

9 Split Screen 9 Split Screen

16 Split Screen 16 Split Screen

25 Split Screen 25 Split Screen

Plan

E

Click thisicon ™* to save current patrol settings to [Plan].

Smart Video Surveillance / Decoding On The Wall / Large Screen Control

Device Plan Rotational patrol

TvWall test g
name Operations
16.60-1 16.60-2
e 2 mW Patrol window Palrol window
22 2w
1 Z W
«
16.60-3 16.60-4
Patrol window Pairol window
2 QR
A\ ITthere s noeffect on
(JZKBio CVAccess 1 # © O mn -
Device Management > Smart Video Surveillance / Decoding On The Wall / Large Screen Control
Devhe Beb W
CY Video View > L —
» [ 16313
E3  Decoding On The Wall
Decoder
Tv Wall
{& Intelligent
@ Sstatistics
& Video Patrol
& Map Management
H& video Intercom
HEOE
@ Maintenance Configur... A\ There is no effect o

1. Click [Smart Video Surveillance] > [Decoding on the wall] > [Large Screen Control]>[TV
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Wall] to selecta TV.

2. Select a window, click [Smart Video Surveillance]>[Decoding on the wall] > [Large Screen
Control]>[Rotational patrol]>[more]>[Window Configuration] to add configure patrol

window.
Device Flan i
Routional Tv Wall | test -
Rotational patrol Q < 16.60-1 16.60-2
Patrol window
i Refresh
Name =+ New
£ Edit
T Delete
~ Enable
16.60-3 16.60-4

3. Click [Smart Video Surveillance]>[Decoding on the wall] > [Large Screen
Control]>[Rotational patrol]>[more]>[New] to add a new video rotational patrol.

Number of windows’ Name®

Rotation time

Channel Name Qwned Device Q ¢
Alternative Selected(0)
Channel Name Owned Device Device Status Channel Name Owned Device Device Status
CH3 116
CH2 116
IP Camera 116 =

HoloSens SDC 203
==

10.8.51.130 203 No data

HoloSens SDC 16 203

1-29 50 rows per page

Cancel

*  Number of windows: Number and name of this rotational patrol plan.

& Note: When configuring the number of polling windows, the number of windows filled in

should be consistent with the actual number of windows.

For example:

As shown in the following figure, we have configured 4 patrol windows, so we should fill in 4 in

the Number of Windows.
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Smart Video Surveillance / Decoding On The Wall / Large Screen Control

Device Flan Rotational

Ty Wall test -
Rotational patrol Q ¢ 16.60-1 16.60-2
Patrol window Parol window
 Refresh More
Name Rotation time
test 10
«
16.60-3 16,604
Patral window Patrol window
RO®
i A

* Name: Rotation name.
* Rotation time(second): The duration of camera rotation patrol

4. Click [Smart Video Surveillance]>[Decoding on the walll > [Large Screen
Control]>[Rotational patrol]>[more]>[Enable] to add a new video rotational patrol.

Intelligent

Behavior Analysis

Configuration of intelligent functions for behavioral analysis of front-end cameras by ZKBio
CVAccess.

&Note: The default interface is part of Holowits' functionality.

Click [Smart Video Surveillance] > [Intelligent] > [Behavior Analysis].

)ZKBio CVAccess i # € 0 amn -
G video View Il st Video Surveillance / Intelligent / Behavior Anslysis
e ‘ Perimeter Line Object Left
E¥ Device Management > e
Intrusion Detection: () Enable Dissble
B oecading on the wan >
& intelligent ~ Crossed Not seribed
Crowd SiaBon Linkage selting

General intefigence

Global Linkage

Sthedule Settings.

Link Record

@ sttisties

2., video Patrol

& MapManagement

H& vigeo ntercom

@ maintenance Configur...
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» Parameter Configuration

Configure to enable intrusion detection.

> Regional Settings

e Crossed: Indicates that a line is currently drawn for this smart feature.

¢ Not Scribed: Indicates that a line is currently not drawn for this smart feature.

Click [Video Link Drawing], draw the detection area.

Video linedrawing ®

Name Operations
Areal £ 0]

6.4.2 Crowd Situation

Configuration of intelligent functions for crowd situation of front-end cameras by ZKBio CVAccess.
#sNote: The default interface is part of Holowits' functionality.

Click [Smart Video Surveillance] > [Intelligent] > [Crowd Situation].

iJZKBio CVAccess i % S @ aimn ~

Video View Smart Video Surveillancs / Intefligent / Crowd situstion

A A 4 Target Counting

DSVICh MAARORIISI Parameter Configuration

Enatis Target Gount Zero clearing enabie Statistcs Reset
Decoding on the wail =

s deleciion vaerval (s) Alarm Number

& intelligent
1 1

Behavior Analysis

Audble Alert
Crowd situation Audio Alam
General inteligence
Giobal Linkage Light Fiashing Alarm

Link Record Light Flashing Alarm

Video Drawing Crossed Net scribed

Schedule Setiings.

FNew  EiDelete ALL

@ sutistics Start Tims End Time Date Mode Operations

2., video Patrol

A& Wap Management

H& vigeo ntercom

@ maintenance Configur...
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General Intelligence

Configuration of general intelligence functions of front-end cameras by ZKBio CVAccess.
&sNote: The default interface is part of Holowits' functionality.

Click [Smart Video Surveillance] > [Intelligent] > [General Intelligence].

i)ZKBio CVAccess : % S @ amn -

@ video view > Smart Video Surveillance / Intelligent / General intelligenc:
R ‘ Lens blocking Privacy protection setting: Vidso L
B8 Device Management > o
Motion detect () Ensble Disable Sensitvity: |1 Mode: () Inteligent Normal

= Dacoding on the wall >

: Regional Settings

& nteligent 2 Videa Drawing. Crossed Not seribed

Behavior Analysis

Crowd situation Linkage setting

Global Linkage

Link Record

@ sttisties

2., video Patrol

A& Wap Management

H& vigeo ntercom

@ maintenance Configur...

e Sensitivity: Detection sensitivity.
. Mode:
1) Intelligent: Can distinguish between people or vehicles.

2) Normal: Nodistinction between people and vehicles.

Global Linkage

Click [Smart Video Surveillance] > [Intelligent] > [Global Linkage].
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ZKBio CVAccess

Video View

Smart Video Surveillance / Intelligent / Global Linkage

Global Linkage

< Browse Personnel

£ O admn -

Device Management
Linkage Name Q ¢ Personnel ID || Name Q ¢
Decoding on the wall —

O Refresh

O Refresh ¥ New T Delete  Enable © Disable W Delete Personnel

Intelligent

Linkage Name Linkage Trigger Conditions Enable  Perso.  Operations Personnel ID  First Name  Last Name

Behavior Analysis
Crowd situation

General intelligence

Link Record

No data No data

Statistics
Video Patrol
Map Management

Video Intercom

0 50 rows per page Jump To 1 10 Page  Total of 0 records 0 50 rows per page Jump To 1 70 Page  Total of 0 records

Maintenance Configur...

Link Record

Click [Smart Video Surveillance] > [Intelligent] > [Link Record].

[)ZKBio CVAccess % € @ ann -

Smart Video Surveillance / Intelligent / Link Record

Video View
ey Time 2023-07-27 000000 | To 2023-10-27 2359:59 Event Name Channel Nama Morer Q &
Decoding on the wall G Refresh W Clear All Data
Start Time End Time Ares Name Channel Name Media F. Personnel ID First Name Event Name Event . Remarks

Intelligent

Behavior Analysis
Crowd situation
General intelligence

Giobal Linkage

No data

statistics

Video Patrol

Map Management

Vide Intercom

2 3 4 § > Srowsperpage - Totalof 0 records

Maintenanes Configur...

Click [Clear All Data] to pop up prompt and click [OK] to clear all records.
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Statistics

Alarm Report

In this module, you can access the data for the type of personnel or person can select the start time
and end time the serial number of the video channel, and different alarm types to filter the report.

Click [Smart Video Surveillance] > [Statistics] > [Alarm Report].

BioCVAccess i 8 S @ admin -

Video View > Smart Video Surveillance / Statistics / Alarm Report

Note: If you need to search for historical alarms of NVR800 mask recognition alarmsfhigh-frequency personnel alamms, please enable the alam linkage capture function of the alam type coresponding to NVR800!

Device Management

Device v | Channel v | TimeFrom 20231020 00:00:00 | To |2023-4027 23:59:50 Alarm Type v | Type Detalls -l Q
Decoding on the wall
2 Export
Intelligent. Alarm Name Channel Name Snapshot Photo Panorama Alarm Time Event Level  List Library Name Similarity ~ Operations
Statistics
Patrol Report
Patrol Alarm
No data
2. video Patrol
& Map Management
H& video intercom
<M 2 3 4 5 > S0rowsperpage - Totalof Orecords

@ Maintenance Configur...

Patrol Report

In this module, you can access the data for the type of personnel or person as dd, aa, vip, or VIP,
Forbidden list, pass list, and Stranger to get data to follow the options.

Click [Smart Video Surveillance] > [Statistics] > [Patrol Report].
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1JZKBio CVAccess i % S @ wmn -
Video View > Smart Video Surveillance / Statistics / Patrol Report

ey . Plan Name Reporter Name Time From 2023-09-27 00:00:00 | To | 2023-10-27 235959 Q ¢

Decoding on the wall G Refresh T Export

Plan Name Time. Reporter First Neme  Lest Name  Patrol Group Name Tesk Time Period  Number. Number.. Number.. Number. Status  Re
Intelligent

¥ statistics

Alarm Report

Patrol Alarm

Mo data

2 video Patrol
£ wapmanagement

H& video intercom

Kl : § > S0rowsperpage * T 0 s
[ Maintanance Configur... B : 3 s s 50 rows per page otal of 0 records

Patrol Alarm

In this module, you can access the data for the type of personnel or person as dd, aa, vip, or VIP,
Forbidden list, pass list, and Stranger to get data to follow the options.

Click [Smart Video Surveillance] > [Statistics] > [Patrol Alarm].

1JZKBio CVAccess % S @ wnn -
Video View Smart Video Surveillance / Statistics ! Patrol Alarm

I i -09.27 000 7 23:5
evics s oaeiant Plan Name Reporter Time From | 20230927 00:00.00 | To | 2023-10-27 2350.59 Q ¢

Decoding on the wall S Refresh T Export
Plan Name Time Reporter Patrol Group Name Task Time Period  Alarm Level View The P, Report Content
Intelligent

¥ statistics

Alarm Report

Patrol Report

No data

2 video Patrol

I o
m Video Intercom

KN : § > S0rowsperpage * T 0 s
[ Maintanance Configur... B : 3 s s 50 rows per page otal of 0 records

Video Patrol

On the preset path, you can check the punch-in by a real-time preview of the camera remotely to
achieve the same patrol task as the traditional punch-in effect.
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Patrol Group

Create a patrol group to add patrol personnel.

Click [Smart Video Surveillance] > [Video Patrol] > [Patrol Group].

yCVAccess & S O admin ~
Video View > Smart Video Surveillance / Video Patrol / Patrol Group

Patrol Group < Patrol Group User >
Device Management

Patrol Group Name Q ¢ User Name | | a ¢
Decoding on the wall =~
Intelligent

Statistics

L, Video Patrol

«

Patrol Plan

Real-Time Patrol

No data No data

& Map Management >

H&l video intercom >

0 50 rows per page Jump To 1 10 Page  Total of 0 records 0 50 rows per page Jump To 1 /0 Page  Total of 0 records

@ Maintenance Configur... >

Add Patrol Group

Click [Newl].

‘Smart Video Surveillance / Video Patrol / Patrol Group

Patrol Group
Patrol Group Name | | Q ¢
& Refresh W Delete
[ Pat'mbl New %

Patrol Group Name*

Remarks

| Cancel

&

Field Description:

e Patrol Group Name: Enter the name of the patrol group for easy searching and management
non-repeatable.

¢ Remarks: Text notes of the patrol group.
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6.6.1.2 Add Patrol Group User

. . =]
In the patrol group list, click &' button to enter and select to add group members.

Add User

A\ Here are system users and not personnel

Username || Q ¢

Alternative Selected(0)

Username First Name Last Name Username First Name Last Name

No data
No data

50 rows per page

Cancel

Select the required patrol users and click the [OK] button to complete the addition. The added users
will be displayed in the group member list on the right.

& Note: Patrol users are users of the system. For adding users to the system, please refer to Adding
Users.

6.6.2 Patrol Plan

Set a patrol plan for the patrol team.

Click [Smart Video Surveillance] > [Video Patrol] > [Patrol Plan].

ZKBioCVAccess % 0 s
C3 video View Ml smart Video Surveillance | Video Patrol / Patrol Plan
Device Management Phar s Q <
Decading on the wall > G Refresh ¥ New [ Delete G Send email
Plan Name Start Date End Date Patrol Group Name Number Of Interactive Cameras Patrol mode Operations
intelligent
Statistics
Video Patrol
Patrol Group
Patrol Pian
No data
£ MapManagement
& video
T 0 5> 31 50rowsperpage -~ JumpTe 1 /0 Page  Total of 0 records

(@l maintenance Configur... >
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6.6.2.1 Add Patrol Plan

1. Click [Newl].

Plan Name* E Patrol Group” ‘11

Start Date” 2023-10-30 ] End Date’ 120231106

W Delete W Delete all

[}

Next Step Cancel

Field Description:

¢ Plan Name: Give the plan a name, make it easy to view and find, not repeatable.

e Patrol Group: Optional created patrol group.

e Start Date: Set the start date of the patrol. The start date must not be less than the end date.
e End Date: Set the end date of the patrol. The start date must not be less than the end date.

e Patrol Time: Drag the time bar to select the time period that needs to be patrolled. Multiple
copies are supported.

2. After editing this page, click [Next] to enter the camera selection interface.
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Smart Video Surveillance / Video Patrol / Patrol Plan

Plan Name | 2 pe

5 Refresh  TF New Patrol Plan x

Elanians Number Of Interactive Cameras’ 33 Map e * |

Patrol mode Auto Patrol = Patrol Time

Channel Name @ e

Alternative Selected(0}

Channel Name Patrol IP Address Channel Name Patrol _ IP Address

« CH1 30 192.168.137 36

=

<<

No data

1-1 50 rows per page

Cancel

Field Description:

¢ Number of interactive Cameras: Set the number of cameras that need to be chick-in, (like “5”
means that Chick-in must be completed on 5 cameras during this patrol plan, this number must

be less than or equal to the number of cameras you have chosen)
e Channel Name: Search the channel

e Device List: Select the equipment on the map that needs to be patrolled. The device list shows
only the devices that have been added to the current map, if you want to add a device, go to
Device Add

e  Map: Select the map that needs to be patrolled.
#Note:

1) You can set the length of time you need to watch each camera by clicking on the cruise
time, which is 30 seconds by default.

2) The camera used in the patrol plan needs to be added in the center of the map.
Delete

Select the Patrol Plan to be deleted and click the [Delete] button.

& Note: Ongoing or pause plans cannot be deleted, please complete the plan first.

Real-Time Patrol

Click [Smart Video Surveillance] > [Video Patrol] > [Patrol Plan]. Online patrols are only available

if the patrolman is logged into the system.
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(JZKBioCVAccess i % @ aomn ~

! Video Patrol / Real-Time Patrol

Ca video View Ml s Video Surveillance

Video Operation ~  Patrol Plan
B¥ Device Management >

,1 O Plan Name Start Date End Date Patrol Group Total Number Of Videos Number Of Interactive Cameras Patrol Plan Status

2 Dpecading on the wall

Mot Staried I Prgesia: 2 2023-10-30 20231106 1" 1 1 Not Started

3
& intengent ( Video Device

- cH1
@ statistics

@

2 \Vides Pabol Today's patrol task list

Op.. TaskList
Patrol Group

08:20-20:37(22)
Patrol Plan

Start Patrol

& MapManagement >
H& video intercom >

[ Maintenance Configur... >

View different states of the Patrol plan.

Displaying the patrol plan, click ' to patrol.

After clicking [Start Patrol], the video patrol will start. The map will display all cameras on the patrol
route, as shown in the figure below:

#Note:
1) You need to add a camera in the center of the map in advance.

2) The camera points in the list are connected on the map to form a patrol route.

o

3) Areddotonacamera indicates a camera on patrol.

When the camera is patrolling, the floating window on the map will display real-time images.

Map Management

Click [Smart Video Surveillance] > [Map Management]. Click [New] to add a E-map, then you can
click [Add Camera]. Add the cameras to the map, then adjust the position and [Save position].
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|ZKBio CVAccess % O O awin ~
[T PR— 5 Smart Video Surveillance / Map Management / Video Map
G Refresh  Z#New £ Edit @ Delete [ Save @ Add Camera

Video View
Map Index ff =n >

B 4 @

Decading On The Wall 4 B5 Default Group
r B 1

o]

Intelligent

c}

Statistics.

Video Patrol

I»

. Map Management

H&] video intercom >

@ Maintenance Configur... >

Meanwhile, the camera can be controlled through pan tilt.

6.8Maintenance Configuration

6.8.1 Developer Log

Click [Smart Video Surveillance] > [Maintenance Configuration] > [Developer Log], then click
[One-Click Collection] to download all system logs and system information.

iJZKBio CVAccess i % S @ aimn ~

T video view Smart Video Surveillancs / Maintenance Configuration | Developer Log
B8 Device Management

G Decoding on the wan

{7 inteitigent

@ statistics

£, videoPatrol

& Map Management

(Downioad all system logs, system information, etc.
H& video intercom y: 95. 5y )

Il maintenance Configur...

Client Request Log

CU Request

Parameters

6.8.2 Client Request Log

Click [Smart Video Surveillance] > [Maintenance Configuration] > [Client Request Log].

Page |190 Copyright©2025 ZKTECO CO., LTD. All rights reserved.



ZKBio CVAccess

User Manual

iJZKBioCVAccess i %
Video View Smart Video Surveillance / Maintenance Configuration / Client Request Log
Path Request Result |-——-— - 1P Address Q ¢

Device Management

Decoding on the wall G Refresh W Clear All Data T Export

Crestion Time Path Request Resull  Time Consuming I Address
Intelligent
Statistics

Videa Patrol

Map Management

H& video intercom

T Maintenance Contigur...

Developer Log

No data

CU Request

Parameters

] 2 3 4 & > S0rowsperpage ~ Total of 0 records

Click [Clear All Data] to pop up the prompt and click [OK] to clear all data operations.

Export selected personnel information in the area; you can export Excel, PDF, CSV format.

CU Request

Click [Smart Video Surveillance] > [Maintenance Configuration] > [CU Request].

iJZKBio CVAccess i %
Video View Smart Video Surveillance / Maintenance Configuration | CU Request
Device Management

Decoding on the wall S Refresh @ Clesr All Data T Export

Creation Time Client IP Device IP Path Request Result Time Consuming
Intelligent

Statistics
Video Patrol

Map Management

H& video intercom

©ll  maintenance Configur...

Developer Log

N 1%
Client Request Log o.date

Parameters

3 4 5 > SOrowsperpage - Totalof O records

Click [Clear All Data] to pop up the prompt and click [OK] to clear all data operations.
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Export selected personnel information in the area; you can export Excel, PDF, CSV format.

Parameters

Click [Smart Video Surveillance] > [Maintenance Configuration] > [Parameters]. Set up all the
settings, then click [OK].

i)ZKBioCVAccess & % S @ admin -

Video View 5 ce Configuration / Parameters

Personal sensitive information protection
Cu Server Parameter Settings

|
B Device Management

[ Dpecoding on the wail Browser controls

Captured Photo ;
Log parameter settings

Intelligent % Capture Photo

Statistics

Video Patrol

Cu Server Parameter Settings
Map Management

B2 viceo intercom N Cuserver Hitp URL
hitp://127.0.0.1:58098

[E  maintenance Configur...
Cuserver WS URL

Developer Log ws://127.0.0.1:58098/websocket

Client Request Log Seerin

CU Request M
10.120216

WS State

Connect

Rrawser enntrals

Field Description:

e CU Server Parameter Settings: Set Up CU server HTTP URL and WS URL and enter Server IP
address then can view WS state.

o Browser Controls: Set up the File Storage location and change and restore the path

o Log Parameter Settings: Set Up the debug log and Access log, and select Yes/No.
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Video Intercom

Basic Management

This module describes how to configure basic settings in ZKBio CVAccess.
Building

Add Building

To perform the following steps, to add a building:
Step 1: On the Video Intercom module, click on “Basic Management > Building”.
Step 2: Click on the New, and the page for adding a building will be displayed.

Step 3: On the page for adding buildings, configure the required details as shown in the figure
below, and adjust the parameter settings as indicated in the same figure.

ZKBioCVAccess = % © & O adnin

[T I— Wl Video Intercom / Basic Management / Building

Building Building Name | | Building Number | Area Name 7| o B Fe2

Unit

G Refresh =+ New Delete T Export sk Import
Parameters
Building Name  Building Nu.. Area Name Operations

Gebaude 3 AreaName £ W
| Default Buildingi 2 Area Name. 2 _HiI
Edit x
Deifault Building 1 Area Nai
Building Name™ |Gebaude
Building Number* 3
Area” Area Name =
Cancel
Device Management >
Extension Management >
Access Management >
e iy o K < 13 > 50 rows perpage = JumpTo 1 1 Page Total of 3 records
Parameter Description
Building Name Enter the name of the building.
Building Number Enter the number of the building.
Area Select the area name.
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7.1.1.2 Delete

On the Building interface, select the building, click on the Delete, then a confirmation pop-up, and

click OK again to confirm and permanently remove the selected building from the list.

Prompt

Please select the objects you want to operate!

7.1.1.3 Edit

The edit function allows users to modify existing building details within the application.

Select the Building, click on Edit, and then, click OK after modifying the building details.

7.1.1.4 Import

Import floor data in batches using the provided template.

Import x
File Format {#) Excel

Select File Not Uploaded

Update Existing ) =)

Data () Yes(s) No

The first line of the data format is table name, the second line is header, the third
line i the import data, pleaze check the file and then import

7.1.1.5 Export

Device information can be exported in EXCEL, PDF, CSV file format.
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Export ®
User Password* | |

File encryption (® Yes{} No

File encryption | | Foek

password®

File Format |EXCEL |

Data to Export (&) All (max 100000 records)

(") Selected (max 100000 records)
Start Position | 1 |

Total Records | 100 |

o AT

7.1.2 Unit

7.1.2.17 Add Unit

To perform the following steps, to add a unit:
Step 1: On the Video Intercom module, click on “Basic Management > Unit”.
Step 2: Click on the New, and the page for adding a unit will be displayed.

Step 3: On the page for adding units, set the required content as shown in the figure below.

Unit Name™
Unit Number*

Belonging Building”

[ saeanaren fll o< NIEECETI

Unit Name Enter the name of the unit.

Unit Number Enter the unit number.
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Belonging Building Select the belonging building.

7.1.2.2 Delete

The Delete function allows the user to remove existing units from the application.

On the unit interface, select the unit then click Delete. A confirmation pop-up will appear, click OK to
confirm and permanently remove the selected unit from the list.

Prompt

Are you sure you want to perform the delete
operation?

7.1.2.3 Edit

The edit function allows users to modify existing unit details within the application.

Select Unit, click Edit, and then click OK after modifying the unit details.

Edit

Unit Name® Default Unit1

Unit Number* |1 |

Belonging Building” |Default Buiding1 ~ + |
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Export

Device information can be exported in EXCEL, PDF, CSV file format.

Import

User Password®
File encryption
File encryption
password®

File Format

Data to Export

Export

T

EXCEL w:
All (max 100000 records)
Selected (max 100000 records)
Start Position 3
Total Records 100

Cancel

Import floor data in batches using the provided template.

Parameter

File Format
Select File

Update Existing

Data

import

Excel
-8 Mot Uploaded

Yes (o) No

Cancel

This menu is used for configuring DTMF.

DTMF (Dual-Tone Multi-Frequency) is a telephone communication technology for sending signals

through telephone key presses. After configuring DTMF in this menu, the command will be

synchronized with the connected devices and apps. This synchronization is used to match the

door-opening command between the app and the device, facilitating direct door opening via the

app.
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(JZKBioCVAccess i

B Basic Management o Video Intercom / Basic Management / Parameters

Building

DTMF Setting
Unit

DTMF:

The "SIP Service Mode" option in System — Cloud Settings has been hidden.

A new "SIP Service Mode" option has been added to Video Intercom — Parameters.

(JZKBioCVAccess i % Q8 O -~
ES  Basic Management - Video Intercom / Basic Management / Parameters

Building
DTMF Setting
Unit APP Call Number Type Setting

) SIP Service Mode Configuration
Parameters. DTMF:

APP Call Number Type Setting

Gall Number Type
Extension Number SIP Account

SIP Service Mode Configuration

SIP Service Mode

Cloud SIP 3rd-Party PBX Server ZKBio CVHyperSync

A\ To ensure normal operation of Cloud S
Management - Cloud Service Configura:

B3 Device Management
8 Extension Management

@ Access Management

[ video Intercom Reports

Device Management

Device Operation Guide

Add Devices

To perform the following steps, to add a device:
Step 1: Click on Access Module > Device > Device.
Step 2: Click New to add a device, for more detailed operations, please refer to chapter 4.1.1.

Step 3: After adding devices in the Access module, the support video intercom will automatically

Page |198 Copyright©2025 ZKTECO CO., LTD. All rights reserved.



ZKBio CVAccess User Manual

sync with the Video Intercom module. Currently supported device models include SenseFace 7A/7B
and SpeedPalm V5L.

ZKBio CVAccess = # QO 8 O wmn -
5 Basic Management POl vioeo intercom / Device Management / Device
Do M o Device Name IP Address Device Type - AreaName ~  Building Name Q E 2
Device -
ORefresh ¥ New ® Delete T Export  Control ~ @Setup - [ View/Get -
Device Name Status Device Type  Area Name IP Address Communic.. External N.. Building Name  Device Number  Firmware Vers.. Operations
10.8.51.245 Offline Door Station  Area Name 10.8.51.246 Z m
10.8.51.208 Offline Door Station  Area Name 10.2.51.208 Z W
DNK Online Area Name 10.8.51.5 80 Default Building1 1 280m.10.1.22 8. £ W
G0s online IPPEX Area Name 10.8.51.249 8089 10.8.51.249:5¢ Z |
&8s Extension Management >
@ Access Management >
14 5 51 50rowsperpage ~ JumpTo 1 /1 Page  Total of 4 records

] Video Intercom Reports >

7.2.1.2 Delete

The Delete function allows the user to remove existing devices from the application.

On the device interface, select the Device then click Delete. A confirmation pop-up will appear, then
click OK to confirm and permanently remove the selected device from the list.

Prompt

Are you sure you want to perform the delete
operation?

7.2.1.3 Export

Device information can be exported for all transactions in Excel, PDF, and CSV format.
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Export x |
User Password®
File encryption Yes No
File encryption o
password*
File Format EXCEL i
Data to Export All {max 100000 records)

Selected (max 100000 records)
Start Position 1

Total Records 100

Cancel

Control

® Reboot Device

It will reboot the selected device.

® Synchronize Time

It will synchronize device time with the server’s current time.
® Synchronize People Data

Synchronize data of the system to the device. Select device, click Synchronize People Data and click
OK to complete synchronization

Set up

® Add Extension

It will add the extension for the device.

® Add Address Book

It will add the address book to the device.
® Upload Media Files

Click to upload the media files for the device.
View/Get

® View Extension

Select the device and click View Extension to get the device extension data.

® View Address Book

Select the device and click View Address Book to access the device address details.
® GetRecord

Select a device and click Get Records to access the device data.

® Device Web Service
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Select a device and click Device Web Service to get the web service details of the device.

IPBX Device Operation Guide

This device type is used to assign SIP accounts to devices and the APP for SIP protocol-based video

intercom applications. Before using this feature, you need to purchase a GDS PBX server from ZKTeco.

If you prefer not to purchase IPBX server hardware, you can subscribe to our cloud SIP. The following

steps provided operational instructions for the GDS PBX service.

® GDS Device

To perform the following steps, to add a GDS device:

Step 1: Click on the Video Intercom > Device Management > Device.

Step 2: Click New, and the page for adding a GDS Device will be displayed.

Device Name”®
Manufacturer”®

IP Address™
Communication Port™
Administrator Password”™
External network address™
Transport Protocol”
Device Type”

Area”™

New
MediaServer

58085

uDP
IPPBX

Area Name

Cancel

x

Step 3: Manufacture: Select GDS and add the corresponding parameters.
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Parameter

Device Name

IP Address

Communication Port

Username

Administrator
Password

External Network
Address

Transport Protocol

Device Type

Area

New X
Device Name” Test Group
Manufacturer” GDS A
IP Address” 0 .8 .18 .14
Communication Port”™ 8089
Usermname” admin
Administrator Password™
External network address” :-10 8.16.114:5068
Transport Protocol® .UDF’ i g
Device Type” IPPBX ».
Area” Area Name »

Cancel

Description

Customize the name of the server.
Fill in the IP address of PBX Server.
Fill in the Port of PBX Server.

The username of PBX Server.

Fill in the administrator password.

The address of the actual SIP communication (The port number is the
default UDP port for SIP services).

Transport protocol for SIP, default is UDP.

Device type, default is IPBX

The area in which the PBX server is located

Access Management

This menu is used only for configuring and synchronizing access permissions for personnel entering

and exiting for DNK device types.

Page |202

Copyright©2025 ZKTECO CO., LTD. All rights reserved.



ZKBio CVAccess User Manual

Access Control Group

Access control groups define groups and categories of video intercom to facilitate subsequent
permission assignment operations.

Setting operations includes creating access-level groups and adding doors to access-level groups.
Add Group

This section describes how to create steps for Access Control groups in the module of Video
Intercom.

To perform the following steps, to add a group:
Step 1: On the Video Intercom module, choose “Access Management > Access Control Group”.
Step 2: Click New, and the page for adding access control groups will be displayed.

Step 3: On the page for adding access control groups, set parameters based on the new
requirements, as shown in the figure below.

New x
Level Name® Il
Description
Cancel
Parameter Description
Level name Customize the name of the access control groups.
Description Add description as needed.

Step 4: Click OK to finish configuring the access control right group.
Add Device

To perform the following steps, add a device:

Step 1: On the Video Intercom module, choose “Access Management > Access Control
Group>Add Device”.

Step 2: Click “Add Device”, and the page for selecting a door will be displayed. Add a door as
required, as shown in the figure below.
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Device Name | Area Name

Attemative Selected(0)

Device Name. Area Name  Building Na_.  Unit Name Device Name Area Name  Building Na__  Unit Name

10.8.51.246 Area Name

10.8.51.208 Area Name

No data

50 rows per page -  Total of 2 records

Step 3: Click OK to finish configuring the device for the video intercom right group.

Parameter Description
Device Name Enter the name of the device.
Area Name Enter the name of the Area.

7.3.1.3 Delete Devices

The Delete function allows the user to remove existing devices from the application.

Select the device then click Delete Device. A confirmation pop-up, click OK to confirm and
permanently remove the selected device from the list.

Prompt

Are you sure you want to perform the delete
operation?

7.3.1.4 Export/Import
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Export the permission group information of the Access Control Template:

In the Video Intercom Module, click Access Management > Access Control Group>Export>Export
Access Group”, then You can export doors of access level in Excel file format. Enter the user
password in the displayed security verification dialog box and click OK. Select whether to encrypt
the file and the file format to export, and Click OK.

iJZKBio CVAccess & # QO 8 O wmn -
Basic Management Video Intercom / Access Management / Access Control Group

Access Control Group <  Browse Levels Test Device Combination >

Device Management

Level Name. Q B @ Device Name Device Type

Extension Management

o = o i
I ret s et O Refresh  FNew @ Delete | & Import ‘ 3 Refresh W Delete Device
Level Name Descrir] hber Operations %  Device Name Device Type  Area Name  Building Na__  Unit Name
I Export Device Access Grouj
Test s 3 2 B % 10.851.246 Door Station  Area Name
Set Access By Levels
Set Access By Person
11 50 rows perpage ~ JumpTo 1 1 Page -1 50 rows per page Jump To 1 /1 Page
[ Video intercom Reports > perpag i u fereeg r :
Expirt Adcoess Group o
ser Passwo
File encrypéon Yes M
ban
i ok

(9]
w
=
g

Export the device Access group of Access Control Template:
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iJZKBio CVAccess & # QO 8 O wmn -
Basic Management Video Intercom / Access Management / Access Control Group

Access Control Group <  Browse Levels Test Device Combination >

Device Management

Level Name. Q B @ Device Name Device Type - Mer Q B @
Extension Management
~ fro Ao ~ i
I ret s et O Refresh ¥ New 1 Delete |5 F & Import 3 Refresh W Delete Device
Level Name Descrip I Export Access Group wber Operations % Device Name Device Type  Area Name  Building Na._  Unit Name
Test S ¢ = % 10.8.51.246 Door Station  Area Name
Set Access By Levels
Set Access By Person
11 50 TOWs per page Jump To 1 /1 Page = 50 rows per page Jump To 1 11 Page
[ Video intercom Reports > perpag i u fereeg r :
Exporl Dewice Access Group b
Mo
Mo
= o v
iy A=l o
Dhata o Expord L Qa0 ds

Set Access by Levels

This section describes the operation step that sets access by levels in the module of video intercom
in ZKBio CVAccess.

Add Personnel

To perform the following steps to add personnel:
Step 1: On the Video Intercom module, choose “Access Management>Set Access by Levels “

Step 2: Under the operation column of the corresponding permission group, click “Add Personnel”.
Then Add personnel page is displayed. Select personnel as required.
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ZKBioCVAccess i % 0O B O amn -
& Basic Management > Video Intercom / Access Management / Set Access By Levels
Access Control Group <  Browse Levels Test Personnel Information >
3 Device Management >
Level Name | | a B ¢ Personnel 1D | | Name | Mrer Q B @
% Extension Management > e
ACEne Makiageent G Refresn I Export Personnel Access Level & Import Personnel Access Level G Refresh W Delete Personnel
| Level Name Description Operations || Personnel D FirstName  LastName  Building Name Unit Name

Access Conrol Group
[ et

SetAccess By Levels

Set By Person Add Personnel x
Query Building Unit

Personnel ID || Name Q B €

Alternative Selected(0)
Personne First Name  Last Name Personne. First Name  Last Name

No data
110405 Kkk
158 3@ .
1111 & =
10086 # No data
11108001 kara o2
2l A0 oS Ber pave  ————— ,
1% erpage - JumpTo 1 10 Page
[ Video Intercom Reports > cancel | Eae

Step 3: Click OK to complete the assignment of personnel add.

Parameter Description

Personnel ID Enter the personnel ID.

Name Enter the name of the person.
Building Name Select the building name.
Unit Name Select the unit name.

Export Personnel of Access Level

Click Export, enter the user password in the displayed security verification dialog box, and Click OK.
Then choose whether to encrypt the file and the file format to export and click OK.

Export personnel of access level x
User Password*
File encryption Yes No
File encryption s
password”
File Format EXCEL x.
Data to Export All (max 100000 records)

Cancel

Import Personnel of Access Level

Click Import and then click Browse to select a file from the stored location. Finally, click OK.
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Import Personnel of Access Level x
File Format (®) Excel
Select File Not Uploaded

The first line of the data format is table name, the second line is header, the third
line is the import data, please check the file and then import

7.3.2.4 Delete Personnel

The Delete function allows the user to remove existing personnel from the application.

On the Set Access By Level interface, select the personnel then click Delete. A confirmation pop-up
will appear, then click OK to confirm and permanently remove the selected personnel from the list.

Prompt

Please select the objects you want to operatel

7.3.3 Set Access by Person

This section describes the operation step that set access by the person in the module of video
intercom in ZKBio CVAccess.

7.3.3.1 Add Personnel

To perform the following steps, to add personnel:
Step 1: On the Video Intercom module, choose Access Management>Set Access by Person.

Step 2: Under the operation column of the corresponding permission group, click “Add to Levels”.
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The Add level page will be displayed. Select the level as required.

ZKBioCVAccess i % © 2 O amn -
Basic Management > Video Intercom / Access Management / Set Access By Person
Edit Personnel For Levels <  Browse Personnel 110405 From Levels >
Device Management >
Personnel ID | | Name | | Morer Q B @ Level Name | | e iR i
Extension Management > —
ACEne Makiageent - O Refresn I Export & Synchronize Access Leval G Refresh W Delete From Levels
|| Persomne.. FirstNa.. LastNa.. Building.. UnitNa.. RoomN.. Operations | Level Name Description
A Control Group
1 110405 Kkk
Set Access By Levels
158 & A
Set Access By Person B
a Add to Levels x
" Level Name Q B ¢
| Altemative Selected(0)
o Level Name Description Level Name Description
[l No data
1 Test
i
1 No data
g |
1€ 1-1 50 rows per page Jump Te erpage -~ JumpTo 1 /0 Page

[} Video Intercom Reports >

Step 3: Click OK to complete the assignment of personnel add.

Parameter Description

Level Name Enter the name of the level for the person.

Export

Click Export, enter the user password in the displayed security verification dialog box, and Click OK.
Then choose whether to encrypt the file and the file format to export and click OK.

Export *x
User Password®
File encryption Yes Mo
File encryption Pt
password”
File Format ZIP -
Cancel

Synchronize Access Level

Select the level to be synchronized and send the corresponding device area data in the software to
the device.
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Prompt

Are you want to perform the Synchronize

Access Level operation?

7.3.3.4 Delete from Levels

The Delete function allows the user to remove existing levels from the application.

On the Set Access By Person interface, select the personnel then click Delete. A confirmation
pop-up will appear, then click OK to confirm and permanently remove the selected personnel from
the list.

Prompt

Are you sure you want to perform the delete
operation?

7.4_Extension Management

This module is used for managing and assigning extension numbers.
Prerequisite
ZKBio CVAccess supports two types of SIP servers:

® PBX Server: For addition and operation methods, please refer to IPBX Device Operation Guide.
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® Cloud SIP: Enable Cloud Sip ,please refer to Cloud Setting.

Extension Number

An extension number is a code or number used within a company or organization to identify
individual telephone sets, typically in internal telephone systems.

New

Click on "New" to add a single extension number. To add multiple extensions at once, use the
"Import” function.

Cance

Parameter Description
Name Customize the extension name
Extension Type Default communication type for SIP
Extension Customize the extension number; for example, the number for Room 401,
Number Unit 2, Building 1 can be defined as 12401 for easy internal recognition
Extension .
Password for the extension
Password
Voice Mail Enable voicemail, this parameter is only valid for PBX servers
Voice Mailbox The voicemail password for this extension, this parameter is only valid for
Password PBX servers
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Enable
) Enable the Do Not Disturb mode to ignore all incoming calls, this parameter
Undisturbed ] )
is only valid for PBX servers
Mode

Incoming Calling
Caller ID number
Number

Calling Name Caller ID name

Intranet point-to-point call device IP; enter the IP here, and the call will be

. o made to the direct dial address first; if the direct dial address is unreachable,
Direct Dialing

then the call will be made through SIP; dual protection, effectively avoiding
Address

communication issues in case of network interruption or SIP server
downtime.

7.4.1.2 Delete

On the Extension Numbers interface, select the extension name then click Delete. A confirmation
pop-up will appear, then click OK to confirm and permanently remove the selected extension name
from the list.

Prompt

Extension 111101 is bound by device
10.8.51.246

Are you sure you want to perform the delete
operation?

7.4.1.3 Import

User need to add extension numbers in bulk, user can use the Import function.

Step 1: Download the import template by clicking Import -> Import template.

& Import ~

L Import

¥ Download extension information import template
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Step 2: Fill in the information into the import template.

Extension Information Template

Extension Number Name Direct Dial Address Calling Number Calling Name
400 Popy Xiao Popy Xiao
401 Lambert Chen Lambert Chen
402 Leo Hou Leo Hou
403 sfsfd sfsfd
404 fsfds fsfds
405 fsfsf fsfsf
406 fsfsf fsfsf
407 fsfsf Tsfsf
408 fsfsdfd fsfsdfd
409 fssdfds fssdfds
410 fsfsdfd3w Tsfsdfd3w
411 fsfsw Tsfsw
412 fsfsf1 fsfsf1
413 afsfdsf afsfdsf
414 wdsfsfs wdsfsfs

Step 3: Click on Import, then click Browse to select the import template, and click OK to start the
bulk import process.

ZKBio CVAccess i %

= Basic Management Video Intercom / Extension ement / Ext Number

Name | ‘ Extension Number| | o iy

B Device Management

Extension Management - 3 Refresh —# New W Delete T Export | ¥ Import -

3 1 Name Extension Number Operations
Extension Number =
2

Extension Assignment ok L1101 Z @
Contacts I Import x l
Voice Interaction .

File Format Excel

‘ Select File [ -| Extension Template-test-20241010.x1sx ]
ggld:te Existing Yes No
Cancel

Once the progress reaches 100%, user will be prompted with the results of the import, as shown in
the figure below.
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Total Progress

Data processing, please wait......

Data processing, please wait. .
Succeed: 15, Failed: 0.
Operation finished

Export

Impaort

100%:

Upload successful, starting to parse data, please wait.
The data has been parsed, starting database updates.

Export the relevant information of the extension numbers.

ZKBio CVAccess 1 %

Video Intercom / Ext

t / Extension

E Basic Management

BEd Device Management fanic

Extension Management O Refresh  —F New

Extension Number LIEEName
Extension Assignment s
Contacts |

Voice Interaction Configure

‘ extension information

User Password*
File encryption

File encryption

password®
File Format
Data to Export

@ Access Management

Extension Assignment

| Extension Number | EEA e

W Delete & Import -

Extension Mumber Operations

111101 Z
Export

Extension Number Name

Direct Dialing Address Incoming Call Number

Calling Name
Yes No
Pt
EXCEL >

All (max 100000 records)
Selected (max 100000 records)

Start Position 1

Total Records 100

Cancel

Close

This feature is designed to assign extension numbers to devices, personnel, and system users added

to ZKBio CVAccess.
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((JZKBio CVAccess : # QO 8 O wmn -
5 Basic Management PO video intercom / Ext | Extension
o M 5 Extension Number || Sync Status ~  Teminal Type — - Binding Objecs Q B €
sis Extension Management G Refresh  [2 Extension Assignment B2 Synchronized Extension L Export s Import
’ Extension Number  Terminal Type Binding Objects Sync Status Operations
Extension Number
111101 Device 10.8.51.246(10.8.51.246) i
e 801 System Users admin(admin) 1P
Voice Interaction 801 Device 10.8.51.208(10.8.51.208) e
110402 Personnel 110402(1ai kkkk) B
110401 Personnel 110401 (kara) e
@ Access Management >
15 50 rows per page Jump To 1 11 Page  Total of 5 records

[ Video intercom Reports >

Extension Number Assignment

7.4.2.1.1 Assign Accounts to Devices

Select the Terminal Type from the drop-down list the as Personnel, System users, Device, then
select the Personnel ID for the device you wish to bind, and select the Extension Number. The
account information will be automatically synchronized to the device, eliminating the need for users
to manually configure the address on the device.

Authorized Contacts: Assign the selected contact list to the device, enabling it to dial the short
numbers or extension numbers within that contact list.

Note: SenseFace/SpeedPalm /DNK devices require a firmware upgrade to support the contact list
functionality. User can refer to the hardware suggestion list for the required firmware versions.

ey PRS- Camrrersiaa

Extension Assignment *x

Terminal Type® Personnel i

Personnel ID*

Extension Mumber®

Authorized Contacts [ -

Cancel
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Result Verification

In the device's visual intercom interface, under "Account,” the user can see that the SIP server and
account information have been automatically written in, as shown in the figure below.

) Account

General

S|P Server

Servar Address zkiecolotdev.com

Server Port 5060

Vogin Nama zk104966

Usar Name 2K1043966

Password

Ditmi
Network

Transport Protocol

7.4.2.1.2 Assigning Accounts to Personnel (App)

Terminal Type: Select "Personnel" as the Binding Type;
Personnel ID: Select the Personnel ID for the individual to whom you want to assign the account.
Extension Number: Select the extension number in the Extension Number field.

Authorized Contacts: After selecting the contact list, the contacts in that list will be automatically
synced to the APP.
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Extension Assignment b4 I
Terminal Type” Personnel x
Personnel ID* 116
Extension Number” 118

Authorized Contacts ( . ZKTecot -

Cancel

Once the personnel enable APP Login, they can log in and immediately use the APP for visual
intercom communication.

- — i
(JZKBio CVAccess % O 8 O wm -~
& Personnel B Fersonnel 7 Personnel / Person
_ Depariment Name Persomnel D Name vores QB O
Department
P O Refresh ¥ New T Personnel Adjustments W Delete ~ T Export & Import
Pasition
AB Personnel ID  First Name Last Name Department Name Carg Number & Statistics ogin Enab . Create Time
Dismissed Personnel
' E 3 Reset Self Login Password
. ) - E 110408 Kkk 2024-11-08 16:38:4
Pending Review B
B B View Face Picture
il AnDiass 111 Huyee R U— 2024-11-08 16:09:4
158 & 2024-11-08 16:35:4
Parameters - e © Disable App Login
Ak & B %] Extracting Facial Templates 20241100 0 2n L
10086 # 4 e 2024-11-08 16:25:C
11108001 kara = J e 2024-11-08 16:24:4
110401 kara L IREGE /] 2024-11-06 16:11:4
110402 lai KKk 2024-11-06 16:11:4
2835 2835 2835 N e 2024-11-06 16:11:4
101002 2024-11-06 16:11:4
4142 41428 Jasper i 1844717139 B - 2024-11-06 16:11:4
110403 5 = 2024-11-06 16:11:4
v
1-20 50 rows per page Jump To 1 i1 Page  Total of 20 records

Card Management

Result Verification:

After the personnel logs into the APP and enters the Video Call application, the interface status will
display as "Connected"; if the personnel have not been assigned an extension number, entering the
application will prompt "You have not been assigned an extension number, please contact the
administrator."
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2:06 « » E@ D20l il G5
< @ Connected 3
All Missed

zk104966 2024-06-11 14:06:29

zk104966 2024-06-11 14:06:25

1 2 3
4 5 6
7 8 9
* 0 #

(1T} —
(L L] k X
— N

7.4.2.1.3 Assigning Accounts to System User (App)

Terminal Type: Select "System User".
Username: Choose the system user to whom the account needs to be assigned.
Extension Number: Select the extension number.

Authorized Contacts: Assign the contact list to the system user; after the assignment, the system
user can view contacts and make calls through the APP.
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Extension Assignment X
Terminal Type”* System Users ¥
Username”® admin
Extension Number”® 118
Authorized Contacts ZKTecol -
. ’
Cancel

Result Verification:

After logging into the APP, upon entering the Video Call application, the interface status will display
as "Connected"; if no extension number has been assigned, the application will prompt with "You
have not been assigned an extension number, please contact the super administrator."

2:06 = » @D 0 %6 10¢ Sl 4l 350
4 ® Connected 3
All Missed
"z zk104966 2024-06-11 14:06:29
44 zk104966  2024-06-11 14:06:25
1 2 3
4 5 6
7 8 9
* 0 o
1) (9 (&
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7.4.2.2 Synchronized Extension

Following the aforementioned steps to assign extension numbers to devices, personnel, and system
users, the system will automatically synchronize the data to the devices or APPs. If the
synchronization is interrupted or not successful, you can also click on "Synchronize Extension" to
resynchronize.

Prompt

Are you want to perform the Synchronized
Extensio tion?

7.4.2.3 Import

If you need to add extension numbers in bulk, you can use the Import function.

Step 1: Click on Import -> Download extension information import template, then enter the
details.

Extension binding information template

Extension Number Terminal Type Binding Objects
101 Personnel 101
102 Personnel 102
103 Personnel 103
104 System User Test
105 Device 105

Step 2: Download the import template by clicking Import -> import template.
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Import

File Format (@ Excel
Select File Not Uploaded

The first line of the data format is table name, the second fine is header, the third
fine i the import data, please check the file and then import

| cancel

Step 3: Click on Import, then click Browse to select the import template, and click OK to start the
bulk import process.

Fie Formal {®) Excel
Sefect File Mt Uplaaded

The firgt line of the dats formol = tabls rame, the second Ine = header, the third
kne is the mporl daka, plecse check e Be ond then imponl

o T

7.4.2.4 Export

Export the relevant information for the extension assignment.

Export ®
User Password [ [
File encryption (w) 'fcsE::lNﬁ-—
File encrypsion | | -
password”
Fika Format |E:(I:-’EL - |
Diata ko Expert (®) Al {max 100000 recards)

() Selacied (max 100000 records)

Siart Posion i . ]

Total Records |1m

o T
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Unbinding Extension

Click on the icon, to unbind the extension number from its current association.
ZKBio CVAccess % Q& O -
Basic Management P9 Video Intercom / i nent /
Dovice MAnSGarent Extension Number | | SyncStatus | v | Terminal Type |~— - Binding Objects | | @ B &
Extension Management G Refresh 2 Extension Assi B i 2 Export sk Import ~
Extencion Namb. | Exiension Number  Terminal Type Binding Objects Sync Status  Operations
tension Number s
i Remont 11101 Device 10.8.51.246(10.2.51.246) (]
G et System Users admin{admin) (] (7]
Vaice Interaction ] 8ot Device 108 iR et * @
1 -
L1 110402 R 11048 pre you want to pertorm the Unbinding Extension ’ B
operation?
O 110401 Personnel 11040 B
Cancel
@ Access Management
K < 1-5 > 2 50 rows per page = JumpTo 1 11 Page  Total of 5 records

[E] Video Intercom Reporis

Contact List

User can create a contact list and assign it to devices or the app.

()ZKBio CVAccess ® Q& O -

Basic Management Video Intercom / Extension Management / Contacts

Contacts < Extension Number >
Device Management.

Contacts Name Q B ¢ Extension Number | | Q@ B €

Extension Management =

Extension Number O Refresh =FNew T Delete T Export = < Import O Refresh @ Delete

Exipmiatt et ol Contacts Name Description Operations Extension N...  Short Number Extension N..  Binding Objects
_ 2 R 110402 1 4 110402(lai kkkk)

Voice Interaction 110401 1 = 110401 (kara)
@ Access Management >

1-1 50 rows per page Jump To 1 12 50 rows per page Jump To 1 /1 Page  Total of 2 records

[ Video Intercom Reports >

Create a New Contact

Click the New to create a new contact list.
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Contacts Name”®

Description

Add Extension

Click on the [

Extension Number
Alternative

Extension Number
92306

125

124

123

122

121

New

' Building 1-Unit1|

Cancel

icon to add an extension number to the contact list, as shown in the image below:

Name

Name

Device

FLZ-Indoor

Boopalam

Jessica

Manual

Joao

50 rows per page

Add Extension

Q B <«

Selected(4)

Extension Number

92305
92304
=

118

117

<<

Total of 9 records

Cancel

Name Short Number

PC

connie

Popy PC Client

Senseface 7A

After selection, the right sidebar allows you to edit and customize the Short Number.

Short Number: Users can customize it, and Short Numbers can be duplicated. For example, if there

are 4 members in the engineering maintenance team (4 extension numbers), to facilitate answering

calls, they can all define their Short Number as 101. When this contact list is synchronized to the

device or extension numbers, dialing 101 from the device will ring all 4 members of the engineering

maintenance team.

Note:

1. The ZKBio CVAccess APP

(ZKBio Zexus)

supports

this contact list feature.

SenseFace/SpeedPalm devices need a firmware upgrade to support it.

2. After creating a contact list, you can assign it to individuals, system users, or devices in the

Extension Assignment section.
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Delete

Click Delete to remove the contact list.

Prompt

Are you sure you want to perform the delete

operation?
Cancel
Export

Click Export to export the contact list.
CVAccess i =% QO 8 O wmn -

& Basic Management > Video Intercom / Extension Management / Contacts
Contacts < Extension Number ¥

3 Device Management >
Contacts Name Q R © Extension Number | | Q@ B <«

si» Extension Management

Extension Number O Refresn ¥ New @ Delete | G Refresh @ Delete
Extension Assignment Contacts Name ¢ X Export Contact List Information Extension N_.  Short Number Extension N Binding Objects
I Export Extension Information of the Contact List )
110402 1 110402(1ai kkkk)
Voice Interaction 110401 1 110401 (kara)
@ Access Management >
1-1 50 rows perpage ~ JumpTo 1 1-2 50 rows per page Jump To 1 H Page  Total of 2 records

[ Video intercom Reports >

® Export Contact List Information

| Contacts
Contacts Name Description
Building 1-Unitl
ZKTecol Popy testing
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® Export Extension Information of the Contact List

| Video intercom address book extension information |

Contacts Name Extension Number Short Number Extension Name Binding Objects
= . Senseface
ZKTecol 92306 101 Device 7A(192. 168, 137. 60)
ZKTecol 92305 102 PC
ZKTecol 115 107 Popy 115 (Popy xiao)
ZKTecol 123 104 Jessica 111 (Jessica)
ZKTecol 125 103 FLZ-Indoor
ZKTecol 119 105 Test app Test
ZKTecol 118 106 Popy PC Client
ZKTecol 117 106 Senseface TA
ZKTecol 122 104 Manual 112 (Manuel)
ZKTecol 116 107 Speedpalm V5L
ZKTecol 124 104 Boopalam 114 (Boopalan)
ZKTecol 121 105 Joao 113 (Joao)

Import

Click "Import" to import a contact list.

You can download the import template and then proceed with the import based on the
requirements of the template.

5 Refresh I Delete

s Import Contact List Information

- Import Extension Infoermation of the Contact List

Voice Interaction

IVR (Interactive Voice Response) is a telephone service technology that allows users to interact with
an automated telephone system through telephone key presses or voice commands; this feature is
only available with PBX Server.

This feature can be used for two major applications: Access Control linkage to video intercom; and
IVR Intelligent Voice Interaction.

1. Intelligent Voice Interaction

The IVR system can improve service efficiency, reduce labor costs, and provide users with
uninterrupted service 24 hours a day. For example: Suppose the user has configured the IVR
extension number to 10086 and has pre-configured the voice guidance content, then the user can
dial 10086 via the app, and the guidance content will be played automatically; the user can press
buttons according to the guidance, such as pressing 1 to call customer service, pressing 5 to hang up,
etc. (Currently, the ZKBio CVAccess Mobile App does not support retrieving keyboard input during
the call process, the next version will support it; the current version can be used in conjunction with
the indoor unit.)
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Create a New Voice Interaction

Click on Video Intercom -> Extension Management ->Voice Interaction page, it will enter into the
voice interaction interface then click on New to display the window as shown in the figure below.

ZKBioCVAccess i % ©& @ -
= Basic Management > Video Intercom /. i i Voice
B3 Device Management > Name | |, E2 [ e
Extension Management v O Refresh  Z# Ne
New x
Device Name
4+ Basic Information Keypad \
0 eos Device Name* + | Name’ 1 Number
Contas G Description

Vaice Inferaction [ GDs
A\ Pieas il t evice's we face a 'one Click to access the device's web service

Cancel

@ Access Management >

1€ ¢ -3 3> 3 50rowsperpage ~ JumpTo 1 /1 Page  Total of 3 records

[} Video Intercom Reports >

® Basic Information

The PBX Server's IVR feature basic information configuration, with field explanations as follows:

Parameter Description
Device Name Select PBX Server
Name Custom Name: Name this voice interaction
Number Configure IVR Extension: Set the extension number for the IVR
Description Description: Provide a description for this IVR
® Keypad

Configure the purpose and actions intended to be achieved by the IVR.
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New X
1 Basic Information Keypad k.
Add i
Key Action Text Operations
1 Extension 9997 Edit Delete
-
4 4
 oame

Click "Add" to begin the configuration.

Add IVR button action

Key™
Action”

Extension Number®

Transfer to Voice Interaction

Hang Up

Key Keyboard values: 1-9, *, #

A total of 3 actions are supported:

Action Extension: Dial an extension number. After selecting this option, you can further choose

the extension number.
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Transfer to Voice Interaction: Transfer to another IVR. After selecting this option, you
can further choose the IVR number.

Hang Up: End the call.

Note: To ensure the normal use of the IVR function, after you have completed the configuration of
the above content, you must go to the PBX's Web-IVR page to find the IVR you just saved and edit it
to upload the required voice files, as shown in the figure below:

IVR > Edit IVR: Test Group

Q Call Features

Meeting

VR

Voicemail

Ring Groups

Restrict Calls

Paging/Intercom

Operator Panel

Call Queue

Pickup Groups

Basic Settings

Return to IVR Menu

Key Pressing Events

The audio file must be less than 5 MB in
file size with a file extension of .mp3/.

Alert-info hone wav/. ulaw/. alaw/. gsm. WAV files must
be PCM encoded, 16 bit mono, and
- 8000Hz.
rol
RErompt EAIINE WAV a e
extension must be .tar/.tgz/.tar.gz, and
Adt Brompt 9 the file size must not exceed S0MB.
i File name can only contain alphanumeric
characters and special characters -_
+ Digit Timeout (s) 3
+ Response Timeout 10
* Response Timeout Prompt ivr-create-timeout ‘ & Uplo File
* Invalid Input Prompt invalid ‘ & Upload Audio File

.. Response Timeout Prompt

2. Access Control Linkage

S

Click on Access > Access Rule > Linkage, and click on "New" to start configuring the linkage. In the

output actions, you can find Video Intercom. You can select the IVR and the extension number you

wish to call.

After the configuration is complete, when the triggering conditions are met, the system will

automatically call the specified extension number and play the IVR voice, preventing security

personnel from missing emergency alerts.

ZKBio CVAccess E © & O aomn -
[ Device Access / Access Gontrol / Linkane. L
| New *
Linkage Name: ] |
i ‘ Linkage Name’ Tes{ Device* 10851245
1
inatrech Linkage Trigger Conditions®  Add Input Point
Normal Verify Open B Any
| Linkage Name | B 108512461
« Oulput Point Video Linkage E-mail Video Intercom »
IVR | IVR4est 5
Notfication Recipients Add
110402 (Personnel-110402)
110401 (Personnel-110401)
AP -
Cancel
& ¢ 0 5 5 S0rowsperpage ~ JumpTo 1 /0 Page  Total of 0 records
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Obtain IVR

Click on Video Intercom -> Extension Management ->Voice Interaction page, and click on Open
IVR the window as shown in the figure below:

(]
i
el
i

Parameter Description

Device Name Enter the name of the device.

Video Intercom Reports

In the video intercom report, you can query all video intercom records, which include call records
and unlock records. You have the option to export all records or query specific records. This section
describes the Step for querying and exporting reports in ZKBio CVAccess.

Call Records

Record Query

To perform the following steps to get the call records:
Step 1:In the Video Intercom module, choose “Video Intercom Report > Call Records”.

Step 2: On the call Records interface, fill in the corresponding query information and click the icon

to complete the query of all records, as shown in figure below.
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(JZKBio CVAccess 1 # Q& @ xum-
Basic Management > Video Intercom / Video Intercom Reports / Call Records

Time From  2024-08-1400:00:00 | To | 2024-11-14 23:59:59 Device Name || Q B @

Device Management >

Extension Management > O Refresh B Get Records I Export
Device Name Incoming Call Num...  Called Number Start Time Gall Duration End Time Total Duration Event Name Status
Access Management >
Video Intercom Reports v
Unlock Records
No data
< 2 3 4 5 > 50rowsperpage ~ Total of O records

Get Records

To perform the following steps to get the records:

Step 1: On the Video Intercom module, choose “Video Intercom Report > Call Records > Get

Records”.

Step 2: On the Get Records interface, select the indoor station, as shown in figure below.

ZKBioCVAccess i % © 2 O amn -
= Basic Management > Video Intercom / Video Intercom Reports / Gall Records
B9 Divic Matsp et Time From | 2024-08-1400:00:00 | To |2024-11-14 2359:59 Device Name\:| QB ¢
s8a Extension Management G Refresh | B Get Records | I Export
Device Name Incoming Call Num .. Called Number Start Time Call Duration End Time Total Duration Event Name Status
@ Access Management
Video Intercom Reports — ”
i Heconts Device Name*
Unlock Records Start Time™ 2024-11-07 11:29:27
End Time™ 2024-11-14 11:29:27
Cancel

< EM 2 3 4 5 > SOrowsperpage ~ Totalof 0records

Parameter Description

Device Name Select the name of the device.

Start Time Enter the start time of the device.

End Time Enter the end time of the device.
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Step3: On the Select device interface, select the device you need, as shown in figure below.

Select Device ® |

| 1
Device Name IP Address Q &
| Alternative Selected(0)
Device Name IP Address Device Name IP Address
‘ 10.8.42 66 10.8.42 .66 |
‘ 7 |
<
No data
1-1 50 rows per page
Cancel

Step 4: Click OK to complete the complete acquisition of device records.
Export

Click Export, enter the user password in the displayed security verification dialog box, and click OK.
Select whether to encrypt the file and the file format to export and click OK.
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User Password®
File encryption
File encryption
password*

File Format

Data to Export

Export

Yes Mo

Pt

EXCEL -
All (max 100000 records)
Selected (max 100000 records)
Start Position 1
Total Records 100

K Cancel
Call Records
Ring
. 5 Durat
Time Device Name Area Name Number Event Type &

ionfs

econd
2023-11-20 22:56:37 221 Area Name 10.8.14. 3 12
2023-11-20 19:15:14 221 Area Name 10001 4
2023-11-20 19:11:19 221 Area Name 10001 3
2023-11-20 19:10:55 221 Area Name 10001 1
2023-11-20 19:09:56 221 Area Name 10001 5}
2025-11-20 19:09:48 221 Area Name 10001 4
2025-11-20 19:07:27 221 Area Name 10001 i)
2025-11-20 17:44:48 221 Area Name 10.8.14. 3 4
2025-11-20 16:13:08 221 Area Name 10.8.14. 3 4
2023-11-16 19:54:01 221 Area Name 10001 2
2023-11-16 19:53:52 221 Area Name 10001 3
2023-11-16 19:52:23 221 Area Name 2010008 0
2023-11-16 19:51.49 221 Area Name 2010008 0
2023-11-1A 18:51:33 sl drma Namm 200008 8]

Unlock Records

Record Query

To perform the following steps to view the query of all records:

Step 1: On the Video Intercom module, choose “Video Intercom Report > Unlock Records”.

Step 2: On the unlock Records interface, fill in the corresponding query information and click the

icon “ tocomplete the query of all records, as shown in figure below.
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(JZKBio CVAccess 1 # Q& @ xum-

Basic Management > Video Intercom / Video Intercom Reports / Unlock Records

Time From | 2024-08-14 00:00:00 To | 2024-11-14 235959 Personnel D | | Device Name Q B ¢

Device Management

Extension Management O Refresh B Get Records I Export
Time Device Name Area Name Personnel ID First Name Last Name Unlocking Uniocking .. Status
Access Management
Video Intercom Reports
Call Records
No data
< 2 3 4 5 > 50rowsperpage ~ Total of O records

Get Records

To perform the following steps to view the query of all records:

Step 1: On the Video Intercom module, choose “Video Intercom Report > Unlock Records > Get
Records”.
Step 2: On the Get Records interface, select the indoor station, as shown in figure below.

ZKBioCVAccess i % © 2 O amn -

Basic Management 5 Video Intercom / Video Intercom Reports / Unlock Records

Time From | 2024-08-1400:00:00 | To |2024-11-14 2359:59 Personnel ID Device Name | a B ©

Extension Management G Refresh | B Get Records | I Export

=]
B Device Management
s
©

Time Device Name Area Name Personnel ID First Name Last Name Unlocking Unlocking _.. Status
Access Management
Video Intercom Reports
Call Record
= Hecords Get Records %
Unlack Recards -
Device” Click to select
Cancel
No data

< EM 2 3 4 5 > SOrowsperpage ~ Totalof 0records

Parameter Description

Device Name Select the name of the device.

Step 3: On the Select device interface, select the device you need, as shown in figure below.
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Select Device x
| |
Device Namei | IPAddress G EG
! ' ' |
| |
Alternative Selected(0)
Device Mame |P Address Device Name IP Address
Speedpalm V5L 192.168.68.15
>
<
No data
1-1 50 rows per page
Cancel

Step 4: Click OK to complete the complete acquisition of unlock records.
Export

Click Export, enter the user password in the displayed security verification dialog box, and click OK.
Select whether to encrypt the file and the file format to export and click OK.
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Export
User Password®
File encryption &) Yes Mo
File encryption et
password*
File Format EXCEL hd
Data to Export ) All (max 100000 records)
Selected (max 100000 records)
Start Position 1
Total Records 100
8 Cancel
- A B C D E F G H
1| Unlock Records
2 Time Device Hame Perzomnel ID First Hame Last Hame Unlock Method Humb e Status
3 2023-11-23 14:30:46 —164 Password 000g. Succeed
4 2023-11-53 14:30:43 —164 Fassword 789
5 2023-11-23 14:30:39 —l64 Password 0000 Succeed
6 2023-11-23 14.29:02 —164 Fassword 000g. Succeed
7 2023-11-23 14:28:58 —164 Fassword 9999
8 2023-11-23 14:28:52 ~l64 Password a9
7_ 20231173 14:753:40 ot 113 Fassword 0000 Suoceed
o 2023-11-52 17 40:54 | —164 Fassword 0000 Succeed
1 2023-11-22 05:57:44 | e 91: Face
2023-11-27 08:67:13 ot 8 11 Face
2023-11-22 0F:02:27 -116 Face
14 2023-11-22 07:00:39 | 116 Face
15 2023-11-22 07:00:17 | 16 Face
& 2023-11-22 06:47:40 3 116 Face
7 2023-11-21 09:37:00 | 16 Fage
18 2023-11-21 08:35:36 16 Face
@ 2023-11-20 22:37:26 34 Password 123456
20 2023-11-20 22.37.08 34 Fassword 11
21 2023-11-20 18:08:09 34 Fassword 0000 Succeed
2z 2023-11-20 19:08:05 34 Password 0000 Sueceed
23 2023-11-20 19:06:09 [ | s Password 0000 Sucgeed
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ystem

System settings primarily include assigning system users (such as company management user,
administrator, and access control administrator) and configuring the roles of corresponding modules,
managing database, setting system parameters, and view operation logs, etc.

JZKBio CVAccess % € @ wmn v

£%  system Management

o
m Authority Management =) @
Person Atendanca
@ communication mana...
Language Name Is Built-in Finished/All Operstions
English (United States & 2852 z a
Rtalian ik
Japanese (Japan) &
Indonesian (Indonesia s
Korean (South Korea) @ 12860112 ]
French I
Turkish - 2862
Spanich C 12661/12670 T
Thai T
Chinese {Talwan) T
Romanian 2851112870 T
Chinese (China) 1287012870 T
Portuguese (Brazil) 285171 2o}
Arabic < 2858112870 T
119 50 rows per page Jump To 1 n Page’ Total of 19 records

System Management

Operation Logs

Click [System] > [System Management] > [Operation Log].

i)ZKBio CVAccess % S @ amn v
System Management ~ System / System Management / Operation Log

Language Pack Operator || | Time 20230726 00:00:00 | To |2023-10-26 23:59:59 More~ Q &

O Refresh T Export  Qviewlog L Log Download

Data Management
Operator  Time 1P Address Module ~ Object ~ Operation  Operation Detail Result  Time (ms)
Area Settings -
admin 2023-10-26 10:53:22  192.168.137.30 Access  Map Save Positior Map Name:az test Success 0
System Parameter
admin 2023-10-26 10:52:00  192.168.137.30 Access  Linkage New Linkage Name:video linkage Success 94
E-mail Management
admin 2023-10-26 10:47:48  58.252.13.241 Attendanc Attendanc New Name:33 Success 16
Dictionary Management
admin 2023-10-26 10:27:24  192.168.137.30 Access  Map Add Camera Name:CH1 Success 16
Data Cieaning
Arho e admin 2023-10-26 10:27:22  192.168.137.30 Access  Map Save Positior Map Name:az test Success 0
Certificate Type: admin 2023-10-26 10:27:14  192.168.137.30 Access  Reader  Binding/unbit Bindingfunbinding the camera Success 0
Message Notification admin 2023-10-26 10:27:10  192.168.137.30 Access  Reader  Binding/unbii Binding/unbinding the camera Success 0
FRETEER admin 2023-10-26 10:25:51  192.168.137.30 System  User User Login  User Login:admin, Success 20
admin 2023-10-26 10:25:28  192.168.137.30 Smart Vid Device  New {"Status""1" "Address’'192.168.137.36" "Use Success 63
admin 2023-10-26 10:25:25  192.168.137.30 Smart Vid Device  New {"Status™"1" "Address’"192.168.137.36" "Use Success 78
admin 2023-10-26 10:25:19  192.168.137.30 Smart Vid Device  New {"Status":"1" "Address’'192.168.137.36" "Use Success 93
admin 2023-10-26 10:25:11  192.168.137.30 Smart Vid Device  New {"Status""1" "Address’"192.168.137.36" "Use Success 2244
admin 2023-10-26 10:13:55  58.252.13.241 System  User  UserLlogin  User Login:admin Success 22
admin 2023-10-26 10:05:07  192.168.137.30 Access  Paramete Paramsters Parameters Success 33
® Authority Management
— 20224008 100808 105 18R 137 20 p— R T S— 15 d
) . < 2 3 4 5 > Sdrowsperpage - Totalof 120 records
Communication mana...
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All operation logs are displayed on this page. You can query specific logs by conditions.

You can export selected leave data in Excel, PDF, and CSV file format.

Operation Log
0 peration Operation Time 0 peration [P Module | Operating | Operation 0 peration Content Result Elapsed
User Object Type Time
(Millisecon
ds)
admin 2018-12-28 02:41:46 172.31.1.10 Access Access Export Export 0 15
Rights By
Personnel
admin 2018-12-28 02:41:45 172.31.1.10 Access Access Export Export 0 13
Rights By
Personne!
admin 2018-12-28 02:41:43 172.31.1.10 System U ser UUser Login User Login:ad min 0 0
admin 2018-12-28 02:36:19 172.31.1.10 Access Access Export Export 0 16
Rights By
Door
admin 2018-12-28 02:36:18 172.31.1.10 Access Access Export Export 0 19
Rights By
Door
admin 2018-12-28 02:28:10 172.31.1.10 Access All Export Export Failed 1 20016
Exception
Events
admin 2018-12-28 02:28:11 172.31.1.10 Access Export Export 0 1234
admin 2018-12-28 02:22:07 172.31.1.10 Access  |Last Known| Export Export 0 15
Position
admin 2018-12-28 02:22:06 172.31.1.10 Access  [Last Known| Export Export 0 26
Position
admin 2018-12-28 02:14:15 172.31.1.10 Access Al Export Export Failed 1 42014
Transaction
s
admin 2018-12-28 02:14:19 172.31.1.10 Access All Export Export 0 4970
Transaction
s
Click [System] > [System Management] > [Database Management].
()ZKBio CVAccess % il il
€2 system Management - System / System Management / Data Management
Language Pack Operator || | (el i<
Operation Log
G Refresh Backup Immediately @ Backup Schedule B3 FTP Server Setting @ Resource file backup
- Operator Start Time Database Version Backup Immediately ~ Backup Status Backup Path File Type  Operations
Area Seftings
admin 2023-10-20 18:00:06  4.0.0.1 ] o D:\SecurityDBBack\ Database file & T

System Parameter
E-mail Management
Dictionary Management
Data Cleaning

Audio File

Certificate Type
Message Notification

Parameters

@ Authority Management >

5 1-1 50 rows per page Jump To 1 /1Page  Total of 1 records
@ communication mana... >

History of database backup operation logs is displayed in this page. You can refresh, backup and
schedule backup database as required.

Backup database to the path set in installation right now.
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#sNote: The default backup path for the system is the path selected during the software installation.
For details, refer to ZKBio CVAccess Installation Guide.

» Backup Schedule
Click [Backup Schedule].

Backup Schedule

| Backup Schedule |

From [2014-03-08 18:00-00 | StartEven{7 v Day
The last backup time:2023-10-20 18:00:06
The next backup time:2023-10-27 18:00:00,left 1 day € hour 32 minute 7 second.

Back up to FTP server at the same time
[Prompt|

A\ The backup copy of the database, the database server and the server must be on the
same computer. If the backup fails, please refer to the user manual FAQ.

Set the start time, set interval between two automatic backups, click [OK].

> Restore Database

1. Click the start menu of the PC > [All Programs] > [ZKBio CVAccess] > Then run “Services
Controller”, and you can find out the icon of “Services Controller” in Taskbar as follow, right click

that icon, then left click “Restore Database”.

. ZKBioAccess
0 Environment Testing Tools
L Services Controller |
S Uninstall ZKBioAccess
1) ZKBioAccess

Configuration Database Local Backup Path
Restore Database
Senvice is running, click here to stop

Exit

2. Inthe popup window, click [Browse] to choose the backup file to restore the database.

& Note: Before restoring a database, it is recommended that you back up the current database to

avoid data loss.
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Festore Database

-Restore Database
Please select a file to restore the database:

| | | Browse... |

[| 0% |

Close

Area Settings

Area is a spatial concept which enables the user to manage devices in a specific area. After area
setting, devices (doors) can be filtered by area upon real-time monitoring.

Click [System] > [System Management] > [Area Settings]. The system, by default, has an area
named “Area Name” and numbered “1”.

iJZKBioCVAccess # % S @ amn -
€% system Management System / System Management / Area Settings

Language Pack Area Number || Area Name a ¢
Operation Log

G Refresh  TFNew W Delete T Export & import -

Data Management

Ares Number  Area Name Parent Are Parent Are Remarks Operations

1 Araa Name Dafault Z
System Parameter

E-mail Management
Dictionary Management
Data Cleaning

Audio File

Cerfificate Type
Message Nofification

Parameters

® autmority Management >

1-1 50 rows per page Jump T 1 /1 Page  Total of 1 records

@ communication mana... >

1. Click [New].
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New

[f the new area failed to show in the area list, please contact the
administrator to re-authorize the user to edit the areal

Area Number” [

Area Name” |

Parent Area” |ﬁrea Name

Remarks |

|

Fields are as follows:

*  Area Number: It must be unique.

* Area Name: Any characters with a length of less than 30.

* Parent Area: Determine the area structure of the system.

2. Click [OK] to finish adding.
> Edit/Delete an Area

Click [Edit] or [Delete] as required.

8.1.4 System Parameter

This function is used to view parameters that have been created.

Click [System] > [System Management] > [System Parameter].
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CVAccess

System Management

System / System Management / System Parameter

£ O admn -

Language Pack The Parameter Name Description & e
Operation Log
G Refresh
Data Management
Creation Time The Parameter Name The Parameter Value Description

Area Settings

2023-10-20 16:50 AttUpdateDayCardStartCre 2023-10-26 14:30:00 AttUpdateDayCardStartCreate Time

2023-10-20 16:40 SystemRolePermissioninit true SystemRolePermissioninit Module Init Flag

E-mail Management

2023-10-20 16:40 Admsinit true Admslnit Module Init Flag
Dictionary Management

Data Cieaning 2023-10-20 16:40 AdmsUpgradeVersion v3.0.0 Adms Upgrade Version
Audio File 2023-10-20 16:40 adms.encrypted.transmissic 1 ETFEmEES
Certificate Type 2023-10-20 16:40 IvsUpgradeVersion v2.0.0 Ivs Upgrade Version
Message Nofification 2023-10-20 16:40 Ivsinit true Ivsinit Module Init Flag

Parameters

2023-10-20 16:40 ivsDiskDataClean {"keptType™:"0" "runtime™:"01:00:00","c Ivs Alarm Photos.

2023-10-20 16:40 ivs information snapshot  true MEBAINE SR
2023-10-20 16:40 ivs_callbacklp 10.12.0216
2023-10-20 16:40 ivs snapshot path C\Program Files\ZKBio CVAccess\ser i EH g8

2023-10-20 16:40 ivs.video.path Ci\Program Files\ZKBio CVAccess\ser REFRiE

2023-10-20 16:40 ivs ds.isEnable 0 SEERRRAES
2023-10-20 16:40 ivs enableLog false £ZNFES
® Authority Management >
AADD 4N AR AL AR em dn ot 497 A A4 e A RB A =
150 5 51 50rowsperpage - JumpTo 1 /5 Page  Total of 208 records

@ Ccommunication mana... >

E-mail Management

Set the email sending server information. The recipient Email should be set in Linkage

Click [System] > [System Management] > [Email Management].

1)ZKBio CVAccess %® S @ adnn ~

System Management System / System Management | E-mail Mansgement

Language Pack Sender || Racipient Q. a2
Operation Log
G Refresh W Delete B9 Outgoing Mail Server Settings 1 Export

Data Management

Sender Recipient Subject Submit Time Send Time Status  Error Message

Area Settings

Syslem Parameter

Dictionary Management
Data Cleaning

Audio File

Certiicate Type
Message Notification
Parameters

No data

® autnority Management >

] s per Jump To 1 /0 Page  Total of 0 racerds
@ communication mana... > A0 Vot g hage S i

Click [Outgoing Mail Server Settings].
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System / System Management / E-mail Management

Sender| | Recipient | Gl @

O Refresh W Delete I B2 Outgoing Mail Server Seﬂingsl 2 Export

] Sende
L N=eae ‘i Outgoing Mail Server Settings x rﬂ

Qutgoing Mail Server Settings

Email Sending Server® | \zmi
Port* 25 SSL TLS STARTTLS

Email Account”

Password
Sender Name

«

Cancel

“ Note: The domain name of E-mail address and E-mail sending server must be identical. For

example, if the Email address is: test@gmail.com, then the E-mail sending sever must be:
smtp.gmail.com.

Dictionary Management

Data dictionary management function, users can find the meaning of error code and self-check
software errors.

Click [System] > [System Management] > [Dictionary Management].

ZKBio CVAccess % ke Al
€2 system Management - System / System Management / Dictionary Management
Language Pack Module |~ v | Dictionary classffication | ——— - Qe
Operation Log
Module Dictionary classification  Key name  Value
Data Management 3
System Gender M Male
Area Settings
System Gender F Female
System Parameter
System Result 0 Failed

E-mail Management

_ i o - -

Data Cieaning System Boolean false No
Audio File System Result 1 Succeed
Certificate Type System Gender u Unknown
Message Nofification System Access Connection Status  -1300 Queue abnormalities
pelEiE System Access Connection Status  -5000 The master device has been received and the sub-device is waiting to execute
System Document Type 1 D
System Document Type 3 Passport
System Document Type 4 Driver License
System Document Type 8 Others
System Access Connection Status  -1112 Command has been manually deleted
System Access Connection Status  -1111 Command has been deleted from the synchronous data

® Authority Management >

Jump To 1 /13 Page  Total of 608 records

&
=

_ 180 5 3
@ Ccommunication mana... >
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Data Cleaning

The data cleaning time settings are available to set. The data volume increases with the use of the
system. To save the storage space on the disks, you need to periodically clean old data generated by
the system.

Click [System] > [System Management] > [Data Cleaning].
Record

This option helps you to set the frequency of retain the recent data of the access transaction,
attendance transaction, elevator transactions and visitor transactions etc.

System / System Management / Data Cleaning

& C
Disk space cleanup
System

Record

Access Transactions *

Retains the recent

15 - | | Month -

Execution Time

«

01:00:00 -

Attendance Transactions *

Retains the recent

15 + | Month -

Execution Time

03:00:00 -

Disk Space Cleanup

In this option you can set the frequency of the retains the recent and also clean up the selecyted days
data.

System / System Management / Data Cleaning

Record
Disk space cleanup

System
Ivs Alarm Photos™

Retains the recent
7 ~| Day -
Execution Time

01:00:00 v
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System

This option helps you to clean up the system operation log, device commands and database backup
file.

System / System Management / Data Cleaning

Record

System

Disk space cleanup

System Operation Log "
Retains the recent

15 ~  months of data
Execution Time

03:00-00 -

Carefully clean up)
Device Commands *
Retains the recent

6 ¥ months of data
Execution Time

02:00:00 v

Database Backup File *

Retains the recent
6 ¥ months of data
Execution Time

04:00-00 o

Audio File

Click [System] > [System Management] > [Audio File].

iJ)ZKBioCVAccess = % S @ adnn -

€% system Management I~ System / System Management / Audio File

Language Pack File Afias || Q ¢

Operation Log

G Refresh T New W Delete

Data Management

File Alias Size Suffix Operations
Avea Settings

Alarm 20KB wav £z
System Parameter

E-mail Managerment
Dictionary Management

Data Cleaning

Certificate Type

Message Notification

Parameters

® autnority Management >

11 s per Jump To 1 /1 Page  Total of 1 racerds
@ communication mana... > A0 Vot g hage S i

1. Click [Newl].
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Fields are as follows:

New

File Upload Not Uploaded
Fils Alias* |

Size |

Suffix | ‘

A Please upload a wav or MP3 file, the size of 0 to 10MB!

o I

*  File Alias (Name): Enter the file name. Any character, up to 30 characters.

* Size: After uploading the file, the file size is automatically generated.

*  Suffix: After uploading the file, the suffix of the file is automatically generated.

2. Click [OK] to finish adding.

& Note: You can upload a sound from the local. The file must be in wav or mp3 format, and it must

not exceed 10MB.

8.1.9 Certificate Type

The system initializes 9 certificate types. User can add the required certificate type for personnel and

visitor registration.

Click [System] > [System Management] > [Certificate Type].
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(JZKBioCVAccess i % S @ aomn -
FCRr WIS St / System Management / Certificate Type

kst Pk T Refresh ¥ New T Delete

Certificates number  Certificates Name  Operations

Operation Log

Data Management L

Area Settings 3 Passport

System Parameter 4 Driver License

E-mail Management s Others

Dictionary Management

Data Cleaning

Audio File N
=

Message Notification

Parameters
® Authority Management >

14 50 rows perpage - JumpTe 1 /1Page Total of 4 rscords

@ communication mana... >

Message Notification

This function is used to open/close the event notification of access and attendance transaction.

Click [System] > [System Management] > [Message Notification].

1JZKBio CVAccess i % S @ wmn -
] System Management o System / System Management | Message Notification

Language Pack ) e

ST Settings
Operation Log

Data Management

Access Transactions
Area Seftings

% Emal
System Parameter

Attendance Transactions
E-mail Management R

Dictionary Management
Data Cleaning
Audio File

Certificate Type

® Authority Management

@ communication mana...

Parameters

Click [System] > [System Management] > [Parameters].
QR Code Setting

1. Enable QR code, select “YES” or “NO” for Enable the QR code

2. Enable QR code If YES select “YES > Static”. It will be fixed the QR information same manner for
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the rest of time.

3. Enable QR code If YES select “YES> Dynamic > Valid Time". It will generate new QR code every
30 seconds.

System / System Management / Parameters

QR Code Setting

Video watermark

Personal sensitive information pro

Enable QR Code
No Yes

Privacy Policy

Qreode Type

Static Dynamic

Encryption Mode

Mode A Mode E

Valid Time:

30 second(30-300)

Video Watermark

This option helps you to add watermark and tile to your videos.

Video watermark Privacy Policy

Enable watermark

No Yes

Personal Sensitive Information Protection

After enabling the personal sensitive information security protection option, the sensitive personal
data involved in this module will be desensitized or obscured, including but not limited to names,
card numbers, ID numbers, photos, etc.

Personal sensitive information protection

First Name B4 LastName Email Device Commands

A After ena

Privacy Policy

Click [View] to view the privacy policy.
Privacy Policy

Default 4
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Authority Management

User

Add new users and implement levels for the user in the system.

Click [System] > [Authority Management] > [User].

1)ZKBio CVAccess %® S @ adnn ~
@8 system Management > System / Authority Management / User

@ Authority Management Hearnuis First Name Q ¢

O Poetsai, e W Diee

Role Username First Name  Last Mame Email Auth Department Authorize Area State Superuser St Operations

System i amn @ : 2

Menu
Operate
Client Register

Security Parameters.

1-1 50 rows per page Jump To 1 /1Page  Total of 1 records

@ communication mana... >

1. Click [System] > [Authority Management] > [User] > [New].
System / Authority Management / User
Usemame| | Fmﬂm,l I N & S+ )

O Refresh W Usemame® | | =

. Username

—rE—

|| admin Password®  |seeee

Confirm Password® | sssses
State Enable -
Multiple Login

Maximum Number

®
Superuser State
Role -
Auth Department -
Authorize Area -
Email
First Name

oKk | Cancel
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Fields are as follows:
* Username: Any characters within a length of 30.

e Password: The length must be more than 4 digits and less than 18 digits. The default
password is 111111.

e  State: Enable or disable the user to operate the system.
*  Super User State: Enable or disable the user to have the super user’s levels.
* Role: You need to define the role as explained in Role.

*  Auth Department: If no department is selected, then the user will have all department
rights by default.

*  Authorize Area: No area selected means the user possesses all area rights by default.
e Email: Type your email in the correct format.
*  First Name: Type your initials.

2. After editing, click [OK] to complete user adding, and the user will be shown in the list.

Role

When using the system, the super user needs to assign different levels to new users. To avoid setting
users one by one, you can set roles with specific levels in role management and assign appropriate
roles to users when adding users. A super user has all the levels, can assign rights to new users and
set corresponding roles (levels) according to requirements.

Click [System] > [Authority Management] > [Role].

1JZKBio CVAccess i % S @ xmn -~
8 system Management > uthority Management / Rale
@ aumority Management Rote Nahs | a e
User S Refresh  F New [ Delete
P ... —
Syste employee Empioyee 2023-10-20 16:40:21 Z 6
Menu
meniler Menitering Clerk 2023-10-20 16:40:21 Z ®
Operate
eniry Eniry Clark 2023-10-20 16:40-21 Z W
Client Register
administrator Administrator 2023-10-20 16:40:21 Z 8

Security Parameters.

14 50 rows per page Jump To 1 /1 Page  Total of 4 records

1. Click [System] > [Authority Management] > [Role] > [New].
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2. Set the name and assign permissions for the role.
System / Authority Management / Role

Role Name | | @ e

& Refresh | ¥ New | @ Delete

Role Code* I

Role Name”
Assign Permissions* I

|
» O3 Personnel I

£
| ﬁ ‘ Personnel Access Attendance Smart Video Surveillance APP System »
{ » [/ Card Management

Select All . 2°

Cancel

3. Click [OK] to save.

Client Register

You can add client types for the system and generate registration codes for client registrations of
each module function. The number of allowed clients is controlled by the number of allowed points.

Click [System] > [Authority Management] > [Client Register].

1JZKBio CVAccess i ® S @ xmn -~
8 system Management > System / Authority Management / Client Register
" o = i [ -

B0 ARy gt | v Registration Code || Client Type Activation Q <&

User S Refresh  FNew 2 Reset [ Delete

Role Registratio. . Client name  Registration Key  Activ.  Activeted D Crestion Date  Client Type  Operations

Secunty Parameters.

No data
] 50 rows per page Jump T 1 /0 Page  Total of 0 records

@ communication mana... >

1. Click [Newl].
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System | Authority Management / Client Register

Registration Code [: Client Type }——— - Activation | ——— -
3 Refresh 2 Reset Wi Delete

| Registratio..  Client name Registration Key Activ... Activated D.. Creation Date Client Ty
New x
Client Type® | e -
Registration Code® 9651EF

Cancel "

Fields are as follows:

* Client Type: The value can be APP Client, OCR-Personnel, OCR-Visitor, ID Reader-Personnel,
ID Reader-Visitor or Signature- Visitor, Card Printing- Personnel, Card Printing-Visitor.

* Registration Code: The registration code for APP Client is used under Network Settings on
the APP login page and that for Print Card-Personnel is used under Parameter Settings > Client
Registration. Only new registration codes added on the server are authorized and one
registration code can be used by only one client.

2. Click [OK] to finish adding.

Security Parameters

Click [System] > [Authority Management] > [Security Parameters].

(JZKBioCVAccess i = € @ adnin -

[ QR PRTPRNNRNRIPRRNI .o / Authority Management / Security Parameters

©  Authority Management

Security Parameters

User

v Login Verification Setting

System Prompt after entering an error -
Menu Default Password Strength

Operate None Weak Medium Strong

Client Register Failed Login

_ > o] e
§

Account Will Lock

10 v | minutes

Password Valid Days(Day)

90 -

Password Modification

Forced to modify the password in login -
Security Password Verification

Secure Password Authentication Interval

None -

@ Communication mana...
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It includes None, always prompt verification code, Prompt after entering an error.

Do not open verification code: The system allows no verification code
Open verification code: Users must fill in the verification code when logging in to the software.

Open after input error: The system will pop-up a verification box after filling in the wrong
Username and password.

Weak: The passwords that can be used must contain at least 8 characters and contain at least 2
of the following types: numbers, lowercase letters, uppercase letters, and special characters.

Medium: The passwords that can be used must contain at least 8 characters and contain at least
2 of the following types: numbers, lowercase letters, uppercase letters, and special characters, as
well as numbers and lowercase letters or only numbers and uppercase letters.

Strong: The passwords that can be used must contain at least 8 characters and contain at least 3
of the following types: numbers, lowercase letters, uppercase letters, and special characters.

The account will be locked if user fails to login the system as per the software setting. For
example, if the system allows user fill in wrong username and password for 2 times. The
system will be locked for 10 minutes after exceeding 2 times of operation.

Users can set the validity as 30 days, 60 days or permanent. If password gets expired, user cannot

login to the system.

There are 2 options that user can set. Not mandatory and forced to modify the next time you login.

Not mandatory: The system does not need to modify the initial password.

Forced to modify the next time you login: It is compulsory to modify the initial password after
the second login.

Minimum password authentication interval.
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Communication Management

Device Commands

Click [System] > [Communication] > [Device commands], the commands lists will be displayed.

7 RiA
WZKBioCVAccess = % S @ admin ~
8 system Management > System / Communication management / Device Commands.

Submit Time From To Serial Number | | BackTo Results |~ | Mer Q &

@ Authority Management >

@ communication mana... G Refresh B Clear Commands 2 Export
_ D Serial Number  Immed..  Submit Time Return Time Returne . Remarks
i T 3 7273212700020 € 2023-10-26 00:00:00 2023-10-26 00:00:04 0 =
e e 37 7273212700020 € 2023-10-26 00:00:00 2023-10-26 00:00:02 0
36 6589205000012 @ 2023-10-25 14:18:25 2023-10-25 14:18:32 0
35 6589205000012 @ 2023-10-25 11:02:09  2023-10-25 11:03:05 0
3 6589205000012 € 2023-10-26 11:02:09  2023-10-25 11:02:17 0
33 6589205000012 @ 2023-10-25 11:01:44  2023-10-25 11:02:18 0
32 7273212700020 € 2023-10-25 00:00:00 2023-10-25 00:00:11 2
31 7273212700020 2023-10-25 00:00:00 2023-10-25 00:00:02 0
30 6589205000012 @ 2023-10-24 17:25:00  2023-10-24 17:25:11 0
29 6589205000012 © 2023-10-24 17:25:00  2023-10-24 17:25:04 0
28 7273212700020 @ 2023-10-24 14:21:15  2023-10-24 14:21:26 0
27 7273212700020 @ 2023-10-24 14:21:15  2023-10-24 14:21:25 0
26 7273212700020 @ 2023-10-24 14:21:15  2023-10-24 14:21:25 0
2% 7273212700020 @ 2023-10-24 14:21:15 2023-10-24 14:21:24 0
21 797042700000 & INIANA 444K INILANIA 14494 D -

2 3 4 5 > S0rowsperpage - Totalof 3 records

If the returned value is more than or equal to 0, the command is successfully issued. If the returned
value is less than 0, the command failed.

Clear the command lists.

Export the command lists to local host. You can export to an Excel file. See the following figure.

Device
Commands
D Serial Number Content Immediately Cmd| Submit Time Return Time Returned Value
F
DATA UPDATE
userauthorize

Pin=2AuthorizeTi
mezoneld=1Auth

1504 20100501999 | orizeDoorld=1 false 23:]?5121;8 23;7512218 0
Pin=1AutharizeTi . =i
mezoneld=1Auth
orizeDoorld=1
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Communication Device

Click [System] > [Communication] > [Communication Device], you can view all equipment
information and communication in the system. Detailed information such as accessed module, serial
number, firmware version, IP address, communication status, and command execution can be

(JZKBioCVAccess # # S © amn ~
@« System Management > System / C icati 1C ication Device
@ Authority Management > Module | Device Serial Number Device Name Morer Q &
@ communication mana... v G Refresh B2 View authorized device
Module  Device Serial .. Device Firmware Device Name  Device IP A.. Subnet Mask Gateway Enable  Status  Executory Command Count
Device Commands
att 6589205000012 ZAM180-NF-Ver1.1.8 xFacel00  192.168.137.5 Online 0
CommTbon Norir ace 7273212700020  ZAM200-NFBOVF-Ver1.4.42  RevFace 19 192.168.137.3 255.255.255.0 192.168.137.1 @ Online 0
12 50 rows per page Jump To 1 /1 Page  Total of 2 records

Communication Monitor

Click [System] > [Communication] > [Communication Monitor], the device service port and its
details will be displayed:

(JZKBioCVAccess & € © aimn -

@« System Management > System / C icati 1C ication Monitor

Authority Management 5 " §
Adms Service Settings
Server Side Network Condition
@ communication mana... v
Adms Service Port
Device Commands

8881
Communication Device A Toecurentpon s ordei
None

Turn on encrypted transmission

No (&) Yes

Server Side Network Condition

Whether the Internet connection is normal

Yes

“Note: While installing ZKBio CVAccess, you need to put port number properly.
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7] Setup - ZKBioAccess e |

New Ul Design

Elegant and user-friendly
design with professional
access control logic

Please enter a valid port from 10-65535 (except 21,80,6330 and 5432)
Web Access Port 8098 Device ADMS Port 8083 [ <Back ] [ Cancel ] Mext >
Add exception to the firewall

ADMS port is used to connect to the device and the web access port is used to access the website.
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Service Center

This module integrates the device and event logging of the system module. Users can import a map
to the map center to view the distribution of monitoring points and alarm sources. When an alarm
occurs, users can view the location and surrounding conditions of the alarm source, select a suitable
monitoring point, and view video live, playback, and human movement functions.

Device Center

Device

Devices added to the access control and video module are displayed on the screen, and basic device
information is displayed, as shown in figure below.

(JZKBio CVAccess i 3 Q& 0 amn -

B2 Device Center I Service Center / Device Center / Device

_ Device Name Source Module v | AreaName Q B @
G Refresh (R Device synchronization T Export
Serial Number Device Name Device Model Firmware V... IP Address Belong Areas Source Mo..  Status Operations
YMK3241600014 10.8.51.246 SpeedPalm V5L ZAM180-NF50 10.8.51.246 Area Name  Access o bl
VDE2242400043 10.8.51.208 SenseFace TA ZAM70-NF70V 10.8.51.208 Area Name  Access e &
CKJX201460010 10.8.51.233 SpeedFace-V5L[P]  ZAM170-NF-Vi 10.8.51.233 Area Name  Access o o
CKJX201460013 YTI1 SpeedFace-VSLIP]  ZAMI70-NF-Vi 10.8.51.220 3 Access e o
CLOR203860100 CLOR203260100 xFaces10 ZAM170-NF-Vi 10.8.51.233 Area Name  Attendance @ el
YHY8241500002 inbio620 inBIO620 AC Ver 11.1.5 10.8.16.63 Area Name  Access L o

[ Event Center

1-6 Jump To 1 1 Page Total of 6 records
{2 Notification Center e Y i

® Device Synchronization:

Synchronize data of the system to the device. Select device, click Synchronize Data to Devices and
click OK to complete synchronization.

&sNote: Synchronize Data to Devices will delete all data in the device first (except transactions), and
thus download all settings again. Please keep the internet connection stable and avoid power down
situations. If the device is working normally, please use this function with caution. Execute it in rare
user situations to avoid impact on normal use of the device.

Event Center

Through the definition of the event level and type, it makes the level prompt for the record
generated under real-time monitoring.
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The Event Type

The software contains event types by default. You cannot add new event types. You can customize
the level of the event type.

This section describes how to modify step.

Modify Event Type

To perform the following steps to modify event type:

Step 1: On the Service Center module, choose Event Center > Event Type.

Step 2: On the Event Type page, select the event type to be modified and click Event Level. The
Event Level dialog box is displayed.

Modify event type X

Event Level | ------——-- v

emergency

Exception

General
normal
cene

Step 3: After selecting the desired level, Click OK to complete changing the event type level.
The Event Record

This screen records all events generated on the platform, as shown in figure below:

Service Center / Event Center / Event record

Evenl time 2021-12-20 00:00:00 To 2021-12-20 23:58:59 Event Level ———mr - Processing state  ——-—m - More Q ¢

O Refresh [ confirm
Event object Event name Event L Event time Event source Area Source Capture Panora Process . Processing remark
1 Visitor Registration normal 2021-12-20 11:52:45 1 Popy-Building Visitor Unconfirme
1 Visitor Registration normal 2021-12-20 11:52:43 1 Popy-Bullding Visitor Unconfirme

In the event record list, after selecting multiple events and clicking Confirm, enter the confirmation
details and save. The processing status of the selected events will then change to "Confirmed".
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LI~ Collapse quick input

9.3Notification Center

® Notification Record

This interface records the notification reminding events generated by the attendance and visitor
module.

g
o
(1]
[¢-]

BB Device Conter Ml scrvice Center / Notification Canter / Notification Recerd
[ Event Conter » it Reader Type v *  Source Moduln Fl sl
Natificat O Risiah
Natification Racord Lo Notification Tyns Source Mo | Vaive Creats Time Operations
Visitor Reservation Visitor Dynamics Visitor Reservatioin: visitor{ravi) will visit name1 at 2022.07-22 13:( 2022-07-22 09:00:51 E
Visitor Checked Out  Visitor Dynamics visitor Exit: 2022-07-22 07:24:49 visilor(ani) exit at BLR 2022-07-22 07:24:40 [0
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FAQs

Q: How to use a card issuer?

A: Connect the card issuer to the PC through USB port, and then click individual personnel card issue
or batch card issue. Move the cursor to the card number input box, and punch the card on the card
issuer, then the card number will be automatically shown in the input box.

Q: What is the use of role setting?

A: Role setting has the following uses: 1. Set unified level for the same type of users newly added, just
directly select this role when adding users; 2. When setting system reminder and determine which
roles can be viewed.

Q: How to operate if | want to set accounts for all personnel of the Company’s Financial
Department?

A: First, create a new role in system setting and configure the functions to be used for this role. Then
add a user, set user information, and select the user’s role, thus adding a new account. For other
accounts, do the same.

Q: In Windows Server 2003, why the IE browser displayed error when access the system, how
to solve it?

A: This problem occurs because Server 2003 has [Security Configuration Option] settings. If you
want to access the system, please configure it as follows: click Start — Control Panel — Add or Remove
Program, select [Add and remove Windows components] in the interface and click [Internet
Explorer Enhanced Security Configuration] option, clear the checkbox. Then click [Next] to
remove it from the system. Open the system again the browser will access the system properly.

Q: If backing up or restoring the database fails, the possible reason?

A: Backup fails: Please check the system environment variables, please go to Properties > Advanced
to set the environment variables as

“C:\Program Files\ZKBio CVAccess\Main Resource\postgresql\bin:"
“C:\Program Files” is the system installation path, you can modify by your actual situation.

Restore fails: There are several reasons: The system version is too high or too low, or the database
has been damaged, you need to follow the prompts to change the system version or repair the
system, re-install the database.
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END-USER LICENSE AGREEMENT

Important information - read carefully:

This End-User License Agreement ("EULA") is a legal agreement between Sketch and you (either an
individual or a single entity). The SOFTWARE PRODUCT includes the Software application,
associated media, printed materials, and online or electronic documentation. By installing, copying,
or otherwise using the Software Product, you agree to be bound by the terms of this EULA. If you do
not agree to the terms of this EULA, do not install or use the Software Product.

SOFTWARE PRODUCT LICENSE

The Software Product is protected by copyright laws and international copyright agreements, as well
as other intellectual property laws and agreements. The Software Product is licensed and cannot be
sold by any third party.

1. GRANT OF LICENSE
This EULA grants you the following rights:
Installation and Use: You may install the software in an unlimited number of systems.

Replication and Distribution: You may distribute the software to an unlimited number of systems;
provided that each copy shall be a true and complete copy, including all copyright and trademark
notices, and shall be accompanied by a copy of this EULA. The Software Product may be distributed
as a standalone product or can be included in your own product.

2. DESCRIPTION OF OTHER RIGHTS AND LIMITATIONS
Limitations on Deconstruction, Decompilation, and Disassembly

You may not deconstruct, decompile, or disassemble the Software Product, except and only to the
extent that such activity is expressly permitted by applicable law notwithstanding this limitation.

Separation of Components

The software product is licensed as a single product. Its components may not be separated for use
on more than one system.

Software Transfer

You may permanently transfer your ownership, provided the recipient agrees to the terms of this
EULA.

Termination

Without prejudice to any other rights, ZKTeco may terminate this EULA if you fail to comply with the
terms and conditions of this EULA. In such a case, you must destroy all copies of the Software
Product and all of its components.

Distribution

The Software Product may not be sold or be included in a product or package which intends to
receive benefits through the inclusion of the Software Product. The Software Product may be
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included in any free or non-profit packages or products.
3. COPYRIGHT

All titles and copyrights in and to the Software Product(including but not limited to any images,
photographs, animations, video, audio, music, text, and applets incorporated into the Software
Product), the accompanying printed materials, and any copies of the Software Product are owned by
ZKTeco. The Software Product is protected by copyright laws and international agreements.
Therefore, you must treat the Software Product like any other copyrighted material except that you
may install the Software Product on a single system provided you keep the original solely for backup
or archival purposes.

LIMITED WARRANTY
NO WARRANTIES

ZKTeco expressly disclaims any warranty for the Software Product. The Software Product and any
related documentation are provided "as it is" without warranty of any kind, either express or implied,
including, without limitation, the implied warranties or merchantability, fitness for a particular
purpose, or no infringement. The entire risk arising out of use or performance of the Software
Product remains with you.

NO LIABILITY FOR DAMAGES

In no event, ZKTeco shall be liable for any damages whatsoever (including, without limitation,
damages for loss of business profits, business interruption, loss of business information, or any other
pecuniary loss) arising out of the use of or inability to use this product, even if ZKTeco has advised of
the possibility of such damages.

Acknowledgment of Agreement
| have carefully read and understood this Agreement, ZKTeco Ltd.,'s Privacy Policy Statement.

If YOU ACCEPT the terms of this Agreement:

| acknowledge and understand that by accepting this agreement, | have to abide by the terms and
conditions to use the Software Product to ensure smooth function. | also acknowledge that ZKTeco

can terminate the License Agreement if | don’t comply with the terms and conditions.

IF YOU DO NOT ACCEPT the terms of this Agreement.

| acknowledge and understand that by refusing to accept these terms, | have rejected this license
agreement and therefore have no legal right to install, use, or copy this Product or the Licensed

Software that it incorporates.
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