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Without the prior written consent of ZKTeco, no portion of this manual can be copied or forwarded in any
way or form. All parts of this manual belong to ZKTeco and its subsidiaries (hereinafter the "Company" or
"ZKTeco").

ZKTzco is a registered trademark of ZKTeco. Other trademarks involved in this manual are owned by
their respective owners.

This manual contains information on the operation and maintenance of the ZKTeco equipment. The
copyright in all the documents, drawings, etc. in relation to the ZKTeco supplied equipment vests in and is
the property of ZKTeco. The contents hereof should not be used or shared by the receiver with any third
party without express written permission of ZKTeco.

The contents of this manual must be read as a whole before starting the operation and maintenance of the
supplied equipment. If any of the content(s) of the manual seems unclear or incomplete, please contact
ZKTeco before starting the operation and maintenance of the said equipment.

It is an essential pre-requisite for the satisfactory operation and maintenance that the operating and
maintenance personnel are fully familiar with the design and that the said personnel have received
thorough training in operating and maintaining the machine/unit/equipment. It is further essential for the
safe operation of the machine/unit/equipment that personnel has read, understood and followed the safety
instructions contained in the manual.

In case of any conflict between terms and conditions of this manual and the contract specifications,
drawings, instruction sheets or any other contract-related documents, the contract conditions/documents
shall prevail. The contract specific conditions/documents shall apply in priority.

ZKTeco offers no warranty, guarantee or representation regarding the completeness of any information
contained in this manual or any of the amendments made thereto. ZKTeco does not extend the warranty of
any kind, including, without limitation, any warranty of design, merchantability or fitness for a particular
purpose.

ZKTeco does not assume responsibility for any errors or omissions in the information or documents which
are referenced by or linked to this manual. The entire risk as to the results and performance obtained from
using the information is assumed by the user.

ZKTeco in no event shall be liable to the user or any third party for any incidental, consequential, indirect,
special, or exemplary damages, including, without limitation, loss of business, loss of profits, business

interruption, loss of business information or any pecuniary loss, arising out of, in connection with, or relating
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to the use of the information contained in or referenced by this manual, even if ZKTeco has been advised of
the possibility of such damages.

This manual and the information contained therein may include technical, other inaccuracies or
typographical errors. ZKTeco periodically changes the information herein which will be incorporated into
new additions/amendments to the manual. ZKTeco reserves the right to add, delete, amend or modify the
information contained in the manual from time to time in the form of circulars, letters, notes, etc. for better
operation and safety of the machine/unit/equipment. The said additions or amendments are meant for
improvement /better operations of the machine/unit/equipment and such amendments shall not give any
right to claim any compensation or damages under any circumstances.

ZKTeco shall in no way be responsible (i) in case the machine/unit/equipment malfunctions due to any non-
compliance of the instructions contained in this manual (i) in case of operation of the
machine/unit/equipment beyond the rate limits (iii) in case of operation of the machine and equipment in
conditions different from the prescribed conditions of the manual.

The product will be updated from time to time without prior notice. The latest operation procedures and
relevant documents are available on http://www.zkteco.com

If there is any issue related to the product, please contact us.

ZKTeco Industrial Park, No. 32, Industrial Road,
Tangxia Town, Dongguan, China.

+86 769 - 82109991

+86 755 - 89602394

For business related queries, please write to us at sales@zkteco.com.

To know more about our global branches, visit www.zkteco.com.
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ZKTeco is one of the world’s largest manufacturer of RFID and Biometric (Fingerprint, Facial, Finger-vein)
readers. Product offerings include Access Control readers and panels, Near & Far-range Facial Recognition
Cameras, Elevator/floor access controllers, Turnstiles, License Plate Recognition (LPR) gate controllers and
Consumer products including battery-operated fingerprint and face-reader Door Locks. Our security
solutions are multi-lingual and localized in over 18 different languages. At the ZKTeco state-of-the-art
700,000 square foot ISO9001-certified manufacturing facility, we control manufacturing, product design,
component assembly, and logistics/shipping, all under one roof.

The founders of ZKTeco have been determined for independent research and development of biometric
verification procedures and the productization of biometric verification SDK, which was initially widely
applied in PC security and identity authentication fields. With the continuous enhancement of the
development and plenty of market applications, the team has gradually constructed an identity
authentication ecosystem and smart security ecosystem, which are based on biometric verification
techniques. With years of experience in the industrialization of biometric verifications, ZKTeco was officially
established in 2007 and now has been one of the globally leading enterprises in the biometric verification
industry owning various patents and being selected as the National High-tech Enterprise for 6 consecutive
years. Its products are protected by intellectual property rights.

This manual introduces the Change log of ZKBioSecurity V5000_4.1.0_R.

All figures displayed are for illustration purposes only. Figures in this manual may not be exactly consistent
with the actual products.
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Document Conventions

Conventions used in this manual are listed below:

GUI Conventions

Convention Description
Bold font Used to identify software interface names e.g. OK, Confirm, Cancel.
S Multi-level menus are separated by these brackets. For example, File > Create >
Folder.

For Device

Convention Description
<> Button or key names for devices. For example, press <OK>.
(] Window names, menu items, data table, and field names are inside square brackets.
For example, pop up the [New User] window.
/ Multi-level menus are separated by forwarding slashes. For example,

[File/Create/Folder].

Convention Description
L‘, This represents a note that needs to pay more attention to.
';; The general information which helps in performing the operations faster.
\t\x The information which is significant.

Care taken to avoid danger or mistakes.

The statement or event that warns of something or that serves as a
cautionary example.
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1 Key Updates

Implemented Changes Description

¢ Included integration of SMS Services for sending SMS
notification to visitors, administrator, and host.

e Supports batch visitor management, such as invitation, check-in,
check-out, badge print.

Visitor System

e Upgraded to Support InBio Pro Controller New Features

Access Control System ¢ Added Device Data Synchronizing Mechanism

Parking System * Integration of LPR Camera LPRC300

e Updated the menu structure and transaction reports layout.

Time & Attendance ¢ Newly added Call the Roll Function

¢ Included secure Password Authentication Parameters
System and Platform ¢  Upgrade platform security level.
¢ Included Turkish language.
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Functional Updates Details
Visitor System

Visitor Management-SMS Services

The visitor module supports the facility of sending SMS notifications to visitors, administrators or,
hosts when visitor reservation, check-in, check-out has been expired.

Drde [R5 8 o520

& +86 136 S o

Visitor Arrived Notification
The following visitors have
checked-in already:

Visitor Name:Leo
Company:ZKTeco

Visit Reason:Visit

Enter Time:2021-06-10 15:10:30
Entrance:Main gate

Host Mame:Jack

Click the link to get the QR Code:

Please do not reply this email!

Batch Visitor Management

To increase the efficiency of visitor management, especially the visitor group, the software allows
the user to manage visitors in batches, such as invitation, check-in, check-out.

Batch Invitation

The interface of Batch Invitation is shown below.
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Inviter Name * Enter the Query Condi \  Inviter Department - Department Name
Message to be displayed on the screen =

Hi,
Wiglcome to our Company!

E-mail Address *
leo.hou@zkteco.com;lynn lee@zkisce. com;jessica.chen@zkieco.com

nas(,) or semicolons

A\ Enter mulfiple mai

Batch Check-in

The interface of Batch Check-in is shown below: -

Vistor Info

Certficate No Certificate Type |-

Hame

Search Criteria None

+ First Name Last Name Certificate Type  Certificate No. Host First Name  Host Last Name  Visit Department Mobile Phene
v Lleo Hou s] 125485 visitor visitor
v Leot D 125438 Department Name 2021061017154
v Leo2 s] 125487 Department Name SERDiEEEY
2021-06-10 152558
2021-06-10 15:09:16
2021-06-10 14:00:01
2021-06-10 10:30:04
2021-06-1010:29:21
,
13 Sarowsperpage - dumeTo 1 /Page Totalof 3 records
Pemission
Visor Level 210{Acsess) Start Time 20210610 17:48:17 EndTime 20210810 23.50:58
Entrance® Leo-TEST

(o cod -

Batch Check-out

The interface of Batch Check-out is shown below: -
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Are you sure you want to perform the Batch
CheckOut operation?

2.2 Access Control System

The software needs to be connected to an access controller to provide access control functions. To
use these functions, the user must install devices and connect them to the network first, then set
corresponding parameters, so that they can manage devices, upload access control data, download
configuration information, output reports, and achieve digital management of the enterprise.

2.2.1 Upgrade to Support InBio Pro Controller New Features

The software supports the latest version of InBio Pro firmware and now the system can read dynamic
QR Codes through QR50 reader. Because of newly added features, the InBio Pro controller fully
supports Data Transmission Encryption.

2.2.2 Optimizing the Device Data Synchronizing Mechanism

To synchronize all data to Device operation, users need to choose “Delete the Data from the device
before syncing new data to device”.

Are you want to perform the Synchronize All
Data to Devices operation?

Delete the data from the device before syncing
new data to device

e =
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Once the synchronization is finished, the user is redirected to Device Monitoring page to view the
execution process.

IJeviceNamel:I Serial Number 1P Address Morew Q @
Search Criteria None
O B Synchronize All Data to Devices
Device Name Selected Device =gis
(@ 5tandalone Device - 192 165 214 210 BVic|
~ 1H.1E}.214
[ 182.168.214
EAccess Authority ETimeZone, holidays [E0oor Parameters
Unselect Al EdAntiPassback [EFirst-Person Open Door E@Mult-Person Open Door
[ELinkage [EBg-Verification Options EAuilisry Input Setting
[3\enific ation Mode Rule
Total Progress
100%

Data processing, please wait......

192.168.214.210:Data synchronizing, please wait...
192.168.214.210:Device synchronous data commands sent successfully... T
Complete Please go to the [Device Monitoring] page, view the command processing | lick here to jump to Device Monitoring I

Parking System

Integration of New Generation LPR Camera LPRC300

With an embedded deep learning LPR algorithm and 3MP camera, the camera provides higher license
plate recognition performance which is widely adaptable to parking and access control environments.
Also, the LPRC300 supports Onvif Protocol that can access NVR to achieve the IPC functions.

Time and Attendance

Optimized the Menu Structure

The menu structure of Rule Setting, Employee Schedule, and Reports is optimized. Hence, it is
convenient for the user to centralize and manage attendance.

Call the Roll Function

Users can check employees’ check-in status by navigating to System > Attendance > Roll Call menu in
real-time.
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@ @ admin ~
Time From |2021-06-1515:25.02 | To | 2021-06-15 23:58:59 m ®
= Device [ Search Criteria Time From-(2021-06-15 15:25:02) To:(2021-06-15 23:58:58)
& = [Jsubordinate Level No Check-In Personnel
By Region =
Department Name Personnel ID First Name Department Number Depariment Name: Status
Attendance Devict )
fendance Bevics SR 3410 3410 2 MNa Ghetkin
) visitor
Attendance Point 3418 Sisx 2 No Check-In
v 2
a 3418 Liuyi 2 No Check-In

Serve nd

Device Operation Log

° Check-In Monitoring

Personnel ID First Name

§) Aliendance Seting
Schedule
Exception
Detail Report

| calculate Report

System and Platform

Departrmsnt Number

Department Name: Check In Time Status

Secure Password Authentication Parameters

On System, click Authority Management >Security Parameters. There is a new option which is used

for setting the secure password authentication interval. So, a user doesn't have to input the secure

password again-n-again while doing the operation during the time interval.

Tzco
Security Parameters

_ID Basic Management Login erification Code:
Default Password Strength:
;h Authority Management .; |

Failed Login:

User
Account Will Lock:

Role Password Valid Days{Day):

BRI T Password Medification:

Client Register

Security Password Verification:

Secure Password Authentication

Interval:

Mone

(O Mone O Low (7)) @ Medium (O Higher
Unlimited Time(g)

10 minutes
Permanent

Forced to medify the pass

Mone

Once the Security Password Verification option is checked, user needs to enter Secure Password

Authentication Interval. For data export, user password is required for the security verification purpose

in the system. Data export includes all kinds of reports, personnel information and so on.
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Teco

g Device

Access Control Event D

, Advanced Functions

&

Reports

B

£

Events From Today
All Exception Events

Access Rights By Door

E £ % 3

Access Rights By Personnel

First In And Last Out

Time From | 2021-03-15 00:00:00

Time

2021-08-15 17:10:38

2021-06-15 16:23:44

2021-06-15 16:22:46

2021-08-15 16:22:02

2021-08-15 16:17:34

2021-06-15 16:16:36

2021-08-15 15:34:10

To | 2021-06-15 23:59:58 Parsonnel ID Device Name Mmorer QO ®

Search Criteria Time From:(2021-03-15 00.00:00) To:(2021-06-15 23.58:59)

"+ Refresh ([ Clear All Dahamr_“ Export photos.

Area Name Wt Point Event Description Media File Personnel ID First Name: Last Mame

Area Name

Arca Name

Arsa Name

Area Name

Arca Name

Arsa Name

Area Name

/==
182.168.214.18% ‘Connected to the serv
1592 168 214 185 Gannot connect to sen

On the Export interface, user can choose whether to “Encrypt or Not” by clicking on “Yes” or “No”.

By clicking on Yes, a user is allowed to encrypt the export data file.

Export
Encrypt or not @ Yes () No
Password* wann
Confirm Password™ ane
File Format EXCEL hd
Diata fo Export Al {max 30000 records)

() Selected (max 30000 records)

Start Position 1

Total Records 100

Overwrite Installation of New Version

The previous versions of ZKBioSecurity V5000 (V5000 2.0.0, 3.0.0, 3.1.0, 4.0.0, 4.0.1) can be upgraded
to the latest version (V5000 4.1.0) by overwrite installation.

Supported Languages

The new version supports Turkish language. The software allows the users to switch among 18

languages.

The steps are as follows: -

e Onthe Login page, enter the login credentials.

e Select the required language from the drop-down as shown below:
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(1)ZK BioSecurity

Dengme siresi 50 gin sonrs sons erecak. Simal aktiflesti
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admin

%, = ﬁ' LI
e # / = jj' \‘k\ \ e Y
7 g / 1 ) S
gsE
aiE
APP

&co
Copyright © 2021 ZKTECO CO., LTD. All rights reserved tzerinde Yardim
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